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PEHEH3IA-BIIAT'YK
Ha OCBiTHRO-TIpodecifiny nporpamy “Kibepbesmera”
nepuoro (faxamaBpchKOro) piBHS BUIMIOT OCBITH,
cienianpHOCTi 125 “KiGepOesmera ta zaxuct indopmanii”
kadenpn kibepoesnexu HanioHanBHOro TEXHIYHOIO YHIBEPCHTETY

“XapKiBCHKHI TONMITeXHIYHKA IHCTUTYT

VY cywacnioMy CBITI B&KAUBY polib BigirparoTek iHdopmaniiini Texxonorii,
BK.IFOYHO i3 HEMH 3aco0w 3abesmneueHHs KibepOe3nexu IANPAEMCTB OyIb-aKol GopmMu
BJIACHOCTI 3aliMaloTh IMPOBIOHI IO3HIIT HA HAHBUIIOMY PIBHI 13 BHKOHaHHAM
IIINPUEMCTBOM CBOIX Desrnocepennix OisHec-3aBaadb. CydacHUH cBIT, pakTHUHO — Ue
texnonorii Iupycrpii 4.0 r1a lureprery peuelt (Internet of Things), ne daxTw4ni
pecypcH MNMPHEMCTBA MAalOTh CBOIO BIPTYaslbHY KONk y tmdpoBid dopmi Ta
MEPEXPEINYIOTRCS 3 TPaAMIiHHEUMM  NiAX0JaMHW 710  JOKyMeHTooOiry Ta
iHQOpMaUIHHAMA CHCTEMAMH CyIpoBofXeHHd Oi3Hecy. [le OeaymoBno crnpuse
[mopidHOMY 301TBITEHAO TIOMATY V HamIii KpalHi Ha CHeiamicTiB 3 kidepbesmeku, Akl
OynyTh cnpoMoxkHi e(heKTHBHO BHPIIIYBATH CKNAHI 3aBAaHHS WOA0 [000yA0BU
3aXNCTy  TANpHEMCTBA Ta OyayTe  cnpoMoxkHi  3aesmeuyBaTd  IPOTHIIO
HEecanKkIiomoBanOMY BTPYHAIo A0 X iHdopmaniiinol iIHQpacTpyKTypH.

Ocsitupo-nipodeciiina nporpama “KiGepGesnexa” mnepumoro (6axkamaspceKoro)
piensi Buuol oOcBitTW, [0 3aMporNoHOBaHA Kadenpor KiGepOesrmekw HamioHampHOro
TEXHIYHOrO YHiBepcuTeTy “XapKiBCHKAH TOMTEXHIMHUYE IHCTUTYT' Mae Bei moTpiGHi
KOMIIOHEHTH wWoN0 3zadeslieueHts HABYaJBHOTO Ipolecy npodeciiiHoi TMiaroroBky
daxiBiip, AKki y KOMIAHISX 3MOXYTh 3aiiMATH IIO3HI: MeHeIXKepa  CUCTEM 3
itpopmManifinol Gesneky, GaxiBig 3axucTy iHQopMAalil, TexHika 3axucTy iHdopmanii,
amMimicTpaTopy 6asu JaHUX, AAMIHICTPATOPY AOCTYIY, iHXeHepa-TporpamicTa ToLwo.

Crifl BU3HAYHTH, 1[0 y CYYACHHX €KOHOMIUHWX yvoBax KiOepOesneka — lLie He
TiMBICH 3MAYITAN TPETT Y POIBUTKY BENMKMX KOMIIAHIM Ta MiNnpueMcTB. 3apas manuil Ta

cepenuiit GisHec Bigxkpupae HOBI AN cebGe Himn enexTponnoi xomepmii. BignosigHo



CTae MUTaHHSA LIOAO pillleHHS 3aBAaHb 3a0e3neveHHs Oe3MeKd eNeKTPOHHUX MEpex He
TUIBKM KOPIOPaTHBHOTO DiBHS, aie CIiJi BHUPIIIyBaTH MOBCSKIEHHI I[HTaHHS
KiOep3axuCTy Majloro Ta CepeIHbOro npuBaTHOro GizHecy. ToMy, Cilifi BBaXKaTH HykKe
CBOEYACHMMM 3aBJIaHHS, IO pPO3IJISJAIOTECS Y OCBITHBO-TIpodeciitHiii mporpami
“Kibepbesnexa”, 3a $KOIO HaBYAIOThCS CTyAeHTH HalioHambHOr0 TEXHIYHOIO
yHiBepcuTery “XapKiBCbKHI MOJITEXHIYHMH IHCTUTYT’3a cHemiaibHicTio 125
“Kibepbesneka Ta 3axuct iHpopmMaiii”’. BUILyCKHHK 3a 1i€l0 MPOrpaMoro Ma€ J0CBij Ta
pO3yMiHHS 3aBJlaHb, K y MaciiTadi motpeb Ge3neku BeIMKUX OpraHisaiiii Ta Kommasii,
a TaKoXX KOMIIaHii, [0 MaloTh MOPIBHAHO HEBEIHKI MaciuTabu Oi3Hecy, Ta, HApPHUKIIaJ,
KOMIaHif, piBHA BeO-CTyAiH, IO HANAIOTh IIOCHYTM 3 pO3pOOJieHHS BeO-CalTiB.
3anponoHoBaHa IporpamMa BpaxoBY€ He TUIBKH MOTpeOHM KOMIaHii-poO0TOMaBIIiB, 1110
CIIpSIMOBaHI TIILKM Ha DillleHHs 3aMOBJIEHb IS 3aKOPJOHHHX KOMIIaHiif, Tak 3BaHi
ayTCOPCHHIOBI KOMIaHII Ta iHIII, aje ¥ Ui KOMIaHiii, 10 MPaloTh BUKIOYHO HA
BHYTPILIHbOMY PUHKY YKpaiHu.

Cnin mizBecTH, 1m0 ocBiTHRO-TpodeciiiHa mporpama “KiGepGesneka” nepiuoro
(6akanmaBpcpKoro) piBHS BHIIOI OCBiTH, LIO 3alpoNOHOBaHa Kadeapow Kibepbesnexu
HauionaneHoro texsiuHoro yHiBepcutery “XapKiBChKHiM NMOJITEXHIYHUHE IHCTHUTYT” €
Cy4acHOI0, e(peKTUBHOIO Ta 3aTpe0yBaHOI Ha Cy4aCHOMY PUHKY Ipalli y Haioi KpaiHi
o0 miAroToBKH (axiBiiB 3 kibepOesmexu. Lls mporpama Bimmosimae craHmapry
MinicTepcTBO OCBITM 1 Haykd YKpaiHM Ta Y3rOMKYEThCH 3 3allUTaMM KOMIIaHiH
poboronaBiiB moxo0 HasBHOCTI KBamipikoBaHux KaapiB y IT-ramysi ta Hampsmy

cneniansHocTi 125 “KiGepOesneka ta 3axuct iHpopmariii.

KepiBHHK HaBUaTIbHO-HAYKOBOT'O
LEeHTpPY iH(pOpMalifHUX TEXHOJIOTiH

[TonicbKOro HaiOHAILHOTO YHIBEPCHTETY,
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PEIEH3ISI-BIATI'YK
Ha ocBiTHBO-TIpodeciiiny nporpamy “KiGepbe3neka”,
nepioro (6akanaBpcbKOro) piBHs BHILOT OCBITH
cneuniansHOCTi 125 “KibGepbe3neka Ta 3axuct iHdopmauii”
kadenpu kiGepGe3nexkn HawioHaTbHOro TEXHIYHOTO YHIBEPCUTETY

“XapkiBChbKMI MONITEXHIYHUH IHCTUTYT”

CrpiMkuii po3BUTOK iH(GOpMALiMHUX TEXHOJOriH 1 LIBMAKE 3POCTAaHHS
rioGansHOi  Mepexi IHTepHer mpu3Benn A0 (opMyBaHHA  iHpOpMaLiHHOrO
cepelOBMILg, 1O BIUIMBAE Ha Bei cdepu MOACHKOI AisibHOCTI. HoBi TexHonorivHi
MOYJ/IMBOCTI MMOJIETIIYIOTh TNOWMpPeHHs iHdopMmaLii, MiABULIYIOTh e(dEeKTHBHICTH
BUPOOHMYHMX TPOLECIB, CHPUSIOTH PO3LIMPEHHIO ITOBMX omepauii B mnporeci
Giznecy.

[lizmpuemMcTBa HOBOrO THUIYy — L€ pO3ralyKeHa Mepeka PpO3NOAiIeHHX
migpo3minie, ¢imii i rpym, MmO B3aEMOAIIOTH OAMH 3 oxHMM. Posnoxineni
KOpIopaTHBHI iH(OpMaLiiiiHi CHCTEMH CTAlOTh ChOrOJHI HaHBaXJIMBILIUM 3ac000M
BUPOOHHMLTBA Cy4YacHOI KOMIIaHil, BOHM JO3BOJIAIOTH TNEPETBOPUTH TPaAULiNHi
dopmu Oi3Hecy B eneKTpOHHUI Oi3Hec.

EnextpoHHuit Gi3HeC BHKOPHCTOBYE I700albHY Mepexy [HTepHeT i cydacHi
indopmauiiiHi TexHonorii Ais NiABMLLEHHsS e(eKTUBHOCTI BCiX CTOpPiH AITOBUX
BITHOCHH, BKJIFOYAIOYM TNpPOJaXi, MapKeTHHT, niarexi, (GiHaHCOBUM aHai3, MOLIYK
CriBpOOITHHUKIB, MIATPUMKY KIIIEHTIB i MapTHEPCHKUX BiJIHOCHH.

OpnHiero 3 yMOB iCHyBaHHS eJeKTpOHHOro Oi3Hecy € iH(opmauiiiHa Oe3rneka,
MiJ KO PO3yMI€ThCS 3aXHUILEHICTh iH(OpMaLiTl Ta MiATPUMYE iHOPaACTPYKTYpH Bia

BUNAJIKOBUX i HaBMHCHHX Bl'IIIPlBiB, 3aTHUX 3aBJaTH LIKOAM BiacHHKaMm abo



KOpHCTyBayaM iHdopmauii. 36HTOK Bii mopyuleHHs iHdopMmauiiiHoi Oe3nekn Moxe
NpPUBECTH A0 ~ BEIUKMM (iHAHCOBMM BTpaTaM i HaBiTb JO MOBHOrO 3aKpUTTA
KOMIIaHii.

Bcynepeu Ha iHTeHCHBHMI PO3BHTOK KOMIT'IOTEPHHUX 3ac00iB i iHbopMaLiiiHuX
TeXHOJIOTiH, Bpa3/MBiCTh Cy4acHUX iHGOPMaLiHHUX CUCTEM | KOMITIOTEPHUX MepeiK,
Ha XKajb, He 3MeHIyeTbes. ToMy npobiaemu 3abe3nedyenHs iHGopmauiiiHol Ge3neku
NpHBEPTAIOTH MUJIbHY yBary sk $axiBiiB B 06NacTi KOMIT'IOTEPHHX CHCTEM i MEpek,
TaK i YMUCIEHHMX KOPMCTYBadiB, BK/IIOYAIOYM KOMIAHil, LI0 MpalioioTh y cdepi
eNeKTpOHHOro Oi3Hecy.

Bes 3HaHHS 1 KBaliikoBaHOTO 3aCTOCYBAHHS Cy4acHUX TEXHOJOTiH,
CTaHAapTiB, MNPOTOKOMIB 1 3acobiB 3axucTy iH(popmauil HEMOXKIMBO AOCAITH
HeoOXiZHOro piBHS IHQOpMAaLiHiHOT Ge3reKy KOMITIOTEPHUX CUCTEM | MEPEXK.

Kagenpoio  kibepOesnekn HauioHanpHOro  TeXHIYHOro  yHiBEpCHTETY
“XapKiBCbKMI MOMITEXHIYHUH IHCTUTYT  po3pobJeHO HaBYallbHy [porpamy
“Kibepbe3neka”, Ta HaBYaibHiI IUTAaHW AWCLMIUTIH, fKi MOB’A3aHI 3 HAMpIMKOM
niarotoBku (axisus 3 iHdopmauiitHoi Ge3neku wMpokoro npodimo, Aka popmye
CMEKTP KOMIIETEHTHOCTeH Ta 3abe3riedye OTpMMaHHsS pe3y/bTaTiB HaBYaHHA, fIKi
nepenbavaroOTHCs CTAaHAAPTOM BHILIOT OCBITH 3a crieuianpHicTio 125 Kibepbesneka Ta
3axucT iHpopMaLii.

[Mporpama 3abe3medye mMiAroToBKY (axiBuUs, SKWi 31aTeH 3abe3neuuTH
HeoOXiaHuil piBeHb KibepOesnekd CHUCTEM pI3HOrO MNpPU3HAYEHHs Ta [PUPOAM, B
nepury 4epry cucteMu Oi3HEC-MpoLeciB eKOHOMIYHMX CHUCTEM, CUCTEeM KPHUTHYHOT
iHbpacTpyKTypH, KibepdisuuHUX CHCTEM Ta iH., HA Oyab-KOMY PiBHI yNpaBliHCbKOT
lepapxii, BpaxOBYIOYHM MpPUHLMIIKA 3aCTOCYBaHHS KPHUNTOrpadiyHUX METOiB,
CyYaCHHX TeXHoJorii 3abesneueHHs kiGepOesnexu, iHdopmauiiinol Oesneku Ta
Gesnexy iHdopMallil B Mekax HaLiOHATBHUX | MIXKHAPOAHMX CTAHIAPTIB i MPaKTHK
o0 3AiHicHeHHs npodeciiHol AisnbHOCTI.

HapuanbHuil npouec OCBITHBOI MpPOrpaMH OpraHi3oBaHO Ha 0a3i cy4acHHX
IHTErpoBaHMX CepelOBUILAX pO3pOOKH KOPMOPAaTHBHUX JOAATKIB Ta CHCTEM

30epe)KeHHs1 JaHMX 3 CAHKIIOHOBAaHUM A0CTYrNoM. KOKHOMY CTyAeHTY Ha mepiof



HaBYaHHS OE3MUIATHO HANAETHCA JILEH30BaHMWM JOCTYN [0 AOAATKIB Ta CEPBICiB y
akkayHTi y moprany Microsoft 365. BinbiuicTs 1abopaTopHUX Ta MPaKTHYHMX POOIT,
a TaKoK KYpCOBOIO Ta AMILIOMHOTO MMPOEKTYBAHHSA 3AIHCHIOETbCS 3 BUKOPHCTAHHIM
anapaTHO-NPOrpaMHUX 3aco6iB KiGeproirony.

BBaxkaemo, mo OcBiTHbO-npodeciiina nporpama “KiGepOesneka”, 1o
3anpornoHoBaHa Ta 3JilicHIOEThes  Kadeaporo  kiGepOesneku HauioHansHoro
TexHiyHoro yHiBepcutery “XapKiBChKHIl MONITeXHIYHMH iHCTUTYT”, Mae BCi
HeoOXi/IHi KOMIIOHEHTH JUIsl MIArOTOBKM KBai(hiKOBaHUX CriewianicTiB BiANOBIHO 110
Cy4yacHMX TeHJeHUili Ha nonut axiBuiB 3 KibepOGesnexu. Bumycknuku wiel
MporpamMy OTPHMYIOTb BCi HEOOXiZHI 3HAaHHS Ta HABUUKM IIOAO 3abe3NeyeHHs
KiGepOe3nekn €eKOHOMIYHOI MisIbHOCTI MiAMPHEMCTB KOPHNOPATHBHOTO piBHS,
CIIPOMO’KHI 3JiMCHIOBATH aHali3, MPOEKTYBaHHS, [POrpaMyBaHHs, PO3rOPTaHHS Ta
CYNpPOBOUKEHHS Oy Ab-SIKMX CEpBiCiB, BAKOPUCTOBYIOUHU CY4aCHi TEXHOJIOTI.

Hapyanus 3a OcsiTHbo-npodeciiiHoro  nporpamoro  “KiGepbesneka”,
3abe3neyye CTyAeHTaM HagOaHHs HEOOXiIHUX 3HAHb, KOMIETEHLUIN Ta HABUYOK s
yemimHoi mpodeciiiHol  mismpHOCTI Yy cdepi  BOpoOBa/KEHHS Ta MiATPUMKH
MPOrpaMHUX pillleHb Y KOPMOPAaTMBHOMY CepelOoBHMILI MpU AOTPUMAaHHI BUMOT

BIAMOBIJHUX HAL[IOHAIBHUX | MDKHAPOAHHUX, CTAHIAPTIB.

Jupexrop TOB “Caiidep IT”,

KaHIWJaT TeXHIYHUX HayK Bnagucnas KOBTYH
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PELHEH3IA-BIATI'YK
Ha OCBiTHIO Mporpamy “KiGepbesneka™
nepmoro (0akanaBpChKOro) piBHA BHIIOI OCBITH,
crnietianbHocTi 125 “Kibepbesneka ta 3axuct iHhopMmartii”
kadenpu kidepOesmexkn HarlioHaTbHOTO TEXHIYHOTO YHIBEPCHTETY

“XapKiBChbKHH MOMITEXHIYHUH IHCTUTYT

OceiTHa mporpama “KiOepOesneka”, ska 3ampoOMOHOBaHa kadeaporo
kiOepOesneku  HaltioHabHOrO ~ TEXHIYHOTO  yHIBEpCHTETY  “XapKiBChbKHI
MOJIITEXHIYHUH IHCTUTYT € OE3YMOBHO aKTYalbHOK ¥ CY4YaCHHX YMOBAaX CTPIMKOTO
po3BUTKY iH(opMartiiinux TtexHomoriii (IT) Ta iX rIMOOKOTO MPOHHKHEHHS IO
Maike yciXx ranysed cydacHOro »HTTd. 3apa3 y OaraTthox Trany3siXx HapoJHOTO
rocrmojapcTBa YkpalHH He BHCTAya€ BHCOKOKBamidikoBaHuX axiBiiB IT-
HaMpsSMKY, 1110 MalOTh JIOCBiJ 3 KiOepOe3neKH.

3ampornoHOBaHa OCBITHS MporpaMa CHpsAMOBaHA Ha HAJaHHSA iHTErpagbHOI
KOMIIETEHIIIT MO0  37aTHOCTI 3700yBaya OCBITH PO3B’S3yBaTH  CKJIAJHI
Creliami3oBaHi 3aja4i  Ta TMPaKTHYHI MpoOseMH Yy Taimy3l 3a0e3nedeHHs
iHdopMmariiiiHoi  Oe3mekn  i/abo  kiOepOesmekHw, IO  XapaKTepH3YETHCS
KOMILJIEKCHICTIO Ta HEMOBHOK BH3HAYEHICTIO YMOB. Hacmparzi, peanbHi crieHapii
KiOep3arpo3, XapakTepH3yHOThCS HEBH3HAUEHICTIO, CHHEPTiHHHM XapakTepoM
MOXO/KeHHS Ta HECMOJIiIBAHUMH YMOBaMH BTpydaHHs. [lopyd i3 1uM, € Oararto

CIIEHApIiB, IO MOXKHA 3a3/IaJieri/ib nepe0auyuTH Ta MO0y IyBaTH HAAIHHUNH KOHTYP
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Oe3nekH, HANPHUKIAL, K Ha PiBHI OOYHMCIIOBAILHOI MEpeki HEBEIHKOI KOMITaHii,
TakK ¥ po3Mo/IiJIeHOT Mepexi KOPIOPaTUBHOI'O PIBHSI.

OO0’ekT BHUBYEHHsT 3a OCBITHbOW Tmporpamor “KibepOesneka™ 00’ektn
iHpopMaTH3allli, BKIIOYAIOYA KOMII IOTEpHI, aBTOMAaTH30BaHI, TEJIEKOMYHIKaIlilHI,
iHpopmamiini,  iHdopmaliiiHO-aHaNiTHUHI,  iH(pOPMaLIHHO-TEIeKOMYHIKalliHHI
cucTeMH, iH(dopMalliiiHi pecypcH 1 TEeXHOJOrIl; TexHomorii 3abe3neueHHs Oe3nexku
iH(popMallii; mpolecH ynpasiiiHHS iHQopMalliifHOK Ta/ab0 KidbepOe3neko 00 eKTIB,
mo miisrawTe 3axucty. Lle cBiguuth, mo MaiOyTHi QaxiBui 3 kibepOesnexu
OynyTh 3/aTHI BHKOPHCTOBYBAaTH 1 BIPOBA/PKyBaTH TEeXHOJOTIT iH(opMaliitHoi
Ta/abo kibepOesrnekn y NPaKTHYHMX CHUTYaLlIsIX Ha BHPOOHMLTBI a00 Ha piBHI
HaJIaro/UKeHHs 1H(QopMaLiiHOT Oe31eKH HEeBEJIMKOT OpraHi3allii.

Cnig Bi3HAUMTH, WO Ui 3a0e3nedeHHs] BU3HAUEHUX KOMIIETEHTHOCTEH
BUITYyCKHMKA Ta BUINOBIJIHUX pe3yJbTaTiB HaB4YaHHS, KadeIpor KibepOesneku
HanioHaJIbHOro TEXHIYHOTO yHIBEpCUTETY “XapKiBCbKUI MOJIITEXHIYHUI IHCTUTYT
3arpoINOHOBAHO BHUKJIAIaHHS 1HO3eMHOT MOBH (3a npodeciiiHuM CrpsMyBaHHAM) SIK
000B’S13KOBOT OCBITHBOI KOMIIOHEHTH. Lle € cyuacHO 3araibHOI0 TeHAeHuiew y I1T-
rajxy3i 1100 TOKPAUICHHS KOMYHIKAIIIMHUX HaBHYOK (axiBIiB Ta B3a€MOIIl 3i
CBITOBOIO CITUIBHOTOIO 3a OOpaHUM HaNpsMoM. Y CBOIO uHepry aHalli3 CTPYKTYpPHO-
JIOTTYHOI cXeMHU OCBiTHBOI nporpamu “KidbepOesneka™ nepuioro (6akaiaBpCbKOro)
piBHS BHILIOT OCBITH J03BOJSIE CTBEp/KYBATH WIOJAO KOMIUIEKCHOTO —Ta
rapMoHiiiHOro  QopmyBaHHsS  JMCUHMIUIIH 3a  crneuiajbHicTio.  CTyJaeHTaM
MPOMOHYETHCS BUBYEHHS Ha IMEPIIOMY pOIll HaBYaHHS 0a30Bi aucuuiuiing: Beryn
1o daxy (na 6a3i BcecBiTHBO Biomoro kypcy CS50), Buia matematuka, OcHOBH
nporpaMmyBaHHs (Ha 0a3i moBu Python), Beenenns B kiGepOesrneky (Ha OCHOBI
kypcy CISCO), Indopmartiiina 6e3neka aepxasu, Po3poOka ta aHasi3 alfOPUTMIB
(TOCTIZIOBHO TIPOJOBXKYIOUM BUBYCHHS 3a HampsiMoMm Python), ®i3uuHi OCHOBH

TEXHIYHHUX 3acO0IB PO3BIJIKH Ta 1H., IO MOEJHYIOTh K 3arajibH1 JUCHHUIUIIHA, IKUMHA
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mae oBosomith kokeH IT-daxiBenp 31 croemiaji3oBaHUM 32  HANMpSIMOM
KibepOesnexu.

Ha gapyromy poli HaBYaHHS CTYJEHTaM 3alpoONoOHOBaHO: TexHouorii
nporpamyBanHs, OcHoBH 1moOyaoBH Ta 3axucty cydacHux OC, ¢axoBuit Kypc 3
mepexeBux TexHosioriii — CISCO CCNA Introduction to Networks, MatemaTHuHi
ocHoBu  kpurronorii, Teoperumuni ocHoBu kpunrorpadii, MeHemKmeHT
iHpopMmawiiiHoi O6e3nekn Ta iH. [Llo cBIAUNTE PO OUIBLI [IJILOBE CHPSIMYBaHHS Ha
BUBYCHHSI OCOOJMBOCTEH HamnpsiMy KiOep3axHCTy, SIK 3 TEOPETHYHOro, Tak U
NPaKTUYHOTO XapakTepy Mia0opy HaBYaNbHHX JAHCLUMIUIIH Ta PIBHS CKJIAJHOCTI
BIATOBITHUX TEXHOJIOT1H.

Ha tperboMy polli HaBUAHHS CTY/IEHTH OBOJIO/IBAIOTh 3HAHHSMH MEPEBAKHO
3 JucHMIUTiH npodeciiiHoro cnpsimyBaHHs: [HdopmaiiiiHi cuctemu Ta IHTEpHET-
TexHoJorii (Ha 6a31 MoB nporpamyBaHHs Java ta Python), OcHOBH MareMaTHYHOTO
MojenoBaHHss, OCHOBH KpunTorpadiuHoro 3axucty, (paxoBuil Kypc 3 Oe3neku
kopnopatuBHUX Mepex — CISCO CCNA Security, Opranizaiis ta iHdopMalliiHe
3a0e3redeHHs  YNpaBIIHCBbKOI  AisIbHOCTI, KOMIUIEKCHI CHCTEeMH  3aXHUCTY
iHpopmarii ta iH. Ha yeTBepromMy poIli HaBYaHHS CTYJICHTH 3aBEPUIYIOTH ITHKI
HaBYaHHA OakKaJaBpCbKOrO piBHS BHBYEHHSM JIMCIIMIUIIH: Opranizaniiine
3a0e3nedeHHs 3axucry iHpopmamii, OCHOBH cTeraHorpa(iuHoro 3axucry
iHpopMarii Ta iH., BUKOHYIOTh KOMIIIEKCHUI KypCOBHH TMPOCKT.

TakuM umMHOM, aHami3 oOCBITHbOI mporpamu “KibepOesneka” mnepuioro
(OakanaBpChbKOro) piBHS  BHIIOI  OCBITH, LIO0 3alpONOHOBAHO  Ka(eaporo
kiOepOesnekn  HamionanpHOro  TeXHIYHOro  yHiBepcuteTy  “XapKiBChbKHN
MOJITEXHIYHUH IHCTUTYT , CBIIYUTD Mo i akTyaibHICTh A1 [T-ramysi y miiomy, Ta
CIPUSTAME TIIrOTOBI (aXiBIiB 3 KiOepOe3neku, IKUX 3apa3 MmotpeOyrTh CydacHi
NiIMpUEMCTBA Ta opraHizanii Ykpainu. Takoxk BIANOBIIHA OCBITHBO-TpOdeciiiHa
nporpama J103BOJIsi€ CTYI€HTaM MPOJIOBKUTH HaBYaHHS 3a (PaXxoM 11010 OTPUMaHHS

OCBITHBOT'O CTYIIEHS MaricTpa.



TOB «MikpokpunTt TeKHOJI0KiC» Heryp iy «Microcrypt Technologies» LTD.
E-mail: info@microcrypt.com.ua protecting privacy Web: www.microcrypt.com.ua

Oco6nMBICTIO PO3MISHYTOT IPOTrPaMH CJIiJl BBAKATH KOMIUIEKCHHUH MiAXij 10
BHBUCHHS HABYaJIbHHUX JUCIMIUIH, SKUH mependayae HaJaHHS KOMIIETEHIIIH
MalOyTHIM (paxiBLUsIM, IOYMHAIOYHM BIJ OCOOJMBOCTEH MOOYJIOBH 3aXHUIIEHHX
pillleHb Ha PiBHI OOUYMCIIIOBAILHUX MEPEK, BKIIOUHO KOPIOPATHBHI 0OYUCIIOBAIbHI
Mepexi, 3actocyBaHHs TmpoBigHUX KypciB CS50, CISCO Tta iH., OBOJIOJIHHS
HaBHUOK NpOrpaMyBaHHs 3 BHKOpUCTaHHsM MoB Python Ta Java, mopyu 3
BUBYCHHSM TEXHOJIOTIH KpHUNTOrpagiyHOro 3aXHCTY, TEXHIYHOTO 3aXHCTYy

iH(popmarii Ta ocodamBocTel 3aXUCTy IHPOPMALIHHUX CHCTEM 1 MEpeK.

['eHepanibHUI JUPEKTOP
TOB “Mikpokpunt TekHOJIOIKIC”,
KaHIUIAT TEXHIYHUX HAYK




PEHEH3IA-BIII'YK
Ha OCBITHIO nporpamy “Kibepbesneka”
nepiuoro (6akanaBpCbKOTo) piBHS BULIOI OCBITH,
cneuianpHocTi 125 “KibepOesneka Ta 3axuct iHpopmalii”
kadenpu kibepOesneku HailioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY

“XapKiBCbKHMM MOJIITEXHIYHUN IHCTUTYT

3 ypaxyBaHHSIM OypXJIMBOTO PO3BUTKY Ta OOYMCIIIOBAJIbHUX MOTYKHOCTEH
00YMCITIOBATIBHOT TEXHIKH aKTyaJbHUM 3aBJAHHSAM € 3aXUCT JKMTTEBO BaXIIMBHX
IHTepeciB  JIIOAMHM 1 TpoMajsiHMHA, CYCNUIbCTBA Ta Jep)kaBU I  4ac
BUKOpPUCTaHHs KiOeprnpocTtopy. VY Lux yMoBax ¢axiBLi 3 KiOepOe3neku MoBUHHI
3a0e3nedyBaTl CBO€YacCHE BMSIBJICHHS, 3aroOiraHHs i HeWTpasizalis peaJlbHHX 1
MOTEeHLIMHUX 3arpo3 HallloHaJIbHIN Oe3neli Ykpainu y kideprnpocTtopi. Y 3B’A3Ky
13 CKJIQJIHICTIO 1 TPYJAOMICTKICTIO O13HEC-IPOLIECIB 1 METO/IIB 3aXUCTY LIMPPOBOTro
obnagHaHHs, 1H(pOpMaLii Ta KOMIT'IOTEPHMX CHCTEM BiJl HEHaBMHCHOIO YH
HECAHKLIIOHOBAHOI'O JIOCTYIY Bpa3JMBOCTI KOMIT'IOTEPHHX Ta 1H(pOpMaLIiHUX
CHCTEM CTaHOBJIATH 3Ha4YHY MPoOJIeMy Il KOPUCTYBaviB, MANIPUEMCTB.

[ligroToBka sIKICHUX chewiamicTiB 'y cdepi 3axucty iHopmauii Ta
KiOepOe3nekn TOBMHHA  BIAOyBaTHCs Yy  BIANOBIAHO  JO  IOCTYIIOBOIO
TpaHC()OpPMYyBaHHs HaBYaJIbHUX @POTpaM Ta HaBYAIbHUX IUIAHIB JUCLMUIUIIH
noB’s3aHux 3 HanpsiMkoM  “KibGepbesneka”, 1o cdopmoBaHa Kadeaporo
KibepOesnek  HallloHaTbHOTO  TEXHIYHOrO  yHIBepCUTETy  “XapKiBCbKHM
MOJITEXHIYHUM IHCTUTYT’, BIAMNOBIJHO IO OCTaHHIX TEHJIEHUIH pPO3BUTKY
CIeLIabHOCTI, T[IOBHICTIO  pealli3ye pe3ysbTaTh HaBYaHHS  IepeadayveHi
CTaHAApPTOM BHWILOI OCBITH 3a cremiagbHicTiO 125 “KibGepOe3neka Ta 3axucT
iHpopmarii”.

OcBIiTHs IporpamMa Ma€ 4iTKO BM3HAY€H1 IUIl, SKI BPaXOBYIOTb OCHOBHI ii
0COOMMBOCTI — MArOTOBKM (axiBusg 3 iH¢opMaliiHOI Oe3MeKu LIUPOKOro
npoiIto 13 3HAHHIM TEXHOJIOTM aBTOMaTu3alli Oi3Hec-NpoLeciB, €KOHOMIYHUX
3aBJIaHb Ta IOBCAKICHHOI OMNepaniiHoi AISIBHOCTI MIANPHEMCTB 3 ypaxXyBaHHAM
TEXHOJIOTTYHUX MOJKIMBOCTEHN JepiKaBH, MOTped Oi3Hec-CruIbHOTH YKpaiHu Ta
MepCIeKTUB PO3BUTKY LU(PPOBOI TpaHChOpMaLlil Ha JIepKaBHOMY PIBHI.

CyyacHUM TpEHIOM PpO3BUTKY TEXHOJIOTIH pO3pOOKM IpPOrpaMHHX
MNPOAYKTIB € pIMIEeHHs, $KI HaJalTh MOKIUBICTb BHUpPILIYBaTH 3aBJaHHS



NPOEKTYBaHHs, NMPOrpaMyBaHHs, HallarOKEHHs, pO3TOPTaHHs, CYNPOBOKEHHS,
KibepOe3sneky, 30epiraHHs JaHMX, OpPraHi3allil0 XMapHUX CEpBICIB 3 MIHIMyMOM
KoayBaHHA. OJIHI€I0 3 OCHOBHHUX Ipo0JieM peaii3allii OCBITHHOIO IMpolecy 3a
crerjanbHicTO 125 “Kibepbesneka Ta 3axucT iHpopMaLii” € BIACYTHICTb IIiJ Yac
HaBYaHHS MOJKJIMBOCTI OTpPMMATH 3HAaHHA Ta HaBUYKU BiA MpodecioHaiB-
NpakTUKiB. B paMkax BHKJIaJaHHS 3a OCBITHBOIO MPOrPaMolo, LI0 PelieH3yeThes,
3aTy4yeHO BHUKJIa[adiB-IPaKTUKIB Ta BUBYAIOTHCS Cy4acHI TEXHOJIOTIi CTBOPEHHS Ta
KepyBaHHs O€3MeKO y po3ralyKeHHX XMapHHUX BeOJ0JaTKiB JJIS IMiJATPUMaHHS
Oe3nepeOiitHUX Oi3HEC-TIPOIIeCiB, BYACHOTO TMpoOBe/IeHHs (DIHAHCOBHX OTepallii,
MPOTHO3YBaHHS JIAHIKOJKKIB MOCTa4aHHS CUPOBMHM, HAJCHUIAHHA TOTOBOI
NPOAYKLIii, Ta HaJaHHS MOCTYT KJII€EHTaM, TapTHepaMm.

BBaxkaemo, 1m0  ocBiTHa  mporpama  “Kibepbesneka”  mepruoro
(OakasaBpCbKOro) piBHS OCBITH, IO CKJaJeHa Ta 3alporoHOBaHa Kadeaporo
kiOepOe3nekn  HailloHanbHOTO  TEXHIYHOTO  YHIBEpCUTETY  “XapKiBChKHA
MOMITEeXHIYHUM 1HCTUTYT , Ma€ BCl HEOOXIJIHI KOMIIOHEHTU [JIsi TMiJATOTOBKH
kBasipikoBaHUX (axiBiliB, Ta 3ale3neyye HaAOaHHS HHUMH BIIMOBIIHHUX
KOMIIETEHLIH Ta CIPOMOXKHOCTEM WIOAO BHPILIEHHS aKTyallbHUX 3aBJaHb
3a0e3neyeHHs Oe3leku aBTomaTH3allii Ol3Hec-IpoLeciB, eKOHOMIYHUX 3aBJlaHb,
MUTaHb IOBCSAKISHHOI OMepauiiHOl MiJbHOCTI MIANPUEMCTB 3 ypaxyBaHHIM
TEeXHOJIOTIYHUX MOYKJIHUBOCTEH JepkaBu, MoTped Oi3Hec-ChiIbHOTH YKpaiHU Ta
MEepPCreKTUB PO3BUTKY TEXHOJOrH Ha Jep:KaBHOMY PIBHI [Uls YCHILIHOTO

BIIPOBA/KEHHS HA PUHKY Mpalli.

KepiBHUK OCBITHIX Mporpam
Kommnasii Distributed Lab, ﬁ, :
( i

KaHIMJaT TEXHIYHUX HayK Ounena BOJIOIIYK
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Penen3is

Ha ocBiTHbO-nipodeciiiny nporpamy «KidepOe3nexka» 3a cneniajabHicTio 125 «KidepoOe3neka
Ta 3aXMCT iHpopmauii» nepmoro (0akajaaBpcbKoro) piBHs Buuoi ocsitu B HanionainbHomy
TeXHIiYHOMY YHiBepcuTeTi «XapKiBCbKUH MOJITeXHIYHNUH IHCTUTYT».

CydvacHi BUMOTM PHMHKY TIparli Ta BHUKIWUKH, 1[0 CTOSTh TeEpe] TEMNEepiliHIM CYCHIJIbLCTBOM,
3YMOBIIIOIOTh HEOOXIJHICTh TIepeopie€HTallll HAIlIOHAIBHUX 3aKJIa/iB BUIOI OCBITH Ha 3MIHY CTPYKTYpH,
3MICTY, Oprasizamii Ta METOJIB HaBYaHHS, a TAaKOX Ha CYTTE€BE IOCHJICHHS B OCBITHIX MporpaMax
NPaKTUYHOT CKJIa70BOI. OKpEMO CiIiJil HAaroJOCUTH Ha HEOOXiTHOCTI 3aJy4YeHHs O HaBYAIBHOTO MPOIECY
npodecioHa B 3 METOI SIKICHOI IMiJTOTOBKM BHMITYCKHHKA 13 BHIOK TEXHIYHOIO OCBiTOI0. DOpMYBaHHS
IT-daxiBis, SKkui MOEAHYE TEOPiIF0 Ta MPAKTHKY Y CBOIM mpodeciiiHii AiSUIBHOCTI, € 3amopyKoro
3a0€3MeUeHHs 1HHOBAIIIHHOTO TIiAXOMYy A0 BUKOHAHHS HHUM 3aBllaHb, SIKI CTaBJIATHCSA CHOTOIHI Iepen
cy0’eKTaMU TOCIIOapIOBaHHS B YKpaiHi Ta CBITI.

Bucokuit monut Ha IT-cnemianmicTiB, 3MaTHUX BNPOBAHKYBAaTH Ta BUKOPUCTOBYBATH 1H(pOpMaIiiHi
CHUCTEMH Ta TEXHOJIOTII y PI3HUX Tally3sX JIFOJCHKOI MIsUIBHOCTI, 0COOIMBO HAIIIOHAJIBHOI Oe31eKku, popMye
KOHKYPEHTHHM PHUHOK OCBITHIX MpOTpaM, IO 3all0YaTKOBaHI OCTAaHHIMU pOKaMM y 0araThbox 3aKiaziax
BHIIIOT OCBITH YKpaiHU Ta JO3BOJISAIOTH 3700yBauyaM BHUIIOI OCBITH 00paTH cydacHi npodecii, 3arpedyBaHi
Ha puHKy mpami. Tomy, yHikameHicTh maHoi OIIIl, 3abe3nedeHHs] SKICHOT MIATOTOBKH Ta ypaxXyBaHHS
perioHaIbHUX acCIeKTiB BiJIrpae 3HAYHY POJIb y BUOOPI BCTYITHUKAMHU 3aKJIay BHUIIOT OCBITH.

Perien3oBana  ocCBiTHBO-TIpodeciifHa mporpamMa sBJISE COOOK 3MICTOBHO 3aBEpIICHUN 1
METOJIOJIOTIYHO BHBAXCHHH JOKYMEHT 3 TpodeciiHO OOTpyHTOBaHMM 1 JIOTIYHO CKOMITOHOBAaHUM
MEepPEeTIKOM KOMITOHEHTIB; BOHA BIJAMOBiAa€ KOHIIEMIIi CTYICHTOIIEHTPOBAHOTO HAaBUYaHHsS, HarajibHUM
nmoTpebaM TMiAroTOBKM (haxiBIB 3 BIAMOBIAHOT CHEIiaTIbHOCTI Ta 3/1aTHa 3a0e3meuyBaTv, B pas3l il
YCHINTHOTO MPOXO/KEHHS 3/100yBayaMu, MOXKIIUBICTh 3MIMCHEHHS IPAKTUYHOI (PaxoBoi MIsITBHOCTI B Tamy3i
KibepOe3reku Ta 3axucTy iHdopmartii.

Pesynbratn HaBUaHHS Ha PiBHI BCi€i mporpamMu Ta OKPEMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUIBLHO, BOHU chopmynboBaHi B pamkax (axoBux (IIPEIMETHO-CIEIIaTbHUX) 1 3arajbHUX
KOMIIETEHTHOCTEH, 70 SKUX BXOJAUTH 3HAHHS, PO3YMIHHS, YMIHHS Ta HaBUYKH, 3IaTHOCTI Ta I[IHHOCTI.
PiBeHb KOMITETEHTHOCTEH LIJIKOM BIATIOBITAa€ 3a/I€KIapOBAaHOMY PiBHIO OCBITHBOI TPOTPAMH.

3aranom OIIIT mae minkoMm cTpyKTypoBaHuil 1 JoriuyHuii BUrsa. CTpyKTypHO-JIOTidHa oOyaoBa
BUKJIQJIaHHsI OCBITHIX KOMIIOHEHTIB 3a0e3mneuye 3100yBayam nocsiruienHs Metu OlIII1, a came HaOyTTs
HEOOX1HUX ISl TIOJANIBIIIOTO TIPAICBIANITYBaHHS KOMIIETEHTHOCTEH. OCBITHI KOMITOHEHTH, SIK
000B'SI3KO0BI, TaK 1 BUOIPKOBI, MiAI0paHi 3 ypaxyBaHHSIM HOBITHIX TEHJEHIIIH 1 311aTHI 3a0€3MEUNTH IKICHY
BHUIILY OCBITY B LI{ rays3i.



[TpoanamizyBasmm nany OIIII, excrieptu Big IT-koMmaniit poOOTOMABIIB OKPECIHIIN ii HACTYTHI
MMO3UTHUBHI CTOPOHHM Ta HaJlaJ Il KOMEHTapl i peKoMeHaIlii, a came:

- 4iTKO c(OpMY/IbOBaHI MeTa, XapaKTePUCTUKH, OPIEHTALlis HA OCHOBHUH (OKYC Iporpamu;

- JIOT19HO C(hOPMOBAHUI MEPETIK OCBITHIX KOMIIOHEHTIB Ta iX B3a€MO3B'SI30K;

- 0COOJIMBO XOYETHCS BiI3HAYHUTH, IO BEJIMKA YBara NpUIiI€ThCS BUBYCHHIO aHTJTIHCHKOT
MoBH. Lle Haa3BHYaltHO BaXIIMBO B CY4aCHOMY CBITI TEXHOJIOT1H, OCKUIBKH OLIBIIICTh 1H(GOpMaLIHHUX
pecypciB 1 JOKyMEHTallii JOCTYIHI came aHIIiHChKOIO;

- porpama BUKOPHUCTOBYE KypcH MepekeBoi akaneMii Cisco, 10 OXOIUTIOITh TaKi BayKIUBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
HaJa€ yYaCHUKaM MiIHy 0a3y 3HaHb 1 MPAKTUYHUX HABUYOK, SIKI € KPUTUIHO BOKJIUBUMH JIJIS YCIIXY B M
ramxysi;

- MIPOTIO3UITIS TPUIAUIATH OiJIbIIIE YBaru OIMIAHYBAaHHIO IPUHIIMIIIB Oe3eku B 6a3ax manux. Lle
BKJTFOYA€ PO3YMIHHS MEXaHI3MIB 3aXUCTY JIAaHWX, YIIPaBJIIHHS JOCTYIIOM Ta BIPOBAKEHHS METOIIB
mupyBaHHS;

- MIPOTIO3HILisl AaKIIEHTYBATH yBary Ha BUBYCHHI XMapHUX TexHoJori# 1 DevOps, 110 103BOJIUTH
crieriajicTaM IHTerpyBaTH O€3MeKOBl MPAKTUKH Ha BCiX eTanax po3poOku 1 excruryatartii [13, Bkitogaroun
yIpaBTiHHSA KOH(ITypaIisMu, aBTOMaTH3AI[iI0 PO3TOPTAHHS Ta MOHITOPHHT. Lle 3MeHIye pu3nuku i
MIJIBUIILY€ 3araJIbHy O€3IeKy CUCTEM.

B minomy OIIIT «Kibep6esneka» 3a cnemianpHicTiO 125 «KibepOesneka Ta 3axucT iHhopMarii»
nepmioro (6akaaaBpChbKOTO) PiBHS BHINOT OCBITH HAJA€ TIO3UTUBHE BPAXKCHHS, € Cy4acHOI0, BIAMOBIIa€e
3almMTaM pUHKY Tpaii y cdepi kibepOe3neku Ta 3axucty iHpopMmarllii Ta 3adbe3nedye GopMyBaHHS
KOMIIETEHTHOCTEH, HEOOX1THUX JIJIsl O3B’ sI3aHHSI THUIOBHX 3a/1a4. BBakaemo, 1o perienzoBana OIIIT moxe
BIPOBAKyBaTUCh B HallioHaTbHOMY TEXHIYHOMY YHIBEPCHTETI « XapKiBChKHUM MOMITEXHIYHUN 1THCTUTYTY.

BukonaBuuii aupexTop
I'C «XapkiBchbKuil Ki1acTep

iH(pOpMaLiHHUX TEXHOIOT1i» 7 7 Onbra HHIAIIOBAJI

2025 pik
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1. PROFILE OF THE EDUCATIONAL AND PROFESSIONAL PROGRAM BY
SPECIALTY FS — CYBERSECURITY AND INFORMATION PROTECTION

1 - General information

Higher education institution
and structural unit

National Technical University "Kharkiv Polytechnic
Institute",
Educational and Scientific Institute of Computer

Sciences and Information Technologies
department of cybersecurity

The degree of higher
education and the title of
the qualification in the
original language

Bachelor

Educational qualification: bachelor of cybersecurity and
information protection.

Diploma qualification: bachelor of cybersecurity and
information protection.

Professional qualification There is no

Form of study Institutional (full -time), remote)
The official name of the Cybersecurity

educational program

Names of specializations There is no

(subject specialties)

Type of diploma single,
common (double) in the
presence and volume of
educational program

Bachelor diploma, unitary, 240 ECTS credits, study
period 3 years 10 months

Availability of accreditation

National Higher Education Quality Agency.
Accreditation certificate educational program No. 9111.
Valid up — 01.07.2029.

Cycle/level first (bachelor) level of higher education; NRK of
Ukraine — level 6, FQ-EHEA — first cycle, EQF LLL —
level 6

Prerequisites Persons who have received a complete general

secondary education may enter to obtain a bachelor's
degree in the Bachelor's Degree in F5 Cybersecurity
and information protection.

The reception on the basis of the degree of junior
bachelor, professional junior bachelor or educational
qualification level of the junior specialist is carried out
in the manner prescribed by law.

Language of teaching

Ukrainian, English

The term of validity of the
educational program

According to the validity of the certificate
Reviewed annually

Link to the permanent
posting of the description of
the educational program

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 - The purpose of the educational and professional program

Training of specialists capable of using and implementing information and/or cyber
security technologies, as well as digital economy technologies.

3 — Characteristics of the educational and professional program

Subject area (field of
knowledge, specialty,
specialization or
subject specialty (if
any)

Field of knowledge: 12 "Information technologies"
Specialty: 125 "Cybersecurity and information protection"
Object of study:

- cybersecurity and information protection technologies;

- processes of cybersecurity management and information
protection; objects of information activity, including
information and information and communication systems,
information resources and technologies.

Training goals: training specialists capable of using and
implementing cybersecurity and information protection

technologies and solving complex cybersecurity and
information protection tasks.
Theoretical content of the subject area: principles,

concepts, theory of protection of vital interests of a person,
society, state in the use of a cyberspace, which ensures the
sustainable development of the information society and digital
communicative environment, timely detection, prevention and
neutralization of real and potential threats to Ukraine.
Methods , techniques and technologies : methods, methods
and technologies of solving theoretical and practical problems
of cybersecurity and information protection.

Tools and equipment : means, devices, network equipment,
applied and specialized software, information systems and
design complexes, modeling, control, monitoring, storage,
processing, display and protection of data (information flows).

Orientation of the
educational program

Educational and professional. Preparation of cybersecurity
and information protection professionals.

The main focus of the
educational program
and specialization or
subject specialty (if
any)

Special education in the field of information technologies by
specialty 125 "Cybersecurity and information protection". In-
depth study of information technologies of information
protection, information security, cyber security, and
information security, development and use of software for
information protection, cyber security, and information
security.

Keywords: cyber security , information security, information
protection, information technologies.

Features of the
program

The peculiarity of the program of specialty "Cybersecurity
and information protection" 1is the focus on modern
requirements for specialists in the field of information and/or
cybersecurity, acquisition of higher education by higher




education of competitive competencies based Cybersecity, lot
& Data Analytics, OS and It, Programming Courses. Ability
to learn English.

4 — Eligibility of graduates

to employment and academic rights of graduates

Suitability for
employment

Specialists in cybersecurity and information protection can
work, according to the current version of the National
classifier of Ukraine : Classifier professions DK 003:2010:
2139.2 Information security specialist;

2139.2 Safety specialist (information and communication
technologies);

2139.2 Cyber defense infrastructure specialist;

2139.2 Cybersecurity Response Specialist;

2139.2 Cryptographic information specialist;

2139.2 Specialist in technical protection of information;
2139.2 Specialist in testing of security and information
security systems;

2139.2 Information technology auditor (cybersecurity);
2139.2 Specialist in evaluation of information security
measures (cybersecurity).

Academic rights of
graduates

Students who have been trained under this curriculum and
received a bachelor's degree have the right to receive
education at the second (master's) higher education level in
the Higher Education Institution of Ukraine and abroad in the
field of knowledge "information technology" or related ones.
Acquisition or improvement of education and professional
training in the adult system.

5 — Teaching and assessment

Teaching and
learning

Student centered learning, problem-oriented learning, distance
learning in the Microsoft 365 system, self-study, learning
through project practice, learning through laboratory practice.
The teaching process provides for the use of such educational
technologies as: lectures, laboratory work, practical classes,
small  groups, seminars-discussions, Brainstorming,
presentations that develop communicative and leadership
skills, independent work with literary sources; Mixed forms of
training using remote platforms.

Assessment

Monitoring of students' knowledge and skills is carried out in
the form of current and final control.

Current control - oral and written survey, assessment of work
in small groups, testing, defense of group and individual
research tasks.

Final control - oral and written exams, assessments taking into
account the accumulated points of the current control, defense




of reports from laboratory classes, defense of coursework.
State certification is a single state qualification exam.
Evaluation is carried out according to the national scale
("excellent",  "good", ‘"satisfactory", "unsatisfactory"),
100-point scale and ECTS scale (A, B, C, D, E, FX, F).

6 — Software competencies

Integral competence

The ability to solve complex specialized tasks and practical
tasks in the field of cybersecurity and information protection.

General
competencies (GC)
(defined by the
standard of higher
education of the
specialty)

GCl1. Ability to apply knowledge in practical situations.

GC2. Knowledge and understanding of the subject area and
understanding of professional activity.

GC3. Ability to communicate in the state language both orally
and in writing.

GC4. Ability to communicate in a foreign language.

GCS. Ability to learn and master modern knowledge.

GC6. The ability to realize own rights and responsibilities as a
member of society, to realize the values of a civil (free
democratic) society and the need for its sustainable
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

GC7. Ability to make decisions and act in accordance with the
principle of inadmissibility of corruption and any other
manifestations of dishonesty.

GCS8. The ability to preserve and multiply moral, cultural,
scientific values and achievements of society based on an
understanding of the history and patterns of development of
the domain, its place in the general system of knowledge
about nature and society and in the development of society,
technologies, to use various types and forms of motor activity
for active recreation and leading a healthy lifestyle.

Special (professional)
competences (SC)
(defined by the
standard of higher
education of the
specialty)

SC1. Ability to apply the legislative and regulatory
framework, as well as state and international requirements,
practices and standards in order to carry out professional
activities in the field of cybersecurity and information
protection.

SC2. Ability to use information technologies, modern
methods and models of cybersecurity and information security
systems.

SC3. Ability to ensure the continuity of business processes
according to the established cybersecurity policy and
information protection.

SC4. Ability to protect information in information systems
according to the established cybersecurity policy and




information protection.

SC5. The ability to restore the functioning of information
systems after the realization of threats, cyberattacks, failures
and failures of different classes and origin.

SC6. Ability to implement and ensure the functioning of
complex information protection systems (complexes of
regulatory, organizational and technical means and methods,
procedures, practical techniques, etc.).

SC7. Ability to perform professional activities based on the
implemented information and cyber security management
system.

SC8. Ability to apply methods and means of cryptographic
protection of information at objects of information activity.
SC9. Ability to apply methods and means of technical
protection of information at objects of information activity.
SC10. The ability to monitor information processes, to
analyze, identify, evaluate possible vulnerability and threats to
information space and information resources in accordance
with the established information security policy.

7 - Learning outcomes

The results of studies
in the specialty
(defined by the
standard of higher
education of the
specialty)

LOI1. Freely speak the state language orally and in writing
when performing professional duties.

LO2. Communicate in a foreign language in order to ensure
the effectiveness of professional communication.

LO3. Apply the principle of inadmissibility of corruption and
any other manifestations of dishonesty in professional
activity.

LO4. Organize own professional activity, choose optimal
methods and ways of solving complex specialized tasks and
practical problems in professional activity, evaluate their
effectiveness.

LOS. Analyze, argue, make decisions when solving complex
specialized tasks and practical problems in professional
activity, which are characterized by complexity and
incomplete determination of conditions, be responsible for the
decisions made.

LO6. Adapt to new conditions and technologies of
professional activity, predict the end result.

LO7. Apply and adapt information and coding theories,
mathematical  statistics, numbers, cryptography and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in training and professional activity.
LO8. Apply knowledge and understanding of mathematics

10




and physics in professional activity, formalize the objectives
of the subject area of cybersecurity and protection of
information, formulate their mathematical production and
choose a rational method of solution.

LO9. To know and apply the legislation of Ukraine and
international requirements, practices and standards for the
purpose of conducting professional activity in the field of
cybersecurity and information protection.

LO10. Be able to use modern information technologies,
methods and models of cybersecurity and information security
systems for professional activity.

LOL11. Plan preparation and ensure the continuity of processes
in organizations according to the established cybersecurity
policy and taking into account the requirements for
information protection.

LO12. Apply information security methods in information
systems according to the established information security
policy.

LO13. To implement, adjust, accompany and maintain the
functioning of software and software and software and
software security and information protection systems as
necessary procedures for the functioning of information
systems and \ or infrastructure of the organization as a whole.
LO14. To solve the problems of managing the recovery
processes of information systems using reservation procedures
according to the established security policy and to ensure the
functioning of special software, to protect and restore
information.

LO15. Collect, process, store, analyze critical data to prove
the implementation of cyber threats, analyze and research a
cyberincident in order to promptly restore the functioning of
the information system.

LO16. To solve the problems of implementation and support
of complex information protection systems in information
systems.

LO17. To ensure the functioning of the cybersecurity
management system and the protection of the organization's
information, including staff and managing the consequences
of threats to information safety in crisis situations, on the
basis of performing quantitative and qualitative risk
assessment procedures.

LO18. Analyze, apply the methods and means of
cryptographic protection of information at information
activities.

LO19. To solve tasks on the organization and control of the
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state of cryptographic protection of information, in particular
in accordance with the requirements of regulatory documents.

LO20. Identify the threats of creation of technical channels of
leakage of information on the objects of information activity;
to implement the means and measures of technical protection
of information from leakage by technical channels, to
maintain and control the status of hardware means of
information protection and complexes of technical protection
of information.

LO21. To implement, support, analysis of efficiency of
systems for detecting unauthorized access, actions with
information in the information system, vulnerability, possible
threats to information space and information resources and
use protection complexes to ensure the required level of
information security in information systems.

8 —Re

source support for program implementation

Personnel support

Meets the personnel requirements for ensuring educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015 No. 1187, as amended by
CMU Resolution No. 365 dated 24.03.2021. Annex 15-16).
The composition of the working group of the educational
program, the professorial teaching staff, which is involved in
teaching disciplines in the specialty corresponds to the license
conditions of conducting educational activities at the first
(bachelor's) level of higher education.

Teaching teachers, specialists and employees of IT
companies, as well as foreign specialists are involved in
teaching.

Material and
technical support

Meets the technological requirements for the material and
technical support of educational activities in the field of
higher education in accordance with the current legislation of
Ukraine (Resolution of the Cabinet of Ministers of Ukraine
“On Approval of Licensing Conditions for Conducting
Educational Activities of Education” of December 30, 2015,
No. 1187, with changes made in accordance with CMU
Resolution No. 365 dated 24.03.2021. Annex 17).
Educational-scientific-production base in the form of: —The
educational buildings, computer classes, combined by a local
computer network with access to the Internet, multimedia
equipment; specialized software.

Informational and

Meets the technological requirements for educational and
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educational and
methodological
support

methodological and information support of educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015, No. 1187, (as amended by
CMU Resolution No. 365 of 24.03.2021. Annex 18).
Information and educational-methodical support of the
educational process is realized by the presence of the
necessary educational and methodological literature:
textbooks, manuals, methodological recommendations for
practical classes, independent work, syabrose of educational
components  (https://cybersecurity.kpi.kharkov.ua/sylabusy-
osvitnikh-kompontiv-125-bakalavr/).

Information resources are located in the funds of the scientific
library of NTU "KPI", websites of graduation departments.
The educational process uses LMS (Learning Management
System).

9 — Academic mobility

National credit
mobility

On the basis of bilateral agreements on academic mobility
with universities of Ukraine. Agreements on cooperation
regarding the implementation of programs of internal
academic mobility of higher education students under the
educational program specialty 125 "Cybersecurity" with
Odesa National University of Technology, Chernihiv National
University of Technology.

International credit

On the basis of a bilateral agreement with the University

mobility named after Jan Dlugosha in Czestochowa (Poland).

Education of foreign Preparation of foreign citizens is carried out in accordance
students of higher with the requirements of the current legislation, provided that
education the previous educational level is recognized.
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2. LIST OF EDUCATIONAL COMPONENTS OF THE EDUCATIONAL
AND PROFESSIONAL PROGRAM "CYBERSECURITY" AND THEIR
LOGICAL SEQUENCE

2.2 List components of educational and professional program

Components of the educational and Credits Final control
Code n/a :
professional program ECTS form
1 2 3 4
1. Compulsory educational components of OPP
1.1 General training
3111 History and culture of Ukraine 4,0 Exam
3112 Foreign Language 4,0 Test, Exam
311 3 Ukrainian as a foreign language 12,0 Test, Exam
3114 Physics 6,0 Exam
Fundamentals of humanitarian and
3115 philosophical knowledge in professional 4,0 Exam
activity
311 6 Higher mathematics 12,0 Test, Exam
317 Language of professional training 9,0 Test, Exam
311 Physical training 2,0 Test
1.2 Special (professional) training
CI7 1 Introq’uction to the specialty. Introductory 3.0 Test
practice
Cll2 Basics of programming 4,0 Exam
CIl 3 Information and coding theory 3,0 Exam
CIll 4 Legal regulation of cybersecurity 4,0 Test
CIll 5 Algorithms and data structures 5,0 Exam
CIT 6 Physical bases of technical intelligence 50 Exam
means
CIli7 Information security of the state 3,0 Test
CIll 8 Fundamentals of social engineering 4,0 Test
CIl 9 Mathematical foundations of cryptology 4,0 Exam
CII 10 Programming technologies 4,0 Exam
Cll11 Computer networks 5,0 Exam
CIl 12 Operating system architecture and security 6,0 Test
CIll 13 Programming tools 6,0 Exam
Cll 14 Basics of cryptographic protection 6,0 Test
CI7 15 F Lfndamentals of building and protecting 40 Exam
microprocessor systems
CI 16 F undam'entals of mathematical modelling 40 Exam
of security systems
117 Basics of steganographic information 50 Test
protection
CI118 Security in information and communication 40 Test
Systems
CIl 19 Web application development 6,0 Exam
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CII 20 Integrated information security systems 4,0 Exam
CIll21 Security of Internet things 3,0 Test
CIl 22 Web security 4,0 Test
CII 23 Comprehensive training 4,0 Test
CII 24 Antivirus protection of information 4,0 Test
CII 25 Machine learning basics for cybersecurity 3,0 Exam
2. Practical training
1l 1 Industrial practice 6,0 Test
Yy Technological practice 6,0 Test
3. Unified state qualification exam
Al Preparation for the Unified State /5
Examination ’
A2 Unified state qualification exam 15
General amount mandatory components 175

4. Selective educational components

4.1 Profile training
4.1.1 Profiled package of educational components 01 "Artificial Intelligence in
Security Systems"’
BIll.1 Ethical hacking 3,0 Exam
BIl1.2 Date of mining 3,0 Exam
BIT13 Math?matical foundations of artificial 3.0 Exam
intelligence
BIT] 4 Pythoy for artiﬁcial intelligence and 40 Exam
machine learning
BIll.5 Genetic algorithms 3,0 Exam
BIll.6 Python for internet things 3,0 Exam
BIll.7 Systems engineering 3,0 Exam

4.1.2 Profiled package of educational components 02 "Blockchain technology and

security of banking systems"

BIll.1 Decentralised systems 3,0 Exam

BIll.2 Risk management 3,0 Exam

BIT1.3 Blockchain: basics and application 30 Exam
examples

BIll.4 Security of banking systems 4,0 Exam

BIll.5 Protecting critical infrastructure facilities 3,0 Exam

BITL.6 Orga.msmg document management with 3.0 Exam
restricted access

BIll.7 Security in social networks 3,0 Exam

4.1.3 Profiled package of educational components 6 03 "Innovation Campus"’

BII3.1 Basics of cybersecurity 3,0 Exam

BIT3.2 Development of corporate information 3.0 Exam
systems (part 1)

BIT3.3 Development of corporate information 30 Exam
systems (part 2)

BIT3.4 Databases for corporate information 40 Exam
Systems

BII3.5 Architecture of corporate information 3,0 Exam
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systems

Security and audit of wireless and mobile

BII3.6
networks

3,0 Exam

BI13.7 Protecting critical infrastructure facilities 3,0 Exam

4.2 Educational components of the free choice of professional training in the all-
institutional catalogue

OKBIIl | OKBBIIII 1 4,0 Test
OKBII2 | OKBBIII2 4,0 Test
OKBII3 | OKBBIIII 3 4,0 Test
OKBII14 | OK BB Il 4 4,0 Test
OKBII5 | OKBBIIII 5 4,0 Test
OKBII6 | OK BB IIII 6 4,0 Test
OKBII7 | OKBBIIIl7 4,0 Test
4.3 Educational components of the free choice of the university catalogue
OKB31 |OKBB3II1 4,0 Test
OKB32 | OKBB3Il2 4,0 Test
OKB33 | OKBB3Il3 4,0 Test
4.4 Educational components of the special university choice
OKCBY 1 | OKCBY 30 | Test
Total amount for elective components: 65
GENERAL SCOPE OF THE EDUCATIONAL 240
AND PROFESSIONAL PROGRAM:
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3. DISTRIBUTION CONTENT EDUCATIONAL AND PROFESSIONAL
PROGRAMS BY IN GROUPS COMPONENTS AND CYCLES

PREPARATION

The amount of the applicant's educational loadhigher
education (ECTS credits / %)

No Mandatory Selective
Cycle preparation
n/p ycle prep compopents compopents All in allterm
educational educational .
) ) teaching
professional professional
programs programs
1 | General training 53/22,1 - 53/22,1
o | Special (professional) 122/ 50,8 - 122/ 50,8
training
3 Components free of i 65/27.1 65/27.1
choice
Total for the entire term 175/ 72,9 65/27.1 240/ 100

teaching
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4. FORM CERTIFICATES EARNERS HIGHER EDUCATION

Forms of attestation of
applicants of higher
education

Attestation is carried out in the form of a state
qualification exam.

Requirements for the
unified state
qualification exam

The only state qualification exam provides for evaluating
the achievements of the learning outcomes, defined by
the higher education standard of the specialty
"Cybersecurity and information protection" and the
educational program.
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5. STRUCTURAL AND LOGICAL SCHEME

Course 1 Course 2 Course 3 Course 4
Semester 1 Semester 2 Semester 3 Semester 4 Semester 5 Semester 6 Semester 7 Semester 8
Fundamentals of . Fundamentals of
History and humanitarian and Operating system building and Integrated Comprehensive
culture of Ukraine philosophical architectureand protecting information —> t’:ainin
knowledge in secunty microprocessor security systems &
professional activity systems

!

Language of professional training

—

!

Ukrainian as a foreign language

Physics

Security in
information and

—

!

1

Foreign Language

Security of
Internet things

v

Web security

Basics of . communication Web applications
cryptographic S — development
protection Y
Higher mathematics | [ A
I [ »  Fundamentals of
mathematical
Physical training modelling of
security systems
Introduction to OKCBY
the specialty. Legal regulation of X
Introductory —p cybersecurity Basics of
practice steganographic
information
| v protection
<«—+——  Computer >
Algorithms and - q | |
networks
> data structures Programming tools
|
| | | |
Basics of - Programming Profiled package Profiled package Profiled package
programming l al technologies (2) ¢ ) (1) > (1)
iz el e Information securit | PN
and coding €—» of the state Y OKBBMNM (1-3) <+ OKBBMNM (1-3) <“—> OKBBINMN (1-3) 4> OKBBINN (2-6)
theory
| |
* | + I Mathematical
¢ ¢ i Ly foundations of OKBE3K(1) <>  OKBE3K()
cryptology
Physical bases of |
technical intelligence
means Fundamentals of ® >
social engineering Industrial
practice
P . ‘ A -
\ 4 »

<“—>

>

<>

Profiled package
(1)

OKBBIM (2-6)

OKBB3K (1)

Antivirus
——»  protection of
information
Machine learning
basics for
cybersecurity
Profiled package
NEEe |
__t Technological
practice
L
o USQE




6. THE MATRIX OF COMPLIANCE OF THE COMPETENCES / LEARNING OUTCOMES DEFINED BY THE
STANDARD WITH THE NQF DESCRIPTORS

Classification of |Knowledge Skill Communication Responsibility and autonomy
competences 3ul. Conceptual scientific and |[¥m1. Deep cognitive and |K1. Reporting to experts and AB1. Management of complex technical or
according to NRC |practical knowledge. practical skills, skills and  |non -specialists of information, [professional activities or projects.
3Hu2. Critical understanding of |innovation at the level ideas, problems, solutions to AB2. The ability to be responsible for making
theories, principles, methods |necessary to solve complex |their own experience and and making decisions in unpredictable
and concepts in the field of specialized tasks and argumentation. working and/or educational contexts.
professional activity and/or practical problems in the = |K2. Collection, interpretation  |AB3. Formation of judgments that take into
learning. field of professional activity|and use of data. account social, scientific and ethical aspects.
or learning. K3. Communication on AB4. Organization and management of
professional issues, including  [professional development of persons and
foreign language. groups.
ABS. The ability to continue learning with a
significant degree of autonomy.
GENERAL COMPETENCES
3K1 302 Yuml
3K2 3u2 Yuml K1
3K3 K1, K3
3K4 K1, K3
3K5 3ul, 302 Yuml K2 AB3
3K6 3ul K1 AB2, AB3, AB4
3K7 K1 AB2
3K8 312 K2 AB3
SPECIAL (PROFESSIONAL) COMPETENCES
CK1 3u2 Yuml K2
CK2 3ul, 302 Yml K2
CK3 Yml ABI
CK4 Yuml ABI
CK5 Yml K2 ABI, AB2
CKo6 Yml K1 ABI
CK7 Yuml K1 ABI
CK8 3u2 Yuml
CK9 3u2 Yml
CK10 Yuml K2 AB2
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7. MATRIX OF MATCHING DEFINED OF STANDARD LEARNING OUTCOMES, COMPETENCIES AND
EDUCATIONAL COMPONENTS

" Competences
.%” g = 2 General competences Special (professional) competences
ESlEms
§§§ E‘ GCl | GC2 | GC3 | GC4 | GC5 |GC6 | GCT| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
- S
(]
LO1 | CI 3116
CII1
CII2
CII5
CII6
CII7
CII8
CII10
CIIl1
CII13
CII14
CII17
CII18
CII20
CII24
[II15
1116
LO2 | CI 3112
3113
CII7
CII8
CIIl1
CII12
CII14
CI24
LO3 CIl 3111 | CIl4
CII1 | CII7
CIl4
CII7
LO4 | CII | 3[4 | 3114
311 3115
CII2 | 3II6

21




Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GC5 | GCo

GC7

GC8

CK1 | CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII3
CI14
CII5
CI17
CII8
CII9
CII10
CIIl1
CII12
CII14
CII15
CIl16
CII19
CII21
CII22
CII23
CII24
CII25
1115
1116

CIIl
CII2
CI14
CII5
CII6
CI17
CII10
CII13
CIl14
CII15
CIl16
CII17
CII18
CII19
CII20
CII21
CII22
CII123
CII25
1115
1116

LOS

ClI

3114
311
CII2
CII3
CI14
CII5
CI17
CII8
CII9
CII10
CIIl1
CII12
CIl14
CII15

3114
3115
3116
CII1
CII2
CII4
CII5
CII6
CI17
CII10
CII13
CII14
CII15
CII16
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Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GC5 | GCo

GC7

GC8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CIl16
CII19
CII21
CII22
CII123
CII24
CII25
TII15

1116

CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TII15

1116

LO6

ClI

3114
3115
3116
CIIl
CII2
CII4
CII5
CII6
CI17
CII10
CII13
CII14
CII15
CII16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TII15
1116

3111
3114
3115
311
CII1
CII3

CII17
CII20
CII23
CII25

LO7

ClI

3114

3111
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Competences

.E‘J é = 2 General competences Special (professional) competences
ESgs
E E g g" GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
= S
[}
311 3114
CII2 3115
CII3 311
CII4 CIIl
CII5 CII3
CII7 CII17
CII8 CII20
CII9 CII23
CII10 CII25
CII11
CII12
CII14
CII15
CII16
CII19
CII21
CII22
CII23
CII24
CII25
III15
I1I16
LO8 CII 3114
3116
CII1
CII2
CII3
CIIl4
CII5
CII6
CII7
CII9
CII10
CII11
CII12
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Competences

.E‘J é = 2 General competences Special (professional) competences
ESgs
E E g g" GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— S
CII14
CII15
CII16
CII23
CII25
LO9 CII 3111 CIIl
CIIl CIIl4
CII4 CII7
CII7 CII8
CII10
CII11
CII14
CII20
CII23
CII24
LO10 | CII CII2
CII3
CII5
CII8
CII9
CII10
CII11
CII12
CII13
CII14
CII16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII24
CII25
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Competences

%ﬁ é = % General competences Special (professional) competences
= S|he
§§§ g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
S
[}
III15
LOIl | CII CII11
CII14
CII20
CII21
CII24
LOI12 | CII CII9
CII11
CII12
CII14
CII19
CII20
CII21
CII22
CII23
CII24
CII25
LO13 | CII CII9
CII11
CII12
CII14
CII19
CII20
CII21
CII22
CII23
CII24
CII25
LOl14 | CII CII8
CII11
CII14
CII15
CII21
CII24
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Competences

%ﬁ é = % General competences Special (professional) competences
= S|he
§§§ g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— S
CII25
LO15 | CII CII8
CII11
CII14
CII15
CII21
CII24
CII25
LO16 | CII CII11
CII12
CII14
CII20
CII23
CII25
I1I16
LO17 | CII CI17
CII16
CII23
CII25
III15
I1I16
LO18 | CII CII3
CII9
CII11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
I1I16
LO19 | CII CII3
CII9
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Competences

.%n é = 2 General competences Special (professional) competences
g 3= 3
= Q@
E E E g‘ GCl | GC2 | GC3 | GC4 | GC5 |GC6 |GCT| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— 3
CIIl11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
1116
LO20 | CII CII6
CII12
CII14
CII15
CII19
CII20
CII22
CII23
I1116
LO21 | CII CII18
CII11
CII14
CII16
CII18
CII23
CII24
CII25
1115

28




7. THE RESULTS OF DISCUSSING THE EDUCATIONAL PROGRAM

Stakeholders

Remarks / Recommendation

Taken into account
/ partially taken
into account / not
taken into account

Note

Olga SHAPOVAL, Executive Director of
Kharkiv Cluster of Information Technology

Pay more attention to mastering
security principles in databases.
Emphasis on the study of cloud
technologies and Devops.

Taken into account.

Due to the selective
educational components:
Security in Devops,
databases with SQL and
Python

Guarantor of the EPP, Sergii YEVSEIEV,
doctor of technical sciences, professor, head of
the cybersecurity department.

Members of the EPP Working Group

and
comply  with

Educational professional
the
requirements of the Higher Education
Standard in the specialty 125
Cybersecurity and  information
protection of the first (bachelor) level
of higher education, approved and

put into force by the order of the

program to

Ministry of Education and Science of
Ukraine dated 24.10.2024. No. 1547.

Taken into account.

Changes have been
made.

Olena VOLOSHCHUK, Candidate of Technical
Sciences, Head of Educational Programs of
Distributed Lab LLC.

Positive response. Without remarks.

Kateryna MOLODETSKA, Doctor of Technical
Sciences, Professor, Professor of Management
of Organizations of Kyiv-Mohyla Business
School National University "Kyiv-Mohyla

Positive response. Without remarks.
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Academy"

Vladyslav KOVTUN, Candidate of Technical
Sciences, Associate Professor, "Syfer" LLC
general director.

Positive response. Without remarks.

Serhii GOLOVASHYCH, Candidate of
Technical Sciences, Associate Professor, LLC
"Microcrypt Technologies" general director.

Positive response. Without remarks.

Head of the Department of Cybersecurity

OO

Guarantor of the educational program

O
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8. PLAN TO TAKE INTO ACCOUNT THE COMMENTS/RECOMMENDATIONS ON THE RESULTS OF THE
ACCREDITATION EXAMINATION OF THE EDUCATIONAL PROGRAM

Recommendations provided during the
latest accreditation

The period (short -
term/long -term/not
appropriate to
consider)

Measures aimed at taking into
account the recommendations /
Justification as to Impracts of
the recommendation

Terms of implementation of
measures / responsible
persons

General recommendations of the Expert Group and Sectoral Expert Council (in the department, industry, institute, university)

View in the next version of the APP list of

_ _ . Long -term Update in the EPP of the list of | The period of time to the next
apEroved p'rof.ess1onaldstandar(.lshmhthic\lfléld Olf approved professional standards | accreditation of OP.
cybersecurity in accordance with the Nationa in the field of cvb o

o . _ ybersecurity in .
Classifier of Professions of Ukraine DK 003: accordance with the National Responsible: guarantor OP.
2010. Classifier of Professions of
Ukraine DK 003: 2010.
Protocol No. 12 of 14.03.2025.
To strengthen students' awareness of internal Long -term To strengthen students The period of time to the next
procedures for organizing the educational awareness of internal procedures | accreditation of OP.
process. . .
| | for organizing the educational Responsible: guarantor OP.
It is recommended to review and update process.
literature in the syllabus of educational It is recommended to review and
components. update literature in the syllabus
of educational components.
Protocol No. 12 of 14.03.2025.
Using a cyberpoligon to familiarize students Long -term Using a cyberpoligon to The period of time to the next

with his capabilities

familiarize students with his
capabilities
Protocol No. 12 of 14.03.2025.

accreditation of OP.
Responsible: Head of the
Department of KB, teachers of
the department.
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Provide constant updating of information on
all aspects of EPP proceedings on the
department's website.

Long -term

Updating information on all
aspects of EPP proceedings on
the department's website.

Protocol No. 12 of 14.03.2025.

The period of time to the next
accreditation of OP.
Responsible: guarantor OP.

Director of the Educational and Scientific Institute
of Computer Science and Information Technology

Guarantor of the educational program
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Serhii YEVSEIEV

Mykhailo HODLEVSKY]I
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