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PEHEH3ISA-BIIT'YK
Ha OCBiTHIO mporpamy “Kibepbe3neka”
nepuioro (6akanaBpChKOro) piBHS BHUILOI OCBITH,
coeniansHOcTi F5 “KibGep6e3neka Ta 3axuct indopmanii”
kadenpu kibepbesnexku HalioHaNbHOTO TEXHIYHOTO YHIBEPCUTETY

“XapkiBChKUH MONITEXHIYHUH iIHCTUTYT”

VY cy4acHOMY CBiTi BaXJIUBY pOJIb BiJirparoTh iHGOpMaLiiiHi TEXHOIOTIT, BKIIIOYHO i3
HUMU 3acobu 3abe3nedeHHs KiGepOe3meku MiANPHEMCTB Oyb-iKoi (OpPMU BIACHOCTI
3aliMaroOTh NMPOBiJHI MO3KIIiT HA HAWBUIIOMY PiBHI i3 BUKOHAHHSM ITiJIPUEMCTBOM CBOIX
6e3nocepenHix 6i3Hec-3aBAanb. CydacHuit cBiT, hakTUIHO — 11e TexHouorii Inayctpii 4.0
ta InTepuery peueit (Internet of Things), ne daxkTudHi pecypcH HiIIPHEMCTBA MAlOTh
CBOIO BIpTyalbHy KOmil0 y IM(poBiii ¢opmi Ta nepexpeiyroTbes 3 TpajuLliHHUMU
OiAXoJaMu IO JOKYMEHT000iry Ta iHpOpMaliiHUMH CHCTEMaMH CYNPOBOIKEHHS
Oi3Hecy. Lle Ge3yMOBHO crpusie IMIOpiYHOMY 301IBIIEHHIO TIONMMTY y HAIii KpaiHi Ha
criemiaiicTiB 3 KibepbOesneku, ki OyAyTh CIIPOMOXKHI €(DEeKTUBHO BHPIIIYBATH CKJIaJHI
3aBHaHHSA LIOA0 MOOYAOBH 3aXUCTy MIANPHEMCTBA Ta OYIyTh CIIPOMOXKHI 3a0e3medyBaTu
MPOTHU/III0 HECAHKIIIOHOBAaHOMY BTPYYaHHIO 0 iX iH(opManiiiHoi iHdpacTpyKTypH.

OcsiTH# nporpama “Kibep6e3neka” mepinoro (6akanaBpchKOro) piBHS BHIIOI OCBITH,
1110 3arporioHoBaHa Kadeaporo Kibepbesneku HamioHaTbHOrO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCBbKUM TNOMITEXHIYHMN I1HCTUTYT’ Ma€ BCi MOTPiIOHI KOMIIOHEHTH MO0
3a0e3Me4eHHs] HaBYaJIBHOIO IIpolecy mnpodeciiiHoi miaroroBku ¢axiBLiB, fAKi Yy
KOMITaHISX 3MOXYTh 3aiiMaTH TMO3MIIil: MEHekepa cHucTeM 3 iH(opMaliiHoi Oe3nekw,
¢axiBug 3axucty iHdopmanii, TexHika 3axucty iH(opmanii, agMiHicTpaTopy 0a3u IaHUX,
aZIMiHICTPaTOpy JOCTYIy, iHKeHepa-IporpaMicta ToIIo.

Crnij BU3HA4MTH, IO y Cy4aCHUX EKOHOMIUYHUX yMoBax KibepOesmneka — 1ie He TiIbKH
3HAYHUM TPEHJ Yy PO3BHTKY BEeJMKMX KOMIIaHI# Ta HiANPHEMCTB. 3apa3 Maluid Ta
cepeHiii Oi3Hec BiAKpHBae HOBI A cebe Hillli eIeKTPOHHOI koMepiii. BiamosigHo crae
NUTaHHS MO0 pillleHHS 3aBJaHb 3a0e3mevyeHHs Oe3MeKH eJIeKTPOHHUX MepeX He TUTBKH
KOPIIOPAaTUBHOI'O piBHS, ajieé CIiJl BHUPIUIyBaTH TMOBCAKACHHI MUTaHHS Kibep3axucry
MaJIOTO Ta CepefHbOro mpuBaTHOro Gi3Hecy. ToMmy, CliJi BBaaTH Iy>Ke CBOEYACHUMHU
3aBIaHHA, IO pO3MNISAAIOTECS y OCBITHIM mnporpami “KibepOesmeka”, 3a sKOIO

HaBYalOThCA CTyJAeHTH HallloHanbHOro TEXHIYHOro YHiBepcuTeTy “XapKiBCbKUU



nojiTexHiyHuii iHCTUTYT” 3a cneniansHicTio F5 “Kibepbe3neka Ta 3axuct iHdopmanii”.
BuIyCKHHMK 3a IIi€f0 TIPOrpaMord Ma€ JOCBiI Ta PO3yMiHHS 3aBJaHb, SK y MacmTadi
notpe6 Oe3rmexky BeIMKMX OpraHizaiiii Ta KOMIIaHid, a Tako)X KOMIIaHii, IO MaroTh
NOpiBHSHO HEBeNWKiI MacmiTabu Gi3Hecy, Ta, HalpuKiIal, KOMNaHi#, piBHA BeO-CTyil,
10 HAaJaITh MMOCIYTH 3 po3pobieHHs BeO-caiTiB. 3amponoHOBaHa IporpamMa BpaxoBye
He TiIbKM MOTpeOM KOMIaHi-poOOTOAABIiB, INO CHPSAMOBAaHI TUIBKA Ha pilICHHS
3aMOBJIEHb [l 3aKOPAOHHUX KOMIIaHii, Tak 3BaHi ayTCOPCHHIOBI KOMIIaHii Ta iHIi, ane
¥ 17151 KOMIIaHi#, 10 TTPaLO0Th BUK/IIOYHO Ha BHYTPIIIHBOMY PUHKY YKpaiHH.

Oco6MBO1 yBaru 3aciyroBye 670K OCBiTHIX KOMIOHEHTIB «llITyunuii iHTeNneKT B
CHCTEMaxX 3axHCTy», SKAM € HEBiI'€MHOI0 YaCTHHOIO CydYacHOI OCBITHBOI HpOrpaMu.
CTyneHTH OIIQHOBYIOTh METOMU 3aCTOCYBaHHS TEXHOJOTIH IITYYHOrO IHTENEKTY IS
BUSBIICHHS, aHaNi3y Ta He#Tpamizauii kibepsarpo3. Y paMKax LUX JUCHUILIIH
PO3IJISAIOTECH IHTENEKTYalbHi CHUCTEMH MOHITOPHHTY, MalllMHHE HaBYaHHSA, aHali3
BEIMKUX JAaHUX JUIS BHSBJIEHHS AaHOMANidl y KibepmpocTopi, a TaKkoX HIHUTaHHS
aBTOMAaTH3allil mponeciB Kibep3zaxucty. Takuii migxiny Ho3Bossie MaiOyTHIM (axiBLsIM
dopMyBaTH CTiMKi MpaKTHYHI HABHUYKM BHKOPHMCTAaHHS IHHOBAL[IMHMX MiIXOMIB [0
3a0e3meveHHs KibepOe3neku Ha OCHOBI 1HTEIEKTYalbHOTO aHaii3y iH(popMariii.

Cnig  migBectw, mo ocBiTHS nporpama “KibepOesmeka”  mepuioro
(bakamaBpCHKOTO) piBHS BHIOI OCBITH, IO 3ampornoHOBaHa Kadenporo KibepOesmeku
HaiioHanbHOro TeXHIYHOTO YHiBepcuTeTy “XapKiBChKUM MONITEXHIYHWN IHCTHTYT' €
Cy4acHO0, e(heKTHBHOIO Ta 3aTpe0yBaHOI Ha CYy4acCHOMY PUHKY Mpalli y Hauoi KpaiHi
o0 miaArotoBku ¢axiBuiB 3 kibepbesmeku. Lls nporpama BiAmOBIIa€e CTaHAAPTY
MiHicTepcTBO OCBiTH 1 Haykud YKpaiHM Ta Y3TOMKYEThCA 3 3alUTaMM KOMIaHii
poboTozaBLiB IOJO HAasBHOCTI KBamipikoBanux kaapiB y IT-ramy3i Ta Hanpsmy

cneniansHOcTi F5 “Kibepbesneka Ta 3axuct inpopmartii.

LRI A

3aBigyBau kadenpu 3axucty iHdpopmanii Wi
2 ik AN
[HCTUTYTY KOMII'IOTEPHUX TEXHOJIOTIH, : ' *L“a

aBTOMAaTHKU Ta MeTpoJorii HarionansHoro

yHiBepcuTeTy «JIEBIBCEKA MOITEXHIKAY, % o —
JI.T.H., ipodecop Z Isan OITIPCHKUIA
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PELIEH3IA-BIATYK

HA OCBITHIO MPOrPAMY “KIBEPBE3IMEKA”
nepworo (6akanaBpcbKoro) piBHs BULOI OCBITH
cneujianbHocTi F5 "Kibepbeaneka Ta 3axucT iHpopmMaLii”
kadenpu kibepbeaneku HauioHanbHOro TexHIYHOro yHiBEpCUTETY
"XapKiBCbKMUM NONITEXHIYHUM IHCTUTYT"

CTPIMKMIN PO3BUTOK IHDOPMALLINHKMX TEXHOMOTIi Ta €KCMOHEHLLIHe 3pOoCTaHHs rnobansbHoi
Mepexi IHTepHeT npu3senu Ao GopMyBaHHS HOBOFO IHPOpMaLLiHOro cepeaoBuMLLA, LLIO OXONMIOE
BCi aCNeKTU NIoACHKOI AISNbHOCTI. CyyacHi TexHonorii CrpUaoTL €QEKTUBHOMY PO3NOBCIOAXEHHIO
AaHUX, ONTUMI3YIOTb BMPOBHWYI NPOLLECH Ta po3LUn PIOOTL MOXMBOCTI ANS BeAeHHS Bi3Hecy.

CyuacHi nignpuemcTaa QYHKUIOHYIOTL ¥ dopMaTi po3nogineHux CTPYKTYp — Lie Mepexi
dinin, ninpo3ainis i koMaHa, sKi B3aeMOMilOTb MiX co6oio. B LLbOMY KOHTEKCTi KNOYoBY Ponb
BiAirpaloTb KOpropaTuBHi iHOOpMaLLifHi cucTemMu, sk TPaHCPOPMYIOTb TpaauLLIMHUA Bi3Hec y
LMGPOBY NNOWMHY — ENEKTPOHHUI Bi3HEC.

EnexkTpoHHuit 6isHec 6asyeTbcs Ha BMKOPUCTaHHI IHTepHeTy Ta cyyacHux IT-TexHonorin, wo6
NIABULWMTU NPOAYKTUBHICTb Y BCIX cdepax: Nnpofaxax, MapkeTUHry, GiHaHcax, Kaapax, KNiEHTCbKIN
NIATPUMLI Ta NApTHEPCKMX B3aEMOISX.

OOHUM i3 KPUTUYHO BaXUBUX aKTopiB  PyHKLIOHYBaHHS E€NEeKTPOHHOrO BisHecy €

iHpopMaLLitHa 6e3neka. BoHa nepenbayae 3axucT IHpopMaLLii Ta BiANoBiaHOI iIHOpacTpyKTypy Bia
3arpo3, WO MOXyTb 3aBAaTW WKOAM KOPUCTyBayaM UM BMACHUKAM [aHMX. MopyLweHHs
iIHpOpMaLLIHOI 6e3nekn Moxe MaTw Cepvo3Hi GiHaHCOBI HAcNiAKK, ax A0 NOBHOrO NPUMUHEHHS
AiANbHOCTI KOMNaHii.
HesBaxatoun Ha nporpec y ranysi IT, piBeHb 3arpo3 He 3MeHLWYETbCA. Ypas3nuBiCTb CUCTEM
36epiraeTbes, Wo NiABMLLYE akTyanbHICTb MUTaHb Kibep3axucty. ToMy iHbopMaLiitHa 6e3neka €
O6'eKTOM MOCTINHOI yBaru sk daxisuis, TaK i WWMPOKOro Kona KopucTyBayiB, 30Kpema bisHec-
CTPYKTYP.

OcTaHHIM 4acoM wTyuHuit iHTenexkT (L) CTaB HEBIA'EMHOK CKNANOBO CHUCTEM
IHpopMaLLiHOI 6e3nekun. 3aBasKM 30aTHOCT aHaniayBaTu BenuKi 06carv AaHvx y peanbHoMy Yaci,
Wl no3sonse edekTUBHO BMABNATKM 3arpoau, nporHodyesaTtn kibepaTtaku, aBTOMaTU3yBaTU



PearyBaHHs Ha iHUWMAEHTW Ta afganTyBaTW 3axucCHi MexaHiamu. Moro 3aCTOCYBaHHA 3HAYHO
NiABULLYE HARINHICTb CyYacHUX cUCTeM 3axuCTy.

Y 3883y 3 uMm kadenpa Kibepbeanekn HTY "XMI" pospobuna ocBiTHIO nporpamy
‘Kibepbeaneka”, OPIEHTOBaHY Ha NiAroToBKy paxiBLLIB WMPOKOro Npoginto y coepi iHbopmaLLinHoi
6esnekn. Mporpama oxonne sk TPaAWUIMHI TexHonorii, Tak i HOBITHI nigxoau, 30KpemMa
BUKOpucTaHHs LIy cuctemax saxucry, KpunTorpagiyHi MeToan, cTtaHaapTu kibepbesneky,
3abe3neyeHHs 6e3nekm KpUTUYHOI IHGpacTpyKTypu TOLLO.

HaBuyaHHS opraHizoBaHO 3 BUKOPUCTaHHAM  IHTerpoBaHux cepenosuLy pO3pobku,
CyyacHoro [13 Ta anapaTHO-nporpamHoro komnnekcy kibepnoniroHy. CTyaeHTU oTpUMyIoTb
NiueH30BaHW focTyn Ao cepsicie Microsoft 365, wwo Cpurse POPMYBaHHIO NPaKTUYHUX HABUYOK Y
peanbHOMy cepenoBuLLi.

BunyckHukn ocBiTHLo-npodeciiHoi nporpamn «Kibepbesneka» MalTb 3HAHHS, HEOBXIAHI
Ans aHanidy, NPOEKTYBaHHS, PO3ropTaHHS i Cynposoay IT-cucTem y kopnopaTUBHOMY CepeaoByLLi
BIANOBIAHO A0 BUMOT HaLLiOHANbHMX Ta MiXHapoAHUX CTaHaapTiB y chepi kibepbesneky. M porpama
GopMye BUCOKOKBanidiKoBaHWX CnewianicTis, 3aTpebyBaHWUX Ha PUHKY NpaLli, 30aTHUX edeKTUBHO
BNIPOBa/XXyBaTW Cy4acCHi TeXHONOrii 3axucTy, 3okpema IHCTPYMEHTU Ha OCHOBI LWTYYHOrO
IHTenekTy.

[NvpexTop TOB “Caidep IT”,
KaHOMOaT TEXHIYHUX HayK

2025 pik Bnaaucnas KOBTYH
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PELEH3IS-BIATI'YK
Ha ocBiTHIO nporpamy “KiGepOesnexa™
nepuroro (6akaxaBpchbKoro) piBHs BHIIOT OCBITH,
crierianprocTi FS “Kibepbesnexa Ta 3axuct iHdopmarii”
kapeapu kiGepGesnexn HaiioHaTbHOrO TEXHIYHOTO YHIBEPCHTETY
“XapKiBChKHIi MOTITEXHIYHUI IHCTHTYT

Ocaiths nporpama «KiGepGesmekay, 3anpornoHoBana Kapeapoio KibepOe3nekn
HanioHaIbHOTo TEXHIYHOrO YHiBEpCHTETY «XapKiBChKHMI NOJITEXHIYHUA IHCTHTY T,
€ HAA3BMYAlHO aKTyaJbHOK B YMOBax CTPIMKOTO PO3BHTKY iH(popMaLiHuX
TEXHOIOTiH Ta iX INPOHMKHEHHs B yci cdepu cydacHoro kuTra. B VYkpaiHi
BizuyBacThes 3HAUHMi medinnt BrucokokBamidikosanux IT-daxiBuis i3 JOCBIZIOM Y
chepi kibepOesnexu.

Meroto uiei mporpamu € (GOpMyBaHHs Y CTYJAGHTIB 3JaTHOCTI BHPIIIyBaTH
CKJIaHI creliaiizoBani 3aBIaHHs Ta NPaKTHYHI mpoGieMu B rajysi inpopmauiiHo
B3aeMojii Ta/abo KiOGepOesmeku, SKi XapaKTEPU3YIOThCS KOMILIEKCHICTIO Ta
HEIOBHOIO BM3HAueHicTI0 ymoB. CywacHi cuenapii peanisamii KiGep3arpos 4acrto
BUPI3HAIOTHCA HEBU3HAYEHICTIO MOMIMBUX 3ac00iB, METOJIB Ta BPA3IMBOCTEH, IO
MO’KYTh OyTH 3aCTOCOBaHi MOPYIIHUKOM, CHHEPIETUYHUM XapaKTEepPOM MOXO/PKCHHS
Ta HeCHoiBAaHUMM YMOBAMH BTpydaHHs. BoJHodyac iCHYIOTH cleHapii, sKi MOKHA
nepeaGaunTi, Ta Mo0yAyBaTH HaliHui KOHTYp OesleKkd, Hanpukial, Ha piBHI
00UHMCIIIOBAIBHOT MepeKi HEBEIMKOT KOMIAHIl 4H PO3MOALIEHOT KOPMOPaTHBHOT
Mepexi.

O6’eKTOM BHBYCHHS 3a IPOrpaMoio € 00’ektn iHdopmaTu3alii, BKIIOYAI0UH
KOMIT'FOTepHi, aBTOMATH30BaHi, TeneKoMyHiKauiiini, iHdopmartiiini, iHpopmariino-
aHamiTHYHI Ta iHbopMaliiiHO-TeNeKOMyHiKaliiHI cucremu, indopmartiitui pecypceu
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Ta TeXHO/IOTIT; TeXHOMOTiT 3a0e3nedenns Oe3neky iHhOpPMANil; MPOLECH YIIPaBIiHHS
indopmariiinoro B3aemozicio Ta/abo KiGepOesnekolo 06’ €KTiB, 110 NUISAraoTh
saxucry. Lle cBiauuTh 1mpo Te, mwo MaiibyTHi daxisui 3 kiGepOesneku OyayTh 3/1aTH1
BIIPOBA/UKYBATH Ta BUKOPHCTOBYBATH ~ CyYacHi — TEXHOJOTiI iHGopmariifaol
KoMyHiKamii Ta/a6o KiGepGesreku B MPaKTHYHUX 3a]a4ax BUPOOHUITBA a00 HA/IAHHA
MTOCIYT.

Jlst 3a0esrieueHHss HEOOXIAHMX KOMIETEHIIH BHILyCKHUKIB Ta JOCATHEHHS
Bi/[MOBIAHMX pe3yJibTaTiB Hauanus, Kadeapa kibepOesnexku HTY «XIII» Brkmounia
BHBUEHHS iHO3eMHOI MOBH (3a npodeciiiHuM CrpsMyBaHHAM) SK 000B’S3KOBHH
ocBitHill kommonent. Ile Bianosigae cyyacaum npodeciiinum Bumoram B IT-raiysi,
10/10 IOKPAIEHHS! KOMYHiKalifiHux HaBn4oK (axiBiiB Ta iX B3aeMOZIi 3i CBITOBOIO
CIJILHOTOIO 32 OOpaHUM HAIIPSIMOM.

Ha mepmiomy Kypci cTyiaeHTn BHBYaroTH Oasosi jucuuruiinm: «Berynm 1o
daxy» (ma 6asi BcecBiTHBO Biomoro Kypey CS50), «Buia matemaTnkay, «OcHOBH
nporpamyBanHsi» (Ha 6azi mosu Python), «Beenenus B KibepGesreky» (Ha OCHOBI
kypcy CISCO), «ludopmauiiina Gesneka aepxkasu», «Po3podbka Ta aHasi3
anroput™iBy (npogoskenust BuBdyenHs Python), «®isuuni OCHOBH TEXHIYHHUX
3aco0iB po3BiaKMy Ta iHimi. 1[I AMCIMILIIHY NOEIHYIOTh 3arajibHi 3HAHHS, HeoOX1/THi
koskeOMy IT-(axiBIno, i3 crienianizoBaHuMK 3HAHHAMU B rajty3i KibepOesnekH.

Ha zapyromy Kypci CTyJEHTH BUBYAIOTh: «TexHojorii nporpamyBaHH:»,
«OcHoBu moGynoBu Ta 3axucty cydacHux OC», QaxoBuit Kypc 3 MEpEKEBHX
texnouoriii — CISCO CCNA «Introduction to Networks», «Marematuudi OCHOBU
kpurnrosnorii», « Teopernyni ocHoBH Kpunrorpadii», «MeHeIKMEHT iHpopMmarliifHol
Gesnekuy Ta iHmi. Takuil mepenik KypciB CBiIUMTE Mpo OLIBLI LiILOBE CIPSIMYBaHHS
HA BUBYEHHS 0COOIMBOCTEil Kibep3axucTy, sIK 3 TEOPeTHYHOI, TaK i 3 NPakTHYHOI
TOYKH 30pY.

Ha TperboMy Kypci CTYJEHTH OINAHOBYIOTH  HACTYIIHI JUCIIATLIIHU
npocdeciiinoro crpsimyBanns: «lHopmaniiini cucTemMu Ta [HTepHET-TeXHOIOrI» (Ha
6a3zi wmoB mnporpamysanns Java Ta Python), «OcHoBH MaTeMaTHYHOIO
MoemoBaH sy, «OcHOBH KpunTorpadiuHoro saxucry», paxouit Kype 3 Oesnexu
kopriopatusuux mepexk — CISCO CCNA Security, «Opranisaiis Ta iHopmariiine
3a0e3MeYeHH s YIIPABIIHCHKOT  JisIbHOCTI», «KOMIUIEKCHI  CHCTeMH — 3aXMCTY
indopmanii» Ta 1.

Ha uerBepTOMY Kypci CTY€HTH 3aBEpIIyIOTh GakaiaBpChbKHi LIMKJI, BABYAIOUH
jucimmtiag: - «Oprauizaniiine 3a0esnedenns 3axucty iHpopmauiiy, «OcCHOBH
creranorpagiunoro 3axucty imdopmanii» Ta iHIWL, a TaKOX BHUKOHYIOTH
KOMIUIEKCHUI KYPCOBHI IIPOEKT.




TOB «MikpokpunT TeKHOJI0/pKiC» perypt «Microcrypt Technologies» LTD.
E-mail: info@microcrypt.com.ua Protaoiing privecy Web: www.microcrypt.com.ua

e —————— s

Biok ocBiTHIX kKoMmnoHeHTiB «lLITyuHuil I1HTENEKT B CHCTEMax 3axHCTY»
nocijac BaXKIIMBE MicIie Y CTPYKTYpi OCBITHBOT porpamu, Bijgobpaxatoun 1i cyyacHy
cipsamoBaHicTs. CTyIEHTH BUBYAIOTh METO/M BUKOPUCTAHHA TEXHOJIOTIH IITY4YHOIO
inTenexTy T imeHTHOikanii, amanisy Ta Helrtpamizauii kiGepsarpos. Ilporpama
OXOIUIFOE TEMATUKY IHTEIEKTYaIbHUX CHCTEM MOHITOPUHIY, MAlIMHHOIO HaBYaHHS,
06poGKM BEIMKMX JAHUX JUIS BHSBIEHHS aHOMAM y KiGeprpocTopi, a TaKOK
apToMaTH3auii npouecis 3abesnedenns kibepOesnexu. e crpuse GOpMyBaHHIO y
3100yBayiB OCBiTH IIMOOKMX INPAKTUYHUX HABHYOK 3aCTOCYBAHHS IHHOBALIHHUX
pimens y cdepi KiGep3axucTy Ha OCHOBI IHTEJIEKTYaIBHOIO aHai3y JaHuX.

TakuM uMHOM, aHaii3 ocBiTHLOI mporpamu «KiGepOesneka» GakanaBpcbKOro
piBHs, 3anpononosanoi kadeaporo KiGepGesnekn HTY «XIIDy, HmiATBEepIKY€E 11
aktyasibHicTs Juis IT-ranysi Ta crpuse miarorosui ¢axisuis 3 kibepOesneku, sKi
Hapasi Jy’ke MOTPIiOHI CydacHMM IIANPHEMCTBAM Ta OPraHizaulisM YKpaiHu. Kpim
Toro, ug OCBiTHBO-IIpodeciiina mnporpama /103BOJIE€ CTYACHTaM IPOJIOBKUTH
HaB4aHHA 3a paxoM Ha piBHI Maricrpa.

OcobmBicTio ocBiTHRO-TIpodeciitnoi nporpamu «Kibepbesnexay s nepioro
(6aKkaIaBpCHKOT0) pPiBHS BUIIOT OCBITM € KOMIUICKCHMIl MiAXiA /10 BHBUCHHS
JMCHMILTH, skuil  nepeafauae  HajaHHA KOMIICTEHIiH MaiOyTHIM  (axiBLM,
MOYMHAIOYM B [OOYJAOBM  3aXWIIEHMX pilleHb HAa  PiBHI  JIOKAJIBHHX
OOUMCIIIOBAIBHUX ~MEpeK, Ta 3aBepIIyIoYM  PO3MNOALICHUMH  [EeTepPOreHHUMH
MeperkaMi KOPIopaTUBHOIO PIBHS, i3 3aCTOCYBAHHSAM 30BHILIHIX JlaTa-1eHTPIB.

I "MIKPOKPHIIT

__- f TERHONOAKIC" Cepriit 'OJIOBAIINY




PEHEH3ISI-BIIT'YK
HA OCBITHIO TIPOT'PAMY “KIBEPBE3IIEKA”
nepuioro (6akanaBpChbKOro) piBHs BUIOT OCBITH,
cnenianbHocTi FS “KibepOesneka ta 3axuct iHdopmaiii”
kadenpu kidepOesnexku HarioHaabHOTO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKU MOMITEXHIYHUN IHCTUTYT

3 ypaxyBaHHAM OypXJIMBOTO PO3BUTKY Ta OOYHMCIIOBAIBHUX MOTYXHOCTEH
OOUYHMCITIOBAJILHOT TEXHIKM aKTyaJbHUM 3aBJIaHHSIM € 3aXUCT JKUTTEBO BAXKIMBUX
1HTEpECIB JIOJIUHU 1 TPOMAJIIHUHA, CYCIIUIbCTBA Ta JACPKAaBU Mij YaC BUKOPUCTAHHS
kibeprpocTopy. Y nux ymoBax ¢axiBili 3 KiOepOe3leku MOBUHHI 3a0e3neuyBaTu
CBO€YACHE BUSBIICHHS, 3amoOiraHHs 1 HeWTpai3alis peadbHUX 1 MOTEHI[IHHUX
3arpo3 HalloHaJdbHIN Oe3nerl Ykpainu y KidoeprnpocTopi. Y 3B’S3KY 13 CKIAAHICTIO 1
TPYAOMICTKICTIO O13HEC-IpOLEeCiB 1 METOAIB 3axucTty IudpoBoro oOragHaHHSA,
iH(popMallii Ta KOMIT'IOTEPHUX CHCTEM BiJl HEHABMHUCHOI'O UM HECAHKIIIOHOBAHOTO
JOCTYMY Bpa3JIUBOCTI KOMIT'IOTEPHHUX Ta I1HQOpPMAI[IHHUX CHUCTEM CTaHOBISATH
3HA4YHY NMPOOJIEMy NI KOPUCTYBAUiB, M1IPUEMCTB.

[linroToBKa sKICHUX chHemiadicTiB y cdepi 3axucty iHpopmalii Ta
kiOepOe3neku TOBMHHA  BiAOyBaTUCA Yy  BIUANOBIAHO /10  MOCTYHOBOTO
TpaHchOpMyBaHHS HaBYaJbHUX IMpOrpaM Ta HaBYAIBHUX IUIAHIB JMCIUATUIIH
nmoB’si3aHux 3 HampsMkoM  “‘KibepOesmeka”, mio cdopmoBaHa Kadeaporo
kibepOe3nekn  HaiioHanbHOro  TEXHIYHOrO  yHiBepcuTeTy  “XapKiBChbKUU
MNOJITEXHIYHUN 1HCTUTYT , BIANOBIAHO JIO OCTaHHIX TEHACHIIAN PO3BUTKY
CHElIAIbHOCT1, TOBHICTIO pealli3ye pe3yJbTaTh HaBUYAHHS MependadeHi CTaHIapTOM
BHUIIIOI OCBITH 3a crienianbHicTiO F5 “KibepOe3neka ta 3axuct iHpopmariii”.

OcBiTHs mporpaMa Mae€ 4YiTKO BU3HAUYEHI 111, $SIKi BPaXxOBYIOTh OCHOBHI i
0COOJIMBOCTI — MIATOTOBKM (PaxiBus 3 1HPOpMAIIHHOI OE3MEeKH MUPOKOTo Mpodiito
13 3HAHHSIM TEXHOJIOT1H aBTOMaTHu3aIlli Oi13HEC-MPOoIeCiB, EKOHOMIYHUX 3aBJaHb Ta
MOBCSKJIEGHHOI  OMepamiiiHOl  JISNIBHOCTI  MIANPUEMCTB 3 ypaxyBaHHSIM
TEXHOJIOTIYHUX MOXJIMBOCTEW JepKaBU, MOTped Oi3HEC-CHUILHOTH YKpaiHu Ta
MEPCIEeKTUB PO3BUTKY HU(PPOBOI TpaHCcPopmallii Ha epKaBHOMY PiBHI.

[Iporpama MICTUTH AUCUUILUIIHH, SIKI (GOPMYIOTH Y CTYJEHTIB HE TUIbKHU
npodeciiiHi 3HaHHS, a W 3arajlbHi KOMIIETEHTHOCTI, 110 CIPHUSAIOTH PO3BUTKY
KPUTHUYHOTO MHUCIICHHS, yMIHb NpalioBaTd B KOMaHJl, NpuUiMaTH e(EeKTUBHI
pIllIEHHS B YMOBaX HEBH3HAYEHOCTI, 110 € BAXKJIMBUMU CKJIAJOBUMH JISUIBHOCTI Y
chepi kiOepOesnexku. BHUIYCKHMKM BOJIOJIIOTH 3HAHHAMH IIIOJO IPABOBHX,
OpraHi3allliHUX Ta IHXXEHEPHO-TEXHIYHUX METOJIB 3a0e3MeueHHs] KiOep3axucry
1H(opMallii, HaBUYKaMU OpraHizailii 3aXucTy KOMIT'FOTEPHUX CUCTEM, MEpPEX Ta BeO-



pecypciB, a TakKOXX METOJaMHu aHali3y pHU3UKIB Ta OI[IHKM Bpa3IUBOCTEH
1H(OpMaIIITHUX CUCTEM.

OcBiTHSI TIporpaMa BHUPI3HSETHCS AKTYalbHICTIO, OCKUIbKM OpPIEHTOBaHA Ha
BUPIIICHHS Cy4YacHUX BHUKIMKIB y cdepl KiOepOesneku, 0coOJIMBO B yMOBax
riopuaHoi BIMHM Ta 3pOCTaHHS KUIBKOCTI Kibeparak. BaxinBorwo mnepeBaror €
MOXJIMBICTh OINAHYBaHHSA AHTJIACHKOI MOBH MOpO(ECiHHOro CrhpsMyBaHHS, IO
PO3LIMPIOE TOPU3OHTU MpaleBIAIITYBAaHHS K Ha Teputopli YKpainu, Tak 1 3a ii
MeKaMH.

HapuanbHuii 1muiaH BKJIIOYA€ JUCHUIUIIHM, CHOPSAMOBAHI HE JIMIIE Ha
dbopmyBaHHs (axOBUX 3HAHb, @ W HA PO3BUTOK 3arajbHUX KOMIIETEHTHOCTEH.
3okpema, HAEThCA MPO HABUYKU KPUTUYHOTO MUCIICHHS, KOMAHJIHOI B3a€MOJIi Ta
MPUUHATTS PIICHh B YMOBaX HEBU3HAYEHOCTI — KJIIOUOBI SIKOCTI JiJisi €PEKTUBHOT
JUSTBHOCTI B Tally3l KiOepOe3neku. BUIyCKHUKM BOJIONIIOTH 3HAHHSIMH Yy cdepi
MPaBOBHX, OpraHi3aliifHUX Ta 1HXXEHEPHO-TEXHIYHUX METOJIB 3aXUCTy 1HpOpMaIlii,
3/1aTHI OpraHi3oByBaTU O€3IMEKy KOMII IOTEPHUX CUCTEM, MEpex 1 BeO-pecypciB, a
TaKOK aHaJI13yBaTH PU3UKH Ta BUSBIISITH BPA3JIUBOCTI B IHPOPMAIIHHUX CUCTEMAX.

Oxkpeme Mmicuie B mporpami 3aiimMae ocBiTHIM 050k «llITyunuil iHTEnekT y
CUCTEMAaX 3aXHUCTy», 10 € HEBIJI'€MHOIO YaCTUHOIO CY4YacCHOI MiATOTOBKH (haxiBIIiB.
Crynentu 3100yBalOTh 3HAHHS 3 BUKOPUCTAHHSA TEXHOJIOTIA INITYYHOTO 1HTEIEKTY
s igeHTtudikanii, aHamizy Ta HeWTpamizamii kibep3arpos. PosrisnaroTeces
IHTEJEKTYyallbHI CUCTEMU MOHITOPUHTY, METOJIM MAIIMHHOTO HaBuYaHHS, 00poOka
BEJIMKUX JAHUX 3 METOIO BHSBIICHHS aHOMAJIii, a TaKOX aBTOMAaTH3allisl MPOIIECIB
kibep3axucty. Takuil minxing 3abesnedye MailOyTHIM (axiBUSM CTIMKI MPaKTUYHI
HAaBUYKM 3aCTOCYBAHHSI 1HHOBAILIMHUX TEXHOJOTIM 17 3axucTy i1H(OpMaliitHOro
IpOCTOPY.

CyyacHUM TPEHJIOM PO3BUTKY TE€XHOJOT1 pOo3pOoOKH MPOrpaMHUX MPOTYKTIB
€ PpIIIEHHS, $KI HAaJalOTh MOXJIMBICTh BHPIIIYBaTH 3aBlIaHHS MPOEKTYBAHHS,
NporpaMyBaHHs, HaJaroJKE€HHsS, PO3TOPTaHHs, CYMPOBOJKEHHS, KiOepOe3neku,
30epiraHHsl JaHUX, OpraHizalil0 XMapHUX CEpBICIB 3 MIHIMyMOM KOJyBaHHS.
OpHi€r0 3 OCHOBHUX MPOOJIeM peanizallii OCBITHbOIO MPOIIECy 3a creniaibHIcTIO F5
“KibepOe3neka Ta 3axuct iHGopmalii” € BIACYTHICTD IiJl YaC HaBYAHHS MOXKIUBOCTI
OTpUMAaTH 3HAHHA Ta HABUYKU BiJ mpodecioHaNiB-IpakTUKiB. B pamkax
BUKJIAJaHHS 32 OCBITHBOIO MPOTPAMOI0, 110 PEIEH3YETHCS, 3aTyUY€HO BHUKJIAJadiB-
MPAKTUKIB Ta BUBYAKOTHCS CyYacHI TEXHOJIOT1] CTBOPEHHS Ta KEPyBaHHs O€3MEKOI0
y po3rainyXeHUX XMapHHUX BeOJOJATKIB JJisi MiATpUMaHHs Oe3nepeOiiHux Oi3Hec-
MpOIIECIB, BYACHOTO MpPOBEACHHS (DIHAHCOBUX oOMmepallii, MPOrHO3yBaHHS
JIAHII0KKIB TMOCTAYaHHS CHUPOBHHM, HAJICUJIAaHHS TOTOBOI MPOAYKIii, Ta HaAaHHs
MOCHYT KJIIEHTaM, HapTHEPaM.



BBaxkxaemo, mo  ocBiTHa  mporpama  “KibGepOesmeka”  mepiioro
(6akamaBpChKOIr0) pIiBHS OCBITH, IO CKJaJeHa Ta 3alpollOHOBaHa Kadeaporo
kiOepOe3niekn  HamioHanbHOro  TEXHIYHOTO  yHiBepcUTeTy  ““XapKIBCbKUI
MNOJIITEXHIYHUN 1HCTUTYT , Ma€ BCl HEOOXiAHI KOMIOHEHTH JUIsl MiArOTOBKHU
kBanidikoBaHux ¢axiBiiB, Ta 3a0e3neuye HaAOAHHS HUMHU  BIJIOBIIHUX
KOMIIETEHII Ta CHOPOMOXKHOCTEM 100 BUPIMICHHS aKTyaJbHUX 3aBJaHb
3a0be3rneueHHs] Oe3meku aBToMaru3allii Oi3Hec-MpoIEeciB, €KOHOMIYHUX 3aBJaHb,
NUTaHb TMOBCAKIACHHOI OINepauiiHoi MISJIBHOCTI NIAIPUEMCTB 3 YpaxyBaHHIM
TEXHOJIOTITYHUX MOXKJIMBOCTEH Jep:kaBH, MOTped Oi3HEC-CHIIBHOTH YKpaiHu Ta
NEPCHEKTUB PO3BUTKY TEXHOJIOTIM Ha JepKaBHOMY pIBHI JUIs  YCHILIHOTO
BIPOBA/PKCHHS HA PUHKY TIpaIll.

KepiBHUK OCBITHIX Mporpam

Kommnanii Distributed Lab,

KaHJIUTAT TEXHIYHUX HAYK /
2025 pik N Py, Onena BOJIOIIIYK
S Z
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Penensis

Ha ocBiTHBO-podeciiiny nporpamy «KidepOe3neka» 3a cnenianabHicTio FS «KibepOe3nexa
Ta 3aXMCT iHdopmauii» nepmoro (dakajaBpcbkoro) pisHsa Buinoi ocsitn B Hanionanbnomy
TeXHIYHOMY yHiBepcHuTeTi «XapKiBCbKHMI NOJTITEXHIYHUHI iIHCTUTYT».

CyyacHi BUMOTM pHHKY IIpali Ta BUKIMKH, IO CTOSTh MEpeA TENepilllHIM CyCIiIbCTBOM,
3yMOBIIIOIOTH HEOOXiIHICTh MepeopieHTalii HAIllOHATBHUX 3aKJIAJiB BHIOi OCBITH Ha 3MiHY CTPYKTYpH,
3MICTY, Oprasizaimii Ta METOIIB HaBYaHHA, a TAaKOXX Ha CYTTEBE IOCHJICHHA B OCBITHIX Hporpamax
NPaKTUYHOI CKiIaoBoi. OKpeMO Ciiji HaroJIOCUTH Ha HEOOX1THOCTI 3aydeHHs 10 HABYAJIBHOTO MPOLECY
npodecioHaNtiB 3 METOI SKICHOI IMiJrOTOBKH BHITYCKHHKA 13 BHILIOK TEXHIYHOIO OCBiTOIO. DOpMyBaHHS
IT-paxiBus, SKU TOEAHYE TEOPiI0 Ta MPAKTUKY y CBOIM NpOQeciiHili MisIbHOCTI, € 3amopyKOIo
3a0e3MeueHHs] 1HHOBAI[IWHOTO TMIAXOMYy 10 BUKOHAHHS HHUM 3aB/IaHb, SIKI CTaBISATHCS CHOTOIHI TEPE.
cy0’eKTaMu TOCTIOAapIOBaHHs B YKpaiHi Ta CBITI.

Bucoxkuii nonur Ha IT-cnemianicTiB, 31aTHUX BIPOBAJKYBATH Ta BUKOPUCTOBYBATH 1H(OpMaIliliHi
CUCTEMHM Ta TEXHOJIOTI] y PI3HUX Tally3sX JIOJICHKOI MisSIbHOCTI, 0COOIMBO HAllIOHAIBHOI Oe31eKH, popmye
KOHKYPEHTHMI PHUHOK OCBITHIX Iporpam, L0 3alo4yaTKOBaHI OCTAaHHIMU pokKamH y 0OararboX 3akiajax
BUIIOT OCBITH YKpaiHM Ta J03BOJIAIOTH 3700yBayaM BHILOI OCBITH 00paTH cyuyacHi npodecii, 3aTpedyBaHi
Ha puHKy mpami. Tomy, yHikameHicTh naHoi OIIII, 3a0e3nedyeHHs sIKICHOI MIATOTOBKM Ta ypaxyBaHHS
perioHaJIbHUX acCIeKTIB BiITpae 3HAYHY POJIb Y BUOOPI BCTYITHUKAMHM 3aKJIay BUIIOI OCBITH.

Penien3oBana ocBiTHBO-TIpodeciiiHa Tporpama sIBIsiEe  COOOK  3MICTOBHO — 3aBEPIICHHH 1
METOJIOJIOTIYHO BHUBAXKCHHH JOKYMEHT 3 TpOQeciiiHO OOTPyHTOBAaHMM 1 JIOTIYHO CKOMIIOHOBAaHUM
MepEeTiIKOM KOMITOHEHTIB; BOHA BIATOBIAa€ KOHIEMIlI CTYACHTOIIGHTPOBAHOTO HAaBYAHHS, HAarajJbHUM
noTpebaM TMiAroTOBKM (DaxiBIIB 3 BIAMOBIIHOI CHEIIaJbHOCTI Ta 34aTrHa 3abe3medyBaTH, B pasi il
YCIIITHOTO MPOXO/KEHHS 3/100yBauaMu, MOKIIUBICTh 3MIMCHEHHS TPAKTUYHOI (paxoBoi MisTTLHOCTI B ramy3i
kiOepOe3neku Ta 3aXucTy iHpopmariii.

Pe3ynbratn HaBUaHHS Ha PiBHI BCi€i mporpamMu Ta OKPEeMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUIBLHO, BOHU cQopmMyabOoBaHI B pamMkax ¢axoBux (NMPEAMETHO-CIICHIANIBHUX) 1 3arajllbHUX
KOMIIETEHTHOCTEH, JI0 SKMX BXOIWTh 3HAHHS, PO3YMIHHS, YMiHHS Ta HaBWYKH, 3[aTHOCTI Ta I[IHHOCTI.
PiBeHb KOMIIETEHTHOCTEH IIJIKOM BiAMOBIA€ 3a/1€KIIAPOBAHOMY PIBHIO OCBITHBOI ITPOTPaAMHU.

3arasiom OINIT Mae HiaKOM CTPYKTYpOBaHMH 1 JoriyHui BUsAA. CTpyKTypHO-JIOT4Ha 00y10Ba
BUKJIAJIJaHHS OCBITHIX KOMIIOHEHTIB 3a0e3neuye 3100yBauam nocsraenns metu OIII1, a came HabyTTs
HEOOX1THUX U1 OAAJIBIIOTO MpaleBIAIITYBaHHS KOMIIETEHTHOCTeH. OCBITHI KOMIIOHEHTH, SIK
00O0B'SI3KOBI, TaK 1 BUOIPKOBI, Mi1i0paHi 3 ypaxyBaHHSIM HOBITHIX T€HAEHIH 1 37aTHI 3a0€3M€UNUTH SKICHY
BUIILYy OCBITY B il raysi.



[TpoanamizyBasmu nany OIIII, ekcrieptu Bix I'T-kommaHiit poOOTONABIIIB OKPECTIIIHN i1 HACTYITHI
MO3UTHBHI CTOPOHH Ta HaJaJli KOMEHTapi i peKOMeHIallil, a came:

- 4iTKO chOpMYIHLOBAHI METa, XapaKTEPUCTUKH, OPIEHTAIIiS HA OCHOBHUH (hOKYC MPOTrpaMH;

- J0T19YHO c(hOPMOBAHUH MEPENTIK OCBITHIX KOMITOHEHTIB Ta iX B3a€MO3B'S30K;

- 0COOJIMBO XOYEThCS BiA3HAYUTH, IO BEJIMKA yBara NpUALISE€THCS BUBYCHHIO aHIITIHCHKOT
MOBH. L{e Haa3BUYAHO B)KJIMBO B CYYaCHOMY CBIT1 TEXHOJIOT1H, OCKIIBKH OLIBIIICTE 1HHOPMAITITHIX
pecypciB 1 JOKyMeHTallii JOCTYIHI came aHIJIiICHKOIO;

- porpama BUKOPUCTOBY€E KypcH MepexeBoi akaieMii Cisco, 1110 OXOIUTIOI0Th TaKi BayKJIMBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
Ha/la€ y4aCHUKaM MillHYy 0a3y 3HaHb 1 IPAKTUYHUX HABUYOK, SIKI € KpUTUYHO BaXKJIMBUMU JJIsl YCHIXY B LI
raimysi;

- IPOMO3HUIIS MPUALTUTH O1IbIIIE YBAaru ONIaHyBAaHHIO NPUHIIMIIIB Oe3nexH B 6a3ax paHux. Lle
BKJIIOUA€E PO3YMiHHS MEXaHI3MiB 3aXUCTY JIaHUX, YIPABIiHHS JOCTYIIOM Ta BIIPOBAXKCHHS METO/IiB
mudpyBaHHS;

- IPOTO3UIIS aKIIEHTYBATH yBary Ha BUBYCHHI XMapHUX TexHoJorii i DevOps, 10 103BOTUTH
crieniajgicTaM iHTerpyBaTH Oe3MEeKOBI MPAKTUKU HA BCIX eTanax po3poOku i ekcrutyarauii [13, Bkimrogaroun
YIpaBIiHHS KOH(ITYpalisiMi, aBTOMaTH3AI[iI0 pO3TOPTAHHS Ta MOHITOPHUHT. L{e 3MeHIye pu3nku i
MiJIBUIIYE 3arajibHy O€3MeKy CHCTEM.

B ninomy OIIIT «Kibepbe3neka» 3a criemianpHicTiO F5 «KibepOesmneka Ta 3axuct iHhopmarii»
nepuroro (6akajaBpChbKOTr0) piBHS BHILOI OCBITH HA/la€ MO3UTHBHE BPAXKEHHS, € Cy4acHOIO, BiIMOBiIa€e
3amUTaM PUHKY mpai y cdepi kibepOesneku Ta 3axucty iHdopmarii Ta 3adesnedye hopmyBaHHS
KOMIIETEHTHOCTEH, HEOOX1THUX I pO3B’sI3aHHs TUTIOBHX 3a/1ad. BBaskaemo, mo penensosana OIIIT moxe
BIIPOBA)KyBaTUCh B HallloHanbHOMY TEXHIYHOMY YHIBEPCUTETI «XapKIBChbKUN MOTITEXHIYHUM IHCTUTYT.
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1. PROFILE OF THE EDUCATIONAL AND PROFESSIONAL PROGRAM BY
SPECIALTY F5 - CYBERSECURITY AND INFORMATION PROTECTION

1 - General information

Higher education institution
and structural unit

National Technical University "Kharkiv Polytechnic
Institute",

Educational and Scientific Institute of Computer
Sciences and Information Technologies

department of cybersecurity

The degree of higher
education and the title of
the qualification in the
original language

Bachelor

Educational qualification: bachelor of cybersecurity and
information protection.

Diploma qualification: bachelor of cybersecurity and
information protection.

Professional qualification There is no

Form of study Institutional (full -time), remote)
The official name of the Cybersecurity

educational program

Names of specializations There is no

(subject specialties)

Type of diploma single,
common (double) in the
presence and volume of
educational program

Bachelor diploma, unitary, 240 ECTS credits, study
period 3 years 10 months

Availability of accreditation

National Higher Education Quality Agency.
Accreditation certificate educational program No. 9111.
Valid up — 01.07.2029.

Cycle/level first (bachelor) level of higher education, NRK of
Ukraine — level 6, FQ-EHEA — first cycle, EQF LLL —
level 6

Prerequisites Persons who have received a complete general

secondary education may enter to obtain a bachelor's
degree in the Bachelor's Degree in F5 Cybersecurity
and information protection.

The reception on the basis of the degree of junior
bachelor, professional junior bachelor or educational
qualification level of the junior specialist is carried out
in the manner prescribed by law.

Language of teaching

Ukrainian, English

The term of validity of the
educational program

According to the validity of the certificate
Reviewed annually

Link to the permanent
posting of the description of
the educational program

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 - The purpose of the educational and professional program

Training of specialists capable of using and implementing information and/or cyber
security technologies, as well as digital economy technologies.

3 — Characteristics of the educational and professional program

Subject area (field of
knowledge, specialty,
specialization or
subject specialty (if
any)

Field of knowledge: F "Information technologies"

Specialty: F5 "Cybersecurity and information protection"
Object of study:

- cybersecurity and information protection technologies;

- processes of cybersecurity management and information
protection; objects of information activity, including
information and information and communication systems,
information resources and technologies.

Training goals: training specialists capable of using and
implementing cybersecurity and information protection
technologies and solving complex cybersecurity and
information protection tasks.

Theoretical content of the subject area: principles,
concepts, theory of protection of vital interests of a person,
society, state in the use of a cyberspace, which ensures the
sustainable development of the information society and digital
communicative environment, timely detection, prevention and
neutralization of real and potential threats to Ukraine.
Methods , techniques and technologies : methods, methods
and technologies of solving theoretical and practical problems
of cybersecurity and information protection.

Tools and equipment : means, devices, network equipment,
applied and specialized software, information systems and
design complexes, modeling, control, monitoring, storage,
processing, display and protection of data (information flows).

Orientation of the
educational program

Educational and professional. Preparation of cybersecurity
and information protection professionals.

The main focus of the
educational program
and specialization or
subject specialty (if
any)

Special education in the field of information technologies by
specialty F5 "Cybersecurity and information protection". In-
depth study of information technologies of information
protection, information security, cyber security, and
information security, development and use of software for
information protection, cyber security, and information
security.

Keywords: cyber security , information security, information
protection, information technologies.

Features of the
program

The peculiarity of the program of specialty "Cybersecurity
and information protection" 1is the focus on modern
requirements for specialists in the field of information and/or
cybersecurity, acquisition of higher education by higher




education of competitive competencies based Cybersecity, lot
& Data Analytics, OS and It, Programming Courses. Ability
to learn English.

4 — Eligibility of graduates

to employment and academic rights of graduates

Suitability for
employment

Specialists in cybersecurity and information protection can
work, according to the current version of the National
classifier of Ukraine : Classifier professions DK 003:2010:
2139.2 Information security specialist;

2139.2 Safety specialist (information and communication
technologies);

2139.2 Cyber defense infrastructure specialist;

2139.2 Cybersecurity Response Specialist;

2139.2 Cryptographic information specialist;

2139.2 Specialist in technical protection of information;
2139.2 Specialist in testing of security and information
security systems;

2139.2 Information technology auditor (cybersecurity);
2139.2 Specialist in evaluation of information security
measures (cybersecurity).

Academic rights of
graduates

Students who have been trained under this curriculum and
received a bachelor's degree have the right to receive
education at the second (master's) higher education level in
the Higher Education Institution of Ukraine and abroad in the
field of knowledge "information technology" or related ones.
Acquisition or improvement of education and professional
training in the adult system.

5 — Teaching and assessment

Teaching and
learning

Student centered learning, problem-oriented learning, distance
learning in the Microsoft 365 system, self-study, learning
through project practice, learning through laboratory practice.
The teaching process provides for the use of such educational
technologies as: lectures, laboratory work, practical classes,
small groups, seminars-discussions, Brainstorming,
presentations that develop communicative and leadership
skills, independent work with literary sources; Mixed forms of
training using remote platforms.

Assessment

Monitoring of students' knowledge and skills is carried out in
the form of current and final control.

Current control - oral and written survey, assessment of work
in small groups, testing, defense of group and individual
research tasks.

Final control - oral and written exams, assessments taking into
account the accumulated points of the current control, defense




of reports from laboratory classes, defense of coursework.
State certification is a single state qualification exam.
Evaluation is carried out according to the national scale
("excellent", "good", ‘"satisfactory", ‘'unsatisfactory"),
100-point scale and ECTS scale (A, B, C, D, E, FX, F).

6 — Software competencies

Integral competence

The ability to solve complex specialized tasks and practical
tasks in the field of cybersecurity and information protection.

General
competencies (GC)
(defined by the
standard of higher
education of the
specialty)

GCI1. Ability to apply knowledge in practical situations.

GC2. Knowledge and understanding of the subject area and
understanding of professional activity.

GC3. Ability to communicate in the state language both orally
and in writing.

GC4. Ability to communicate in a foreign language.

GC5. Ability to learn and master modern knowledge.

GCe6. The ability to realize own rights and responsibilities as a
member of society, to realize the values of a civil (free
democratic) society and the need for its sustainable
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

GC7. Ability to make decisions and act in accordance with the
principle of inadmissibility of corruption and any other
manifestations of dishonesty.

GC8. The ability to preserve and multiply moral, cultural,
scientific values and achievements of society based on an
understanding of the history and patterns of development of
the domain, its place in the general system of knowledge
about nature and society and in the development of society,
technologies, to use various types and forms of motor activity
for active recreation and leading a healthy lifestyle.

Special (professional)
competences (SC)
(defined by the
standard of higher
education of the
specialty)

SCI1. Ability to apply the legislative and regulatory
framework, as well as state and international requirements,
practices and standards in order to carry out professional
activities in the field of cybersecurity and information
protection.

SC2. Ability to use information technologies, modern
methods and models of cybersecurity and information security
systems.

SC3. Ability to ensure the continuity of business processes
according to the established cybersecurity policy and
information protection.

SC4. Ability to protect information in information systems
according to the established cybersecurity policy and




information protection.

SCS5. The ability to restore the functioning of information
systems after the realization of threats, cyberattacks, failures
and failures of different classes and origin.

SC6. Ability to implement and ensure the functioning of
complex information protection systems (complexes of
regulatory, organizational and technical means and methods,
procedures, practical techniques, etc.).

SC7. Ability to perform professional activities based on the
implemented information and cyber security management
system.

SC8. Ability to apply methods and means of cryptographic
protection of information at objects of information activity.
SC9. Ability to apply methods and means of technical
protection of information at objects of information activity.
SC10. The ability to monitor information processes, to
analyze, identify, evaluate possible vulnerability and threats to
information space and information resources in accordance
with the established information security policy.

7 - Learning outcomes

The results of studies
in the specialty
(defined by the
standard of higher
education of the
specialty)

LO1. Freely speak the state language orally and in writing
when performing professional duties.

LO2. Communicate in a foreign language in order to ensure
the effectiveness of professional communication.

LO3. Apply the principle of inadmissibility of corruption and
any other manifestations of dishonesty in professional
activity.

LO4. Organize own professional activity, choose optimal
methods and ways of solving complex specialized tasks and
practical problems in professional activity, evaluate their
effectiveness.

LOS. Analyze, argue, make decisions when solving complex
specialized tasks and practical problems in professional
activity, which are characterized by complexity and
incomplete determination of conditions, be responsible for the
decisions made.

LO6. Adapt to new conditions and technologies of
professional activity, predict the end result.

LO7. Apply and adapt information and coding theories,
mathematical  statistics, numbers, cryptography and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in training and professional activity.
LOS8. Apply knowledge and understanding of mathematics
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and physics in professional activity, formalize the objectives
of the subject area of cybersecurity and protection of
information, formulate their mathematical production and
choose a rational method of solution.

LO9. To know and apply the legislation of Ukraine and
international requirements, practices and standards for the
purpose of conducting professional activity in the field of
cybersecurity and information protection.

LO10. Be able to use modern information technologies,
methods and models of cybersecurity and information security
systems for professional activity.

LO11. Plan preparation and ensure the continuity of processes
in organizations according to the established cybersecurity
policy and taking into account the requirements for
information protection.

LOI12. Apply information security methods in information
systems according to the established information security
policy.

LO13. To implement, adjust, accompany and maintain the
functioning of software and software and software and
software security and information protection systems as
necessary procedures for the functioning of information
systems and \ or infrastructure of the organization as a whole.

LO14. To solve the problems of managing the recovery
processes of information systems using reservation procedures
according to the established security policy and to ensure the
functioning of special software, to protect and restore
information.

LOI15. Collect, process, store, analyze critical data to prove
the implementation of cyber threats, analyze and research a
cyberincident in order to promptly restore the functioning of
the information system.

LO16. To solve the problems of implementation and support
of complex information protection systems in information
systems.

LO17. To ensure the functioning of the cybersecurity
management system and the protection of the organization's
information, including staff and managing the consequences
of threats to information safety in crisis situations, on the
basis of performing quantitative and qualitative risk
assessment procedures.

LOI18. Analyze, apply the methods and means of
cryptographic protection of information at information
activities.

LO19. To solve tasks on the organization and control of the
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state of cryptographic protection of information, in particular
in accordance with the requirements of regulatory documents.

LO20. Identify the threats of creation of technical channels of
leakage of information on the objects of information activity;
to implement the means and measures of technical protection
of information from leakage by technical channels, to
maintain and control the status of hardware means of
information protection and complexes of technical protection
of information.

LO21. To implement, support, analysis of efficiency of
systems for detecting unauthorized access, actions with
information in the information system, vulnerability, possible
threats to information space and information resources and
use protection complexes to ensure the required level of
information security in information systems.

8 —Re

source support for program implementation

Personnel support

Meets the personnel requirements for ensuring educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015 No. 1187, as amended by
CMU Resolution No. 365 dated 24.03.2021. Annex 15-16).
The composition of the working group of the educational
program, the professorial teaching staff, which is involved in
teaching disciplines in the specialty corresponds to the license
conditions of conducting educational activities at the first
(bachelor's) level of higher education.

Teaching teachers, specialists and employees of IT
companies, as well as foreign specialists are involved in
teaching.

Material and
technical support

Meets the technological requirements for the material and
technical support of educational activities in the field of
higher education in accordance with the current legislation of
Ukraine (Resolution of the Cabinet of Ministers of Ukraine
“On Approval of Licensing Conditions for Conducting
Educational Activities of Education” of December 30, 2015,
No. 1187, with changes made in accordance with CMU
Resolution No. 365 dated 24.03.2021. Annex 17).
Educational-scientific-production base in the form of: —The
educational buildings, computer classes, combined by a local
computer network with access to the Internet, multimedia
equipment; specialized software.

Informational and

Meets the technological requirements for educational and
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educational and
methodological
support

methodological and information support of educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015, No. 1187, (as amended by
CMU Resolution No. 365 of 24.03.2021. Annex 18).
Information and educational-methodical support of the
educational process is realized by the presence of the
necessary educational and methodological literature:
textbooks, manuals, methodological recommendations for
practical classes, independent work, syabrose of educational
components  (https://cybersecurity.kpi.kharkov.ua/sylabusy-
osvitnikh-kompontiv-125-bakalavr/).

Information resources are located in the funds of the scientific
library of NTU "KPI", websites of graduation departments.
The educational process uses LMS (Learning Management
System).

9 — Academic mobility

National credit
mobility

On the basis of bilateral agreements on academic mobility
with universities of Ukraine. Agreements on cooperation
regarding the implementation of programs of internal
academic mobility of higher education students under the
educational program "Cybersecurity" specialty F5 with Odesa
National University of Technology, Chernihiv National
University of Technology.

International credit

On the basis of a bilateral agreement with the University

mobility named after Jan Dlugosha in Czegstochowa (Poland).

Education of foreign Preparation of foreign citizens is carried out in accordance
students of higher with the requirements of the current legislation, provided that
education the previous educational level is recognized.
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2. LIST OF EDUCATIONAL COMPONENTS OF THE EDUCATIONAL
AND PROFESSIONAL PROGRAM "CYBERSECURITY" AND THEIR

LOGICAL SEQUENCE

2.2 List components of educational and professional program

Components of the educational and Credits Final control
Code n/a :
professional program ECTS form
1 2 3 4
1. Obligatory educational components
1.1 General training
3111 History and culture of Ukraine 4,0 Exam
3112 Foreign Language 4,0 Test, Exam
311 3 Ukrainian as a foreign language 12,0 Test, Exam
3114 Physics 4,0 Exam
Fundamentals of humanitarian and
3115 philosophical knowledge in professional 4,0 Exam
activity
3116 Higher mathematics 6,0 Test
3117 Higher mathematics 5,0 Exam
3118 Language of professional training 10,0 Test, Exam
311 Physical education 4,0 Test
1.2 Professional training
CIT ] Introq’uction to the specialty. Introductory 30 Tost
practice
Cll2 Basics of programming 4,0 Exam
CII 3 Information and coding theory 3,0 Exam
CIll 4 Legal regulation of cybersecurity 4,0 Test
CIl 5 Algorithms and data structures 5,0 Exam
CIT 6 Physical bases of technical intelligence 50 Test
means
Cli7 Information security of the state 3,0 Test
CIll 8 Fundamentals of social engineering 4,0 Test
CIl9 Mathematical foundations of cryptology 4,0 Exam
CIl 10 Programming technologies 5,0 Exam
CIll 11 Computer networks 4,0 Exam
CIll 12 Operating system architecture and security 6,0 Exam
Cll 13 Programming tools 6,0 Exam
CII 14 Basics of cryptographic protection 6,0 Test
CI7 15 F Lfndamentals of building and protecting 40 Exam
microprocessor systems
CI1 16 Fundam.entals of mathematical modelling 40 Exam
of security systems
CI117 Basics Qf steganographic information 50 Exam
protection
CI7 18 Security in information and communication 40 Tost

Systems
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CII 19 Web application development 6,0 Exam
CII 20 Integrated information security systems 5,0 Exam
CIll 2] Web security 5,0 Exam
CIll 22 Comprehensive training 4,0 Test
CIl 23 Antivirus protection of information 4,0 Test
CII 24 Machine learning basics for cybersecurity 3,0 Test
2. Practical training
1l 1 Industrial practice 6,0 Test
Yy Technological practice 6,0 Test
3. Attestation
| Attestation 3,0 |
General amount mandatory components 174

4. Optional educational components

4.1 Specialised training

Profiled package of educational components 01 "Artificial Intelligence in Security

Systems''

BIll.1 Ethical hacking 3,0 Exam

BIl1.2 Date of mining 3,0 Exam

BIT1.3 Math?matzcal foundations of artificial 3.0 Exam
intelligence

BIT1 4 Pythqn for amﬁczal intelligence and 40 Exam
machine learning

BIll.5 Genetic algorithms 4,0 Exam

BIll.6 Python for internet things 3,0 Exam

BIll.7 Systems engineering 3,0 Exam

Profiled package of educational components 02 "Blockchain technology and security

of banking systems"’

BIll.1 Decentralised systems 3,0 Exam

BIll.2 Risk management 3,0 Exam

BIT1.3 Blockchain: basics and application 3.0 Exam
examples

BIll.4 Security of banking systems 4,0 Exam

BIll.5 Protecting critical infrastructure facilities 4,0 Exam

BITL.6 Orga.mszng document management with 3.0 Exam
restricted access

BIll.7 Security in social networks 3,0 Exam

Profiled package of educational components ¢ 03 "Innovation Campus'"

BII3.1 Basics of cybersecurity 3,0 Exam

BIT3.2 Development of corporate information 3.0 Exam
systems (part 1)

BIT3.3 Development of corporate information 3.0 Exam
systems (part 2)

BIT3.4 Databases for corporate information 40 Exam
systems

BIT3.5 Architecture of corporate information 40 Exam
Systems

BI13.6 Security and audit of wireless and mobile 3,0 Exam
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networks

BII3.7 Protecting critical infrastructure facilities 3,0 Exam

4.2 Educational components of the free choice of professional training in the all-
institutional catalogue

OKBIll | OKBBIIK 1 4,0 Test
OKBII2 | OKBBIIK 2 4,0 Test
OKBII3 | OKBBIIK 3 4,0 Test
OKBIl4 | OKBBIIK 4 4,0 Test
OKBII5 | OKBBIIK 5 4,0 Test
OKBIl6 | OKBBIIK 6 4,0 Test
OKBII7 | OKBBIIK7 4,0 Test
4.3 Educational components of the free choice of the university catalogue
OKB31 |OKBB3Il1 4,0 Test
OKB32 | OKBB3Il2 4,0 Test
OKB33 | OKBB3Il3 4,0 Test
4.4 Educational components of the special university choice
OKCBY | OKCBY 30 | Test
Total amount for elective components: 66
GENERAL SCOPE OF THE EDUCATIONAL 240
AND PROFESSIONAL PROGRAM:
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3. DISTRIBUTION CONTENT EDUCATIONAL AND PROFESSIONAL
PROGRAMS BY IN GROUPS COMPONENTS AND CYCLES

PREPARATION

The amount of the applicant's educational loadhigher
education (ECTS credits / %)

No Mandatory Selective
Cycle preparation
n/p ycle prep compopents compopents All in allterm
educational educational .
) ) teaching
professional professional
programs programs
1 | General training 53/22,08 - 53/22,08
o | Special (professional) 121/ 50,42 - 121/ 50,42
training
3 Components free of i 66/ 27.5 66/27.5
choice
Total for the entire term 174/ 72,5 66 /275 240/ 100

teaching
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4. FORM CERTIFICATES EARNERS HIGHER EDUCATION

Forms of attestation of
applicants of higher
education

Attestation is carried out in the form of a state
qualification exam.

Requirements for the
unified state
qualification exam

The only state qualification exam provides for evaluating
the achievements of the learning outcomes, defined by
the higher education standard of the specialty
"Cybersecurity and information protection" and the
educational program.
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5. STRUCTURAL AND LOGICAL SCHEME

Course 1 Course 2 Course 3 Course 4
Semester 1 Semester 2 Semester 3 Semester 4 Semester 5 Semester 6 Semester 7 Semester 8
Fundamentals of . Fundamentals of
History and humanitarian and Operating system building and Integrated Comprehensive
culture of Ukraine philosophical architectureand protecting information ~ —» tFr)ai o
knowledge in security microprocessor security systems 8
i professional activlity T systems T T
Language of professional training —> Ukrainian as a foreign language — Foreign Language
) ' |
s l I Security in
VeI ; information and
Basics of ‘ G - Web applications Security of
cryptographic s development Internet things
A ystems
protection
Higher mathematics | I A ¢
I I »  Fundamentals of
) . mathematical Antivirus
Physical training modelling of Web security ——  protection of
security systems information
Introduction to OKCBY
the specialty. Legal regulation of X
Introductory > cybersecurity " Basics of i
i steganographic
practics reration Machine learning
| protection basics for
c v cybersecurity
; — omputer »
Algorithms and - . | |
twork
’—-) S et i Ures networks Programming tools
|
| | | |
Basics of o Programming Profiled package Profiled package Profiled package Profiled package Profiled package
programming l technologies (2) (1) > (1) (1) (2)
iGN Information securit e PN PEEN PIN N |
and coding €“—» e Y OKBBMM (1-3) <€  OKBBMMN(1-3) <«—)»  OKBBNM(1-3) <€—)» OKBBMM(2-6) <«  OKBBMM (2-6)
theory
| |
A | A | Mathematical
¢ ¢ l L3> foundations of | OKBESK(1) <>  OKBE3K() <>  OKBBSK() [ ) Technological
. ' " cryptology l practice
Physical bases o
|
technical intelligence J * ¢ * + *
means Fundamentals of ® >
social engineering Industrial P Attestation - USQE
" _ practice =
w »




6. THE MATRIX OF COMPLIANCE OF THE COMPETENCES / LEARNING OUTCOMES DEFINED BY THE
STANDARD WITH THE NQF DESCRIPTORS

Classification of |Knowledge Skill Communication Responsibility and autonomy
competences 3ul. Conceptual scientific and|¥m1. Deep cognitive and |K1. Reporting to experts and  |AB1. Management of complex technical or
according to NRC |practical knowledge. practical skills, skills and  |[non -specialists of information, [professional activities or projects.
3n2. Critical understanding of |innovation at the level ideas, problems, solutions to AB2. The ability to be responsible for making
theories, principles, methods |necessary to solve complex [their own experience and and making decisions in unpredictable
and concepts in the field of specialized tasks and argumentation. working and/or educational contexts.
professional activity and/or practical problems in the  |K2. Collection, interpretation  |AB3. Formation of judgments that take into
learning. field of professional activity|and use of data. account social, scientific and ethical aspects.
or learning. K3. Communication on AB4. Organization and management of
professional issues, including  professional development of persons and
foreign language. groups.
IABS. The ability to continue learning with a
significant degree of autonomy.
GENERAL COMPETENCES
GC1 302 Yuml
GC2 3u2 Yml K1
GC3 K1, K3
GC4 K1, K3
GCS5 3ul, 302 Yml K2 AB3
GC6 3ul K1 AB2, AB3, AB4
GC7 K1 AB2
GC8 32 K2 AB3
SPECIAL (PROFESSIONAL) COMPETENCES
SK1 3u2 Yml K2
SK2 3ul, 302 Yml K2
SK3 Yuml AB1
SK4 Yuml ABI
SK5 Yuml K2 ABI, AB2
SK6 Yuml K1 ABI
SK7 Yuml K1 AB1
SK8 3u2 Yuml
SK9 3u2 Yml
SK10 Yuml K2 AB2
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7. MATRIX OF MATCHING DEFINED OF STANDARD LEARNING OUTCOMES, COMPETENCIES AND

EDUCATIONAL COMPONENTS

" Competences
%n g = % General competences Special (professional) competences
=SB g
§§§ g‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10

— 3
LOl1 | Al 3116
A2 3117
CII1
CII2
CII5
CII6
CI17
CII8
CII10
CIIl1
CII13
CII14
CII17
CII18
CII20
CI24
TIIT1
I1112
LO2 | Al 3112
A2 3113
CII7
CII8
CII11
CII12
CII14
CII24
LO3 | Al 3111 | CIl4
A2 CII1 | CII17
CI14
CI17
LO4 | Al 3114 3114
A2 3I1 3I15
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Competences

N @»
E EE % General competences Special (professional) competences
S 3
3 gg%‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
5]
CI2 | 3II6
CII3 | 3I17
CIl4 | CIIl
CII5 | CII2
CIl7 | CIl4
CII8 | CII5
CI9 | CII6
CII10 | CII7
CII11 | CII10
CII12 | CII13
CII14 | CII14
CII15 | CII15
CIIl6 | CII16
CIT19 | CIT17
CII21 | CIT18
CII22 | CII19
CII23 | CI120
CII24 | CII21
CII25 | CII22
II11 | CI123
I12 | CII25
IIT1
TII12
LO5 | Al 3114 3114
A2 3I1 3115
CII2 | 3II6
CIi3 | 3I17
CIl4 | CIIl
CII5 | CII2
CII7 | CIl4
CII8 | CII5
CI9 | CII6
CII10 | CI17
CII11 | CIT10
CII12 | CII13
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Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GCS5 | GCo

GC7

GC8

SK1

SK2

SK3 | SK4 | SK5 | SK6 | SK7 | SK8

SK9

SK10

CII14
CII15
CII16
CII19
CII21
CI122
CII23
CI124
CII25
111

112

CII14
CII15
CII16
CII17
CII18
CII19
CI120
CII21
CII22
CII23
CII25
111

1112

LO6

Al
A2

3114
3115
3116
3117
CII1
CII2
CI14
CII5
CIlI6
CI17
CII10
CII13
CIl14
CII15
CII16
CII17
CII18
CII19
CI120
CII21
CII22
CII23

3111
3114
3115
311
CIIl1
CII3
CII17
CI120
CII23
CII125
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Competences

%n é = % General competences Special (professional) competences
ESlE
Egg g‘ GCI | GC2 | GC3 | GC4 | GC5 | GCo6 | GCT | GC8 | SKI1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
— S
CII25
II11
TII12
LO7 | Al | 3114 3111
A2 311 3114
CII2 3115
CII3 311
CI14 CII1
CII5 CII3
CI17 CII17
CII8 CII20
CII9 CII23
CII10 CII25
CIIl1
CII12
CII114
CII15
CIIl6
CII19
CII21
CII22
CII23
CII24
CII25
II11
TII12
LO8 | Al 3114
A2 3116
3117
CII1
CII2
CII3
CI14
CII5
CII6
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Competences

%n é = % General competences Special (professional) competences
=SB g
§ § *;3 g‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
— S
CI17
CII9
CIT10
CII11
CII12
CIl14
CII15
CII16
CII23
CII25
LO9 | Al 3111 CII1
A2 CII1 CIi4
CI14 CI17
CI17 CII8
CII10
CIIl1
CII14
CII20
CI123
CII24
LO10 | Al CII2
A2 CII3
CII5
CII8
CII9
CIT10
CII11
CII12
CII13
CIT14
CII16
CII17
CIII8
CII19
CII20
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Competences

=} 8 I3}
g §§ § General competences Special (professional) competences
s 22
D = (=
S8 Eg GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
CII21
CII22
CI123
CII24
CII25
IIT11
LO11 ié CIIl1
CII14
CI120
CII21
LO12 | Al e
Al CII9
CII11
CII12
CII14
CIT19
CII20
CII21
CII22
CII23
CII24
LO13 | Al i
A CII9
CII11
CII12
CIl14
CIT19
CII20
CII21
CII22
CII23
CII24
LO14 | Al e
CIIS8
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Competences

=} 8 I3}
g §§ § General competences Special (professional) competences
SERE
S8 E‘g GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
A2 CIIl1
CIl14
CII15
CII21
CII24
LO15 | Al s
Al CII8
CII11
CIl14
CII15
CII21
CII24
LO16 | Al e
o CIIl1
CII12
CII14
CI120
CII23
CII25
LO17 | Al o
M CI17
CII16
CII23
CII25
T1IT1
LO18 | Al e
~ CII3
CII9
CIIl1
CII12
CII14
CII15
CII18
CII21
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Competences

N @»
E %E % General competences Special (professional) competences
’; L on °
! gé’ %‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
5]
CII23
CII24
T1I12
LO19 | Al CII3
A2 CI19
CIIl1
CII12
CII14
CII15
CII18
CII21
CII23
CII24
T1112
LO20 | Al CIl6
A2 CII12
CII14
CII15
CIT19
CI120
CII22
CII23
TII12
LO21 | Al CII8
A2 CIIl1
CIl14
CII16
CII18
CII23
CI24
CII25
I1I11
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7. THE RESULTS OF DISCUSSING THE EDUCATIONAL PROGRAM

Stakeholders

Remarks / Recommendation

Taken into account /
partially taken into
account / not taken

into account

Note

Olga SHAPOVAL, Executive
Director of Kharkiv Cluster
of Information Technology

Pay more attention to mastering security
principles in databases.

the study of cloud
technologies and Devops.

Emphasis on

Taken into account.

Due to the selective educational
components:

Security in Devops, databases with
SQL and Python

Guarantor of the EPP, Sergii
YEVSEIEV, doctor of
technical sciences, professor,
head of the cybersecurity
department.

Members of the EPP Working
Group

Educational and professional program to
comply with the requirements of the

Higher Education Standard in the
specialty 125  Cybersecurity  and
information protection of the first

(bachelor) level of higher education,
approved and put into force by the order
of the Ministry of Education and Science
of Ukraine dated 24.10.2024. No. 1547.

Taken into account.

Educational and professional program
to comply with the requirements of the
Higher Education Standard in the
specialty 125 Cybersecurity and
information protection of the first
(bachelor) level of higher education,
approved and put into force by the
order of the Ministry of Education and
Science of Ukraine dated 24.10.2024.
No. 1547.

Guarantor of the EPP, Sergii
YEVSEIEV, doctor of
technical sciences, professor,
head of the cybersecurity
department.

Members of the EPP Working
Group

Change of the specialty and field of
knowledge (according to the Cabinet of
Ministers of Ukraine of August 30, 2024
No 1021).

Taken into account.

Changes have been made.

Olena VOLOSHCHUK,
Candidate of Technical

Positive response. Without remarks.
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Sciences, Head of
Educational Programs of
Distributed Lab LLC.

Ivan OPIRSKY, Doctor of
Technical Sciences,
Professor, Head of the
Department of Information
Protection of the Institute of
Computer Technology,
Automation and Metrology of
the National University "Lviv
Polytechnic"

Positive response. Without remarks.

Vladyslav KOVTUN,
Candidate of Technical
Sciences, Associate
Professor, "Syfer" LLC
general director.

Positive response. Without remarks.

Serhii GOLOVASHYCH,
Candidate of Technical
Sciences, Associate
Professor, LLC "Microcrypt
Technologies" general
director.

Positive response. Without remarks.

Head of the Department of Cybersecurity

Guarantor of the educational program

(A
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8. PLAN TO TAKE INTO ACCOUNT THE COMMENTS/RECOMMENDATIONS ON THE RESULTS OF THE
ACCREDITATION EXAMINATION OF THE EDUCATIONAL PROGRAM

Recommendations provided during the
latest accreditation

The period (short -
term/long -term/not
appropriate to consider)

Measures aimed at taking into
account the recommendations /
justification as to Impracts of the
recommendation

Terms of implementation
of measures / responsible
persons

General recommendations of the Expert Group and Sectoral Expert Council (in the department, industry,

institute, university)

View in the next version of the APP list of

_ _ Long -term Update in the EPP of the list of The period of time to the
apgroved p 'rof'ess10naldstandarc.1$ilmhthle\lﬁ?1d Olf approved professional standards in | next accreditation of OP.
cybersecurity 1n accordance with the Nationa the field of cvb s

. . i ybersecurity in 4 1A

Classifier of Professions of Ukraine DK 003: accordance with the National Responsible: guarantor OP.
2010. Classifier of Professions of Ukraine

DK 003: 2010.

Considered at the meeting of the

department, Protocol No. 12 of

14.03.2025.
To strengthen studen'ts" aWarceness of.mternal Long -term To strengthen students' awareness | The period of time to the
procedures for organizing the educational of internal procedures for next accreditation of OP.
process. . .

‘ . organizing the educational process. Responsible: Head of the

IF 15 recon'lmended to review and deate It is recommended to review and Department, teachers of the
literature in the syllabus of educational update literature in the syllabus of | department.
components. educational components.

Considered at the meeting of the

department, Protocol No. 12 of

14.03.2025.
Using a cyberpoligon to familiarize students Long -term Using a cyberpoligon to familiarize | The period of time to the

g g g

with his capabilities

students with his capabilities.

next accreditation of OP.

31




Considered at the meeting of the Responsible: guarantor OP,

Provide constant updating of information on
all aspects of EPP proceedings on the
department's website.

department, Protocol No. 12 of Head of the Department.
14.03.2025.

Long -term Updating information on all aspects iepatiod f)f t.ime nithe
of EPP proceedings on the next accreditation of OP.
department's website Responsible: guarantor OP.

Considered at the meeting of the
department, Protocol No. 12 of
14.03.2025.

Director of the Educational and Scientific Institute
of Computer Science and Information Technology

Guarantor of the educational program

f% - Mykhailo HODLEVSKYI
= %

Serhii YEVSEIEV
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