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3ATBEPJDKEHO TA HAJJAHO YUHHOCTI
Hakaszom pektopa HanionameHoro TexuiuyHoro yHiBepcuteTy «XapKiBChKHi MONiTEXHiYHMI
iHcTUTYT» Bim «_02 » __ kBiTHS 2025 poxy Ne 111 OJI.

Iln ocsiTHRO-npodeciiina mporpama He Moxe OyTM TOBHiCTIO a0 YacTKOBO BiJTBOPEHA,
THpaxoBaHa Ta pO3NOBCIOMKeHa Oe3 no3Bony HauioHanbHOrO TEXHIYHOrO YHIBEPCHTETY
«XapKiBCHKUM MOIITEXHIYHHM IHCTUTYTY.



PEINEH3EHTMU:

[IponykTuBHI 3ayBa)K€HHS Ta BIATYKM Ha TPOEKT OCBITHBO-TIPOdECiitHOT

MpOrpaMu OJIEP>KaHO Bi:

1. Karepuna MOJIOAEIILKA, noktop TexHiYyHUX HavK, npodecop, mpodecop

kabeapu MeHeKMEHTY  opra”izamii  KueBo-MormwjisHcbkol  O13HEC-NIKOJIU

HargonansHuit vHIBEpcUTET «KMEBO-MOIrMJISHCHKA aKaJIEMIsy

2. Bumamucinae KOBTYH, kannmmar TexHi4yHUX HAVK, JoueHt, aupekrop TOB
“Caiidep”

3. Ceprii 'OJIOBAIIINY, kanmumar TEXHIYHUX HAyK, JolueHTt aupekrop TOB

“Mikpokpunt TexkHomnomxkic”

4. Onena BOJIOIIVYK, kanaunat TEXHIYHUX HAVK, KEPIBHUK OCBITHIX mporpam TOB

“Distributed Lab”.

5. Oapra IHHAITIOBAJI, BukoHaBumii jupekTtop I'C «XapKiBCBKHU KJIACTED

1HGOPMAIIWUHUX TEXHOJIOTTH




PEHEH3IA-BIIAT'YK
Ha OCBiTHRO-TIpodecifiny nporpamy “Kibepbesmera”
nepuoro (faxamaBpchKOro) piBHS BUIMIOT OCBITH,
cienianpHOCTi 125 “KiGepOesmera ta zaxuct indopmanii”
kadenpn kibepoesnexu HanioHanBHOro TEXHIYHOIO YHIBEPCHTETY

“XapKiBCHKHI TONMITeXHIYHKA IHCTUTYT

VY cywacnioMy CBITI B&KAUBY polib BigirparoTek iHdopmaniiini Texxonorii,
BK.IFOYHO i3 HEMH 3aco0w 3abesmneueHHs KibepOe3nexu IANPAEMCTB OyIb-aKol GopmMu
BJIACHOCTI 3aliMaloTh IMPOBIOHI IO3HIIT HA HAHBUIIOMY PIBHI 13 BHKOHaHHAM
IIINPUEMCTBOM CBOIX Desrnocepennix OisHec-3aBaadb. CydacHUH cBIT, pakTHUHO — Ue
texnonorii Iupycrpii 4.0 r1a lureprery peuelt (Internet of Things), ne daxTw4ni
pecypcH MNMPHEMCTBA MAalOTh CBOIO BIPTYaslbHY KONk y tmdpoBid dopmi Ta
MEPEXPEINYIOTRCS 3 TPaAMIiHHEUMM  NiAX0JaMHW 710  JOKyMeHTooOiry Ta
iHQOpMaUIHHAMA CHCTEMAMH CyIpoBofXeHHd Oi3Hecy. [le OeaymoBno crnpuse
[mopidHOMY 301TBITEHAO TIOMATY V HamIii KpalHi Ha CHeiamicTiB 3 kidepbesmeku, Akl
OynyTh cnpoMoxkHi e(heKTHBHO BHPIIIYBATH CKNAHI 3aBAaHHS WOA0 [000yA0BU
3aXNCTy  TANpHEMCTBA Ta OyayTe  cnpoMoxkHi  3aesmeuyBaTd  IPOTHIIO
HEecanKkIiomoBanOMY BTPYHAIo A0 X iHdopmaniiinol iIHQpacTpyKTypH.

Ocsitupo-nipodeciiina nporpama “KiGepGesnexa” mnepumoro (6axkamaspceKoro)
piensi Buuol oOcBitTW, [0 3aMporNoHOBaHA Kadenpor KiGepOesrmekw HamioHampHOro
TEXHIYHOrO YHiBepcuTeTy “XapKiBCHKAH TOMTEXHIMHUYE IHCTUTYT' Mae Bei moTpiGHi
KOMIIOHEHTH wWoN0 3zadeslieueHts HABYaJBHOTO Ipolecy npodeciiiHoi TMiaroroBky
daxiBiip, AKki y KOMIAHISX 3MOXYTh 3aiiMATH IIO3HI: MeHeIXKepa  CUCTEM 3
itpopmManifinol Gesneky, GaxiBig 3axucTy iHQopMAalil, TexHika 3axucTy iHdopmanii,
amMimicTpaTopy 6asu JaHUX, AAMIHICTPATOPY AOCTYIY, iHXeHepa-TporpamicTa ToLwo.

Crifl BU3HAYHTH, 1[0 y CYYACHHX €KOHOMIUHWX yvoBax KiOepOesneka — lLie He
TiMBICH 3MAYITAN TPETT Y POIBUTKY BENMKMX KOMIIAHIM Ta MiNnpueMcTB. 3apas manuil Ta

cepenuiit GisHec Bigxkpupae HOBI AN cebGe Himn enexTponnoi xomepmii. BignosigHo



CTae MUTaHHSA LIOAO pillleHHS 3aBAaHb 3a0e3neveHHs Oe3MeKd eNeKTPOHHUX MEpex He
TUIBKM KOPIOPaTHBHOTO DiBHS, aie CIiJi BHUPIIIyBaTH MOBCSKIEHHI I[HTaHHS
KiOep3axuCTy Majloro Ta CepeIHbOro npuBaTHOro GizHecy. ToMy, Cilifi BBaXKaTH HykKe
CBOEYACHMMM 3aBJIaHHS, IO pPO3IJISJAIOTECS Y OCBITHBO-TIpodeciitHiii mporpami
“Kibepbesnexa”, 3a $KOIO HaBYAIOThCS CTyAeHTH HalioHambHOr0 TEXHIYHOIO
yHiBepcuTery “XapKiBCbKHI MOJITEXHIYHMH IHCTUTYT’3a cHemiaibHicTio 125
“Kibepbesneka Ta 3axuct iHpopmMaiii”’. BUILyCKHHK 3a 1i€l0 MPOrpaMoro Ma€ J0CBij Ta
pO3yMiHHS 3aBJlaHb, K y MaciiTadi motpeb Ge3neku BeIMKUX OpraHisaiiii Ta Kommasii,
a TaKoXX KOMIIaHii, [0 MaloTh MOPIBHAHO HEBEIHKI MaciuTabu Oi3Hecy, Ta, HApPHUKIIaJ,
KOMIaHif, piBHA BeO-CTyAiH, IO HANAIOTh IIOCHYTM 3 pO3pOOJieHHS BeO-CalTiB.
3anponoHoBaHa IporpamMa BpaxoBY€ He TUIBKH MOTpeOHM KOMIaHii-poO0TOMaBIIiB, 1110
CIIpSIMOBaHI TIILKM Ha DillleHHs 3aMOBJIEHb IS 3aKOPJOHHHX KOMIIaHiif, Tak 3BaHi
ayTCOPCHHIOBI KOMIaHII Ta iHIII, aje ¥ Ui KOMIaHiii, 10 MPaloTh BUKIOYHO HA
BHYTPILIHbOMY PUHKY YKpaiHu.

Cnin mizBecTH, 1m0 ocBiTHRO-TpodeciiiHa mporpama “KiGepGesneka” nepiuoro
(6akanmaBpcpKoro) piBHS BHIIOI OCBiTH, LIO 3alpoNOHOBaHa Kadeapow Kibepbesnexu
HauionaneHoro texsiuHoro yHiBepcutery “XapKiBChKHiM NMOJITEXHIYHUHE IHCTHUTYT” €
Cy4acHOI0, e(peKTUBHOIO Ta 3aTpe0yBaHOI Ha Cy4aCHOMY PUHKY Ipalli y Haioi KpaiHi
o0 miAroToBKH (axiBiiB 3 kibepOesmexu. Lls mporpama Bimmosimae craHmapry
MinicTepcTBO OCBITM 1 Haykd YKpaiHM Ta Y3rOMKYEThCH 3 3allUTaMM KOMIIaHiH
poboronaBiiB moxo0 HasBHOCTI KBamipikoBaHux KaapiB y IT-ramysi ta Hampsmy

cneniansHocTi 125 “KiGepOesneka ta 3axuct iHpopmariii.

KepiBHHK HaBUaTIbHO-HAYKOBOT'O
LEeHTpPY iH(pOpMalifHUX TEXHOJIOTiH

[TonicbKOro HaiOHAILHOTO YHIBEPCHTETY,




'] TOB «CAUDEP IT»
CAU®EP Aapeca: 04107, Kuis, By.1. Haripna, 25-27

. : Ten./@axc: (044) 484-46-17, 484-46-12, 483-03-22
Cucremu 3axucry indopmauii E-mail: infof@ cipher.com.ua
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PEIEH3ISI-BIATI'YK
Ha ocBiTHBO-TIpodeciiiny nporpamy “KiGepbe3neka”,
nepioro (6akanaBpcbKOro) piBHs BHILOT OCBITH
cneuniansHOCTi 125 “KibGepbe3neka Ta 3axuct iHdopmauii”
kadenpu kiGepGe3nexkn HawioHaTbHOro TEXHIYHOTO YHIBEPCUTETY

“XapkiBChbKMI MONITEXHIYHUH IHCTUTYT”

CrpiMkuii po3BUTOK iH(GOpMALiMHUX TEXHOJOriH 1 LIBMAKE 3POCTAaHHS
rioGansHOi  Mepexi IHTepHer mpu3Benn A0 (opMyBaHHA  iHpOpMaLiHHOrO
cepelOBMILg, 1O BIUIMBAE Ha Bei cdepu MOACHKOI AisibHOCTI. HoBi TexHonorivHi
MOYJ/IMBOCTI MMOJIETIIYIOTh TNOWMpPeHHs iHdopMmaLii, MiABULIYIOTh e(dEeKTHBHICTH
BUPOOHMYHMX TPOLECIB, CHPUSIOTH PO3LIMPEHHIO ITOBMX omepauii B mnporeci
Giznecy.

[lizmpuemMcTBa HOBOrO THUIYy — L€ pO3ralyKeHa Mepeka PpO3NOAiIeHHX
migpo3minie, ¢imii i rpym, MmO B3aEMOAIIOTH OAMH 3 oxHMM. Posnoxineni
KOpIopaTHBHI iH(OpMaLiiiiHi CHCTEMH CTAlOTh ChOrOJHI HaHBaXJIMBILIUM 3ac000M
BUPOOHHMLTBA Cy4YacHOI KOMIIaHil, BOHM JO3BOJIAIOTH TNEPETBOPUTH TPaAULiNHi
dopmu Oi3Hecy B eneKTpOHHUI Oi3Hec.

EnextpoHHuit Gi3HeC BHKOPHCTOBYE I700albHY Mepexy [HTepHeT i cydacHi
indopmauiiiHi TexHonorii Ais NiABMLLEHHsS e(eKTUBHOCTI BCiX CTOpPiH AITOBUX
BITHOCHH, BKJIFOYAIOYM TNpPOJaXi, MapKeTHHT, niarexi, (GiHaHCOBUM aHai3, MOLIYK
CriBpOOITHHUKIB, MIATPUMKY KIIIEHTIB i MapTHEPCHKUX BiJIHOCHH.

OpnHiero 3 yMOB iCHyBaHHS eJeKTpOHHOro Oi3Hecy € iH(opmauiiiHa Oe3rneka,
MiJ KO PO3yMI€ThCS 3aXHUILEHICTh iH(OpMaLiTl Ta MiATPUMYE iHOPaACTPYKTYpH Bia

BUNAJIKOBUX i HaBMHCHHX Bl'IIIPlBiB, 3aTHUX 3aBJaTH LIKOAM BiacHHKaMm abo



KOpHCTyBayaM iHdopmauii. 36HTOK Bii mopyuleHHs iHdopMmauiiiHoi Oe3nekn Moxe
NpPUBECTH A0 ~ BEIUKMM (iHAHCOBMM BTpaTaM i HaBiTb JO MOBHOrO 3aKpUTTA
KOMIIaHii.

Bcynepeu Ha iHTeHCHBHMI PO3BHTOK KOMIT'IOTEPHHUX 3ac00iB i iHbopMaLiiiHuX
TeXHOJIOTiH, Bpa3/MBiCTh Cy4acHUX iHGOPMaLiHHUX CUCTEM | KOMITIOTEPHUX MepeiK,
Ha XKajb, He 3MeHIyeTbes. ToMy npobiaemu 3abe3nedyenHs iHGopmauiiiHol Ge3neku
NpHBEPTAIOTH MUJIbHY yBary sk $axiBiiB B 06NacTi KOMIT'IOTEPHHX CHCTEM i MEpek,
TaK i YMUCIEHHMX KOPMCTYBadiB, BK/IIOYAIOYM KOMIAHil, LI0 MpalioioTh y cdepi
eNeKTpOHHOro Oi3Hecy.

Bes 3HaHHS 1 KBaliikoBaHOTO 3aCTOCYBAHHS Cy4acHUX TEXHOJOTiH,
CTaHAapTiB, MNPOTOKOMIB 1 3acobiB 3axucTy iH(popmauil HEMOXKIMBO AOCAITH
HeoOXiZHOro piBHS IHQOpMAaLiHiHOT Ge3reKy KOMITIOTEPHUX CUCTEM | MEPEXK.

Kagenpoio  kibepOesnekn HauioHanpHOro  TeXHIYHOro  yHiBEpCHTETY
“XapKiBCbKMI MOMITEXHIYHUH IHCTUTYT  po3pobJeHO HaBYallbHy [porpamy
“Kibepbe3neka”, Ta HaBYaibHiI IUTAaHW AWCLMIUTIH, fKi MOB’A3aHI 3 HAMpIMKOM
niarotoBku (axisus 3 iHdopmauiitHoi Ge3neku wMpokoro npodimo, Aka popmye
CMEKTP KOMIIETEHTHOCTeH Ta 3abe3riedye OTpMMaHHsS pe3y/bTaTiB HaBYaHHA, fIKi
nepenbavaroOTHCs CTAaHAAPTOM BHILIOT OCBITH 3a crieuianpHicTio 125 Kibepbesneka Ta
3axucT iHpopMaLii.

[Mporpama 3abe3medye mMiAroToBKY (axiBuUs, SKWi 31aTeH 3abe3neuuTH
HeoOXiaHuil piBeHb KibepOesnekd CHUCTEM pI3HOrO MNpPU3HAYEHHs Ta [PUPOAM, B
nepury 4epry cucteMu Oi3HEC-MpoLeciB eKOHOMIYHMX CHUCTEM, CUCTEeM KPHUTHYHOT
iHbpacTpyKTypH, KibepdisuuHUX CHCTEM Ta iH., HA Oyab-KOMY PiBHI yNpaBliHCbKOT
lepapxii, BpaxOBYIOYHM MpPUHLMIIKA 3aCTOCYBaHHS KPHUNTOrpadiyHUX METOiB,
CyYaCHHX TeXHoJorii 3abesneueHHs kiGepOesnexu, iHdopmauiiinol Oesneku Ta
Gesnexy iHdopMallil B Mekax HaLiOHATBHUX | MIXKHAPOAHMX CTAHIAPTIB i MPaKTHK
o0 3AiHicHeHHs npodeciiHol AisnbHOCTI.

HapuanbHuil npouec OCBITHBOI MpPOrpaMH OpraHi3oBaHO Ha 0a3i cy4acHHX
IHTErpoBaHMX CepelOBUILAX pO3pOOKH KOPMOPAaTHBHUX JOAATKIB Ta CHCTEM

30epe)KeHHs1 JaHMX 3 CAHKIIOHOBAaHUM A0CTYrNoM. KOKHOMY CTyAeHTY Ha mepiof



HaBYaHHS OE3MUIATHO HANAETHCA JILEH30BaHMWM JOCTYN [0 AOAATKIB Ta CEPBICiB y
akkayHTi y moprany Microsoft 365. BinbiuicTs 1abopaTopHUX Ta MPaKTHYHMX POOIT,
a TaKoK KYpCOBOIO Ta AMILIOMHOTO MMPOEKTYBAHHSA 3AIHCHIOETbCS 3 BUKOPHCTAHHIM
anapaTHO-NPOrpaMHUX 3aco6iB KiGeproirony.

BBaxkaemo, mo OcBiTHbO-npodeciiina nporpama “KiGepOesneka”, 1o
3anpornoHoBaHa Ta 3JilicHIOEThes  Kadeaporo  kiGepOesneku HauioHansHoro
TexHiyHoro yHiBepcutery “XapKiBChKHIl MONITeXHIYHMH iHCTUTYT”, Mae BCi
HeoOXi/IHi KOMIIOHEHTH JUIsl MIArOTOBKM KBai(hiKOBaHUX CriewianicTiB BiANOBIHO 110
Cy4yacHMX TeHJeHUili Ha nonut axiBuiB 3 KibepOGesnexu. Bumycknuku wiel
MporpamMy OTPHMYIOTb BCi HEOOXiZHI 3HAaHHS Ta HABUUKM IIOAO 3abe3NeyeHHs
KiGepOe3nekn €eKOHOMIYHOI MisIbHOCTI MiAMPHEMCTB KOPHNOPATHBHOTO piBHS,
CIIPOMO’KHI 3JiMCHIOBATH aHali3, MPOEKTYBaHHS, [POrpaMyBaHHs, PO3rOPTaHHS Ta
CYNpPOBOUKEHHS Oy Ab-SIKMX CEpBiCiB, BAKOPUCTOBYIOUHU CY4aCHi TEXHOJIOTI.

Hapyanus 3a OcsiTHbo-npodeciiiHoro  nporpamoro  “KiGepbesneka”,
3abe3neyye CTyAeHTaM HagOaHHs HEOOXiIHUX 3HAHb, KOMIETEHLUIN Ta HABUYOK s
yemimHoi mpodeciiiHol  mismpHOCTI Yy cdepi  BOpoOBa/KEHHS Ta MiATPUMKH
MPOrpaMHUX pillleHb Y KOPMOPAaTMBHOMY CepelOoBHMILI MpU AOTPUMAaHHI BUMOT

BIAMOBIJHUX HAL[IOHAIBHUX | MDKHAPOAHHUX, CTAHIAPTIB.

Jupexrop TOB “Caiidep IT”,

KaHIWJaT TeXHIYHUX HayK Bnagucnas KOBTYH
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PELHEH3IA-BIATI'YK
Ha OCBiTHIO Mporpamy “KiGepbesneka™
nepmoro (0akanaBpChKOro) piBHA BHIIOI OCBITH,
crnietianbHocTi 125 “Kibepbesneka ta 3axuct iHhopMmartii”
kadenpu kidepOesmexkn HarlioHaTbHOTO TEXHIYHOTO YHIBEPCHTETY

“XapKiBChbKHH MOMITEXHIYHUH IHCTUTYT

OceiTHa mporpama “KiOepOesneka”, ska 3ampoOMOHOBaHa kadeaporo
kiOepOesneku  HaltioHabHOrO ~ TEXHIYHOTO  yHIBEpCHTETY  “XapKiBChbKHI
MOJIITEXHIYHUH IHCTUTYT € OE3YMOBHO aKTYalbHOK ¥ CY4YaCHHX YMOBAaX CTPIMKOTO
po3BUTKY iH(opMartiiinux TtexHomoriii (IT) Ta iX rIMOOKOTO MPOHHKHEHHS IO
Maike yciXx ranysed cydacHOro »HTTd. 3apa3 y OaraTthox Trany3siXx HapoJHOTO
rocrmojapcTBa YkpalHH He BHCTAya€ BHCOKOKBamidikoBaHuX axiBiiB IT-
HaMpsSMKY, 1110 MalOTh JIOCBiJ 3 KiOepOe3neKH.

3ampornoHOBaHa OCBITHS MporpaMa CHpsAMOBaHA Ha HAJaHHSA iHTErpagbHOI
KOMIIETEHIIIT MO0  37aTHOCTI 3700yBaya OCBITH PO3B’S3yBaTH  CKJIAJHI
Creliami3oBaHi 3aja4i  Ta TMPaKTHYHI MpoOseMH Yy Taimy3l 3a0e3nedeHHs
iHdopMmariiiiHoi  Oe3mekn  i/abo  kiOepOesmekHw, IO  XapaKTepH3YETHCS
KOMILJIEKCHICTIO Ta HEMOBHOK BH3HAYEHICTIO YMOB. Hacmparzi, peanbHi crieHapii
KiOep3arpo3, XapakTepH3yHOThCS HEBH3HAUEHICTIO, CHHEPTiHHHM XapakTepoM
MOXO/KeHHS Ta HECMOJIiIBAHUMH YMOBaMH BTpydaHHs. [lopyd i3 1uM, € Oararto

CIIEHApIiB, IO MOXKHA 3a3/IaJieri/ib nepe0auyuTH Ta MO0y IyBaTH HAAIHHUNH KOHTYP
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Oe3nekH, HANPHUKIAL, K Ha PiBHI OOYHMCIIOBAILHOI MEpeki HEBEIHKOI KOMITaHii,
TakK ¥ po3Mo/IiJIeHOT Mepexi KOPIOPaTUBHOI'O PIBHSI.

OO0’ekT BHUBYEHHsT 3a OCBITHbOW Tmporpamor “KibepOesneka™ 00’ektn
iHpopMaTH3allli, BKIIOYAIOYA KOMII IOTEpHI, aBTOMAaTH30BaHI, TEJIEKOMYHIKaIlilHI,
iHpopmamiini,  iHdopmaliiiHO-aHaNiTHUHI,  iH(pOPMaLIHHO-TEIeKOMYHIKalliHHI
cucTeMH, iH(dopMalliiiHi pecypcH 1 TEeXHOJOrIl; TexHomorii 3abe3neueHHs Oe3nexku
iH(popMallii; mpolecH ynpasiiiHHS iHQopMalliifHOK Ta/ab0 KidbepOe3neko 00 eKTIB,
mo miisrawTe 3axucty. Lle cBiguuth, mo MaiOyTHi QaxiBui 3 kibepOesnexu
OynyTh 3/aTHI BHKOPHCTOBYBAaTH 1 BIPOBA/PKyBaTH TEeXHOJOTIT iH(opMaliitHoi
Ta/abo kibepOesrnekn y NPaKTHYHMX CHUTYaLlIsIX Ha BHPOOHMLTBI a00 Ha piBHI
HaJIaro/UKeHHs 1H(QopMaLiiHOT Oe31eKH HEeBEJIMKOT OpraHi3allii.

Cnig Bi3HAUMTH, WO Ui 3a0e3nedeHHs] BU3HAUEHUX KOMIIETEHTHOCTEH
BUITYyCKHMKA Ta BUINOBIJIHUX pe3yJbTaTiB HaB4YaHHS, KadeIpor KibepOesneku
HanioHaJIbHOro TEXHIYHOTO yHIBEpCUTETY “XapKiBCbKUI MOJIITEXHIYHUI IHCTUTYT
3arpoINOHOBAHO BHUKJIAIaHHS 1HO3eMHOT MOBH (3a npodeciiiHuM CrpsMyBaHHAM) SIK
000B’S13KOBOT OCBITHBOI KOMIIOHEHTH. Lle € cyuacHO 3araibHOI0 TeHAeHuiew y I1T-
rajxy3i 1100 TOKPAUICHHS KOMYHIKAIIIMHUX HaBHYOK (axiBIiB Ta B3a€MOIIl 3i
CBITOBOIO CITUIBHOTOIO 3a OOpaHUM HaNpsMoM. Y CBOIO uHepry aHalli3 CTPYKTYpPHO-
JIOTTYHOI cXeMHU OCBiTHBOI nporpamu “KidbepOesneka™ nepuioro (6akaiaBpCbKOro)
piBHS BHILIOT OCBITH J03BOJSIE CTBEp/KYBATH WIOJAO KOMIUIEKCHOTO —Ta
rapMoHiiiHOro  QopmyBaHHsS  JMCUHMIUIIH 3a  crneuiajbHicTio.  CTyJaeHTaM
MPOMOHYETHCS BUBYEHHS Ha IMEPIIOMY pOIll HaBYaHHS 0a30Bi aucuuiuiing: Beryn
1o daxy (na 6a3i BcecBiTHBO Biomoro kypcy CS50), Buia matematuka, OcHOBH
nporpaMmyBaHHs (Ha 0a3i moBu Python), Beenenns B kiGepOesrneky (Ha OCHOBI
kypcy CISCO), Indopmartiiina 6e3neka aepxasu, Po3poOka ta aHasi3 alfOPUTMIB
(TOCTIZIOBHO TIPOJOBXKYIOUM BUBYCHHS 3a HampsiMoMm Python), ®i3uuHi OCHOBH

TEXHIYHHUX 3acO0IB PO3BIJIKH Ta 1H., IO MOEJHYIOTh K 3arajibH1 JUCHHUIUIIHA, IKUMHA
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mae oBosomith kokeH IT-daxiBenp 31 croemiaji3oBaHUM 32  HANMpSIMOM
KibepOesnexu.

Ha gapyromy poli HaBYaHHS CTYJEHTaM 3alpoONoOHOBaHO: TexHouorii
nporpamyBanHs, OcHoBH 1moOyaoBH Ta 3axucty cydacHux OC, ¢axoBuit Kypc 3
mepexeBux TexHosioriii — CISCO CCNA Introduction to Networks, MatemaTHuHi
ocHoBu  kpurronorii, Teoperumuni ocHoBu kpunrorpadii, MeHemKmeHT
iHpopMmawiiiHoi O6e3nekn Ta iH. [Llo cBIAUNTE PO OUIBLI [IJILOBE CHPSIMYBaHHS Ha
BUBYCHHSI OCOOJMBOCTEH HamnpsiMy KiOep3axHCTy, SIK 3 TEOPETHYHOro, Tak U
NPaKTUYHOTO XapakTepy Mia0opy HaBYaNbHHX JAHCLUMIUIIH Ta PIBHS CKJIAJHOCTI
BIATOBITHUX TEXHOJIOT1H.

Ha tperboMy polli HaBUAHHS CTY/IEHTH OBOJIO/IBAIOTh 3HAHHSMH MEPEBAKHO
3 JucHMIUTiH npodeciiiHoro cnpsimyBaHHs: [HdopmaiiiiHi cuctemu Ta IHTEpHET-
TexHoJorii (Ha 6a31 MoB nporpamyBaHHs Java ta Python), OcHOBH MareMaTHYHOTO
MojenoBaHHss, OCHOBH KpunTorpadiuHoro 3axucty, (paxoBuil Kypc 3 Oe3neku
kopnopatuBHUX Mepex — CISCO CCNA Security, Opranizaiis ta iHdopMalliiHe
3a0e3redeHHs  YNpaBIIHCBbKOI  AisIbHOCTI, KOMIUIEKCHI CHCTEeMH  3aXHUCTY
iHpopmarii ta iH. Ha yeTBepromMy poIli HaBYaHHS CTYJICHTH 3aBEPUIYIOTH ITHKI
HaBYaHHA OakKaJaBpCbKOrO piBHS BHBYEHHSM JIMCIIMIUIIH: Opranizaniiine
3a0e3nedeHHs 3axucry iHpopmamii, OCHOBH cTeraHorpa(iuHoro 3axucry
iHpopMarii Ta iH., BUKOHYIOTh KOMIIIEKCHUI KypCOBHH TMPOCKT.

TakuM umMHOM, aHami3 oOCBITHbOI mporpamu “KibepOesneka” mnepuioro
(OakanaBpChbKOro) piBHS  BHIIOI  OCBITH, LIO0 3alpONOHOBAHO  Ka(eaporo
kiOepOesnekn  HamionanpHOro  TeXHIYHOro  yHiBepcuteTy  “XapKiBChbKHN
MOJITEXHIYHUH IHCTUTYT , CBIIYUTD Mo i akTyaibHICTh A1 [T-ramysi y miiomy, Ta
CIPUSTAME TIIrOTOBI (aXiBIiB 3 KiOepOe3neku, IKUX 3apa3 MmotpeOyrTh CydacHi
NiIMpUEMCTBA Ta opraHizanii Ykpainu. Takoxk BIANOBIIHA OCBITHBO-TpOdeciiiHa
nporpama J103BOJIsi€ CTYI€HTaM MPOJIOBKUTH HaBYaHHS 3a (PaXxoM 11010 OTPUMaHHS

OCBITHBOT'O CTYIIEHS MaricTpa.
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Oco6nMBICTIO PO3MISHYTOT IPOTrPaMH CJIiJl BBAKATH KOMIUIEKCHHUH MiAXij 10
BHBUCHHS HABYaJIbHHUX JUCIMIUIH, SKUH mependayae HaJaHHS KOMIIETEHIIIH
MalOyTHIM (paxiBLUsIM, IOYMHAIOYHM BIJ OCOOJMBOCTEH MOOYJIOBH 3aXHUIIEHHX
pillleHb Ha PiBHI OOUYMCIIIOBAILHUX MEPEK, BKIIOUHO KOPIOPATHBHI 0OYUCIIOBAIbHI
Mepexi, 3actocyBaHHs TmpoBigHUX KypciB CS50, CISCO Tta iH., OBOJIOJIHHS
HaBHUOK NpOrpaMyBaHHs 3 BHKOpUCTaHHsM MoB Python Ta Java, mopyu 3
BUBYCHHSM TEXHOJIOTIH KpHUNTOrpagiyHOro 3aXHCTY, TEXHIYHOTO 3aXHCTYy

iH(popmarii Ta ocodamBocTel 3aXUCTy IHPOPMALIHHUX CHCTEM 1 MEpeK.

['eHepanibHUI JUPEKTOP
TOB “Mikpokpunt TekHOJIOIKIC”,
KaHIUIAT TEXHIYHUX HAYK




PEHEH3IA-BIII'YK
Ha OCBITHIO nporpamy “Kibepbesneka”
nepiuoro (6akanaBpCbKOTo) piBHS BULIOI OCBITH,
cneuianpHocTi 125 “KibepOesneka Ta 3axuct iHpopmalii”
kadenpu kibepOesneku HailioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY

“XapKiBCbKHMM MOJIITEXHIYHUN IHCTUTYT

3 ypaxyBaHHSIM OypXJIMBOTO PO3BUTKY Ta OOYMCIIIOBAJIbHUX MOTYKHOCTEH
00YMCITIOBATIBHOT TEXHIKH aKTyaJbHUM 3aBJAHHSAM € 3aXUCT JKMTTEBO BaXIIMBHX
IHTepeciB  JIIOAMHM 1 TpoMajsiHMHA, CYCNUIbCTBA Ta Jep)kaBU I  4ac
BUKOpPUCTaHHs KiOeprnpocTtopy. VY Lux yMoBax ¢axiBLi 3 KiOepOe3neku MoBUHHI
3a0e3nedyBaTl CBO€YacCHE BMSIBJICHHS, 3aroOiraHHs i HeWTpasizalis peaJlbHHX 1
MOTEeHLIMHUX 3arpo3 HallloHaJIbHIN Oe3neli Ykpainu y kideprnpocTtopi. Y 3B’A3Ky
13 CKJIQJIHICTIO 1 TPYJAOMICTKICTIO O13HEC-IPOLIECIB 1 METO/IIB 3aXUCTY LIMPPOBOTro
obnagHaHHs, 1H(pOpMaLii Ta KOMIT'IOTEPHMX CHCTEM BiJl HEHaBMHCHOIO YH
HECAHKLIIOHOBAHOI'O JIOCTYIY Bpa3JMBOCTI KOMIT'IOTEPHHX Ta 1H(pOpMaLIiHUX
CHCTEM CTaHOBJIATH 3Ha4YHY MPoOJIeMy Il KOPUCTYBaviB, MANIPUEMCTB.

[ligroToBka sIKICHUX chewiamicTiB 'y cdepi 3axucty iHopmauii Ta
KiOepOe3nekn TOBMHHA  BIAOyBaTHCs Yy  BIANOBIAHO  JO  IOCTYIIOBOIO
TpaHC()OpPMYyBaHHs HaBYaJIbHUX @POTpaM Ta HaBYAIbHUX IUIAHIB JUCLMUIUIIH
noB’s3aHux 3 HanpsiMkoM  “KibGepbesneka”, 1o cdopmoBaHa Kadeaporo
KibepOesnek  HallloHaTbHOTO  TEXHIYHOrO  yHIBepCUTETy  “XapKiBCbKHM
MOJITEXHIYHUM IHCTUTYT’, BIAMNOBIJHO IO OCTaHHIX TEHJIEHUIH pPO3BUTKY
CIeLIabHOCTI, T[IOBHICTIO  pealli3ye pe3ysbTaTh HaBYaHHS  IepeadayveHi
CTaHAApPTOM BHWILOI OCBITH 3a cremiagbHicTiO 125 “KibGepOe3neka Ta 3axucT
iHpopmarii”.

OcBIiTHs IporpamMa Ma€ 4iTKO BM3HAY€H1 IUIl, SKI BPaXOBYIOTb OCHOBHI ii
0COOMMBOCTI — MArOTOBKM (axiBusg 3 iH¢opMaliiHOI Oe3MeKu LIUPOKOro
npoiIto 13 3HAHHIM TEXHOJIOTM aBTOMaTu3alli Oi3Hec-NpoLeciB, €KOHOMIYHUX
3aBJIaHb Ta IOBCAKICHHOI OMNepaniiHoi AISIBHOCTI MIANPHEMCTB 3 ypaxXyBaHHAM
TEXHOJIOTTYHUX MOJKIMBOCTEHN JepiKaBH, MOTped Oi3Hec-CruIbHOTH YKpaiHu Ta
MepCIeKTUB PO3BUTKY LU(PPOBOI TpaHChOpMaLlil Ha JIepKaBHOMY PIBHI.

CyyacHUM TpEHIOM PpO3BUTKY TEXHOJIOTIH pO3pOOKM IpPOrpaMHHX
MNPOAYKTIB € pIMIEeHHs, $KI HaJalTh MOKIUBICTb BHUpPILIYBaTH 3aBJaHHS



NPOEKTYBaHHs, NMPOrpaMyBaHHs, HallarOKEHHs, pO3TOPTaHHs, CYNPOBOKEHHS,
KibepOe3sneky, 30epiraHHs JaHMX, OpPraHi3allil0 XMapHUX CEpBICIB 3 MIHIMyMOM
KoayBaHHA. OJIHI€I0 3 OCHOBHHUX Ipo0JieM peaii3allii OCBITHHOIO IMpolecy 3a
crerjanbHicTO 125 “Kibepbesneka Ta 3axucT iHpopMaLii” € BIACYTHICTb IIiJ Yac
HaBYaHHS MOJKJIMBOCTI OTpPMMATH 3HAaHHA Ta HaBUYKU BiA MpodecioHaiB-
NpakTUKiB. B paMkax BHKJIaJaHHS 3a OCBITHBOIO MPOrPaMolo, LI0 PelieH3yeThes,
3aTy4yeHO BHUKJIa[adiB-IPaKTUKIB Ta BUBYAIOTHCS Cy4acHI TEXHOJIOTIi CTBOPEHHS Ta
KepyBaHHs O€3MeKO y po3ralyKeHHX XMapHHUX BeOJ0JaTKiB JJIS IMiJATPUMaHHS
Oe3nepeOiitHUX Oi3HEC-TIPOIIeCiB, BYACHOTO TMpoOBe/IeHHs (DIHAHCOBHX OTepallii,
MPOTHO3YBaHHS JIAHIKOJKKIB MOCTa4aHHS CUPOBMHM, HAJCHUIAHHA TOTOBOI
NPOAYKLIii, Ta HaJaHHS MOCTYT KJII€EHTaM, TapTHepaMm.

BBaxkaemo, 1m0  ocBiTHa  mporpama  “Kibepbesneka”  mepruoro
(OakasaBpCbKOro) piBHS OCBITH, IO CKJaJeHa Ta 3alporoHOBaHa Kadeaporo
kiOepOe3nekn  HailloHanbHOTO  TEXHIYHOTO  YHIBEpCUTETY  “XapKiBChKHA
MOMITEeXHIYHUM 1HCTUTYT , Ma€ BCl HEOOXIJIHI KOMIIOHEHTU [JIsi TMiJATOTOBKH
kBasipikoBaHUX (axiBiliB, Ta 3ale3neyye HaAOaHHS HHUMH BIIMOBIIHHUX
KOMIIETEHLIH Ta CIPOMOXKHOCTEM WIOAO BHPILIEHHS aKTyallbHUX 3aBJaHb
3a0e3neyeHHs Oe3leku aBTomaTH3allii Ol3Hec-IpoLeciB, eKOHOMIYHUX 3aBJlaHb,
MUTaHb IOBCSAKISHHOI OMepauiiHOl MiJbHOCTI MIANPUEMCTB 3 ypaxyBaHHIM
TEeXHOJIOTIYHUX MOYKJIHUBOCTEH JepkaBu, MoTped Oi3Hec-ChiIbHOTH YKpaiHU Ta
MEepPCreKTUB PO3BUTKY TEXHOJOrH Ha Jep:KaBHOMY PIBHI [Uls YCHILIHOTO

BIIPOBA/KEHHS HA PUHKY Mpalli.

KepiBHUK OCBITHIX Mporpam
Kommnasii Distributed Lab, ﬁ, :
( i

KaHIMJaT TEXHIYHUX HayK Ounena BOJIOIIYK
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Penen3is

Ha ocBiTHbO-nipodeciiiny nporpamy «KidepOe3nexka» 3a cneniajabHicTio 125 «KidepoOe3neka
Ta 3aXMCT iHpopmauii» nepmoro (0akajaaBpcbKoro) piBHs Buuoi ocsitu B HanionainbHomy
TeXHIiYHOMY YHiBepcuTeTi «XapKiBCbKUH MOJITeXHIYHNUH IHCTUTYT».

CydvacHi BUMOTM PHMHKY TIparli Ta BHUKIWUKH, 1[0 CTOSTh TeEpe] TEMNEepiliHIM CYCHIJIbLCTBOM,
3YMOBIIIOIOTh HEOOXIJHICTh TIepeopie€HTallll HAIlIOHAIBHUX 3aKJIa/iB BUIOI OCBITH Ha 3MIHY CTPYKTYpH,
3MICTY, Oprasizamii Ta METOJIB HaBYaHHS, a TAaKOX Ha CYTTE€BE IOCHJICHHS B OCBITHIX MporpaMax
NPaKTUYHOT CKJIa70BOI. OKpEMO CiIiJil HAaroJOCUTH Ha HEOOXiTHOCTI 3aJy4YeHHs O HaBYAIBHOTO MPOIECY
npodecioHa B 3 METOI SIKICHOI IMiJTOTOBKM BHMITYCKHHKA 13 BHIOK TEXHIYHOIO OCBiTOI0. DOpMYBaHHS
IT-daxiBis, SKkui MOEAHYE TEOPiIF0 Ta MPAKTHKY Y CBOIM mpodeciiiHii AiSUIBHOCTI, € 3amopyKoro
3a0€3MeUeHHs 1HHOBAIIIHHOTO TIiAXOMYy A0 BUKOHAHHS HHUM 3aBllaHb, SIKI CTaBJIATHCSA CHOTOIHI Iepen
cy0’eKTaMU TOCIIOapIOBaHHS B YKpaiHi Ta CBITI.

Bucokuit monut Ha IT-cnemianmicTiB, 3MaTHUX BNPOBAHKYBAaTH Ta BUKOPUCTOBYBATH 1H(pOpMaIiiHi
CHUCTEMH Ta TEXHOJIOTII y PI3HUX Tally3sX JIFOJCHKOI MIsUIBHOCTI, 0COOIMBO HAIIIOHAJIBHOI Oe31eKku, popMye
KOHKYPEHTHHM PHUHOK OCBITHIX MpOTpaM, IO 3all0YaTKOBaHI OCTAaHHIMU pOKaMM y 0araThbox 3aKiaziax
BHIIIOT OCBITH YKpaiHU Ta JO3BOJISAIOTH 3700yBauyaM BHUIIOI OCBITH 00paTH cydacHi npodecii, 3arpedyBaHi
Ha puHKy mpami. Tomy, yHikameHicTh maHoi OIIIl, 3abe3nedeHHs] SKICHOT MIATOTOBKH Ta ypaxXyBaHHS
perioHaIbHUX acCIeKTiB BiJIrpae 3HAYHY POJIb y BUOOPI BCTYITHUKAMHU 3aKJIay BHUIIOT OCBITH.

Perien3oBana  ocCBiTHBO-TIpodeciifHa mporpamMa sBJISE COOOK 3MICTOBHO 3aBEpIICHUN 1
METOJIOJIOTIYHO BHBAXCHHH JOKYMEHT 3 TpodeciiHO OOTpyHTOBaHMM 1 JIOTIYHO CKOMITOHOBAaHUM
MEepPEeTIKOM KOMITOHEHTIB; BOHA BIJAMOBiAa€ KOHIIEMIIi CTYICHTOIIEHTPOBAHOTO HAaBUYaHHsS, HarajibHUM
nmoTpebaM TMiAroTOBKM (haxiBIB 3 BIAMOBIAHOT CHEIiaTIbHOCTI Ta 3/1aTHa 3a0e3meuyBaTv, B pas3l il
YCHINTHOTO MPOXO/KEHHS 3/100yBayaMu, MOXKIIUBICTh 3MIMCHEHHS IPAKTUYHOI (PaxoBoi MIsITBHOCTI B Tamy3i
KibepOe3reku Ta 3axucTy iHdopmartii.

Pesynbratn HaBUaHHS Ha PiBHI BCi€i mporpamMu Ta OKPEMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUIBLHO, BOHU chopmynboBaHi B pamkax (axoBux (IIPEIMETHO-CIEIIaTbHUX) 1 3arajbHUX
KOMIIETEHTHOCTEH, 70 SKUX BXOJAUTH 3HAHHS, PO3YMIHHS, YMIHHS Ta HaBUYKH, 3IaTHOCTI Ta I[IHHOCTI.
PiBeHb KOMITETEHTHOCTEH LIJIKOM BIATIOBITAa€ 3a/I€KIapOBAaHOMY PiBHIO OCBITHBOI TPOTPAMH.

3aranom OIIIT mae minkoMm cTpyKTypoBaHuil 1 JoriuyHuii BUrsa. CTpyKTypHO-JIOTidHa oOyaoBa
BUKJIQJIaHHsI OCBITHIX KOMIIOHEHTIB 3a0e3mneuye 3100yBayam nocsiruienHs Metu OlIII1, a came HaOyTTs
HEOOX1HUX ISl TIOJANIBIIIOTO TIPAICBIANITYBaHHS KOMIIETEHTHOCTEH. OCBITHI KOMITOHEHTH, SIK
000B'SI3KO0BI, TaK 1 BUOIPKOBI, MiAI0paHi 3 ypaxyBaHHSIM HOBITHIX TEHJEHIIIH 1 311aTHI 3a0€3MEUNTH IKICHY
BHUIILY OCBITY B LI{ rays3i.



[TpoanamizyBasmm nany OIIII, excrieptu Big IT-koMmaniit poOOTOMABIIB OKPECIHIIN ii HACTYTHI
MMO3UTHUBHI CTOPOHHM Ta HaJlaJ Il KOMEHTapl i peKoMeHaIlii, a came:

- 4iTKO c(OpMY/IbOBaHI MeTa, XapaKTePUCTUKH, OPIEHTALlis HA OCHOBHUH (OKYC Iporpamu;

- JIOT19HO C(hOPMOBAHUI MEPETIK OCBITHIX KOMIIOHEHTIB Ta iX B3a€MO3B'SI30K;

- 0COOJIMBO XOYETHCS BiI3HAYHUTH, IO BEJIMKA YBara NpUIiI€ThCS BUBYCHHIO aHTJTIHCHKOT
MoBH. Lle Haa3BHYaltHO BaXIIMBO B CY4aCHOMY CBITI TEXHOJIOT1H, OCKUIBKH OLIBIIICTh 1H(GOpMaLIHHUX
pecypciB 1 JOKyMEHTallii JOCTYIHI came aHIIiHChKOIO;

- porpama BUKOPHUCTOBYE KypcH MepekeBoi akaneMii Cisco, 10 OXOIUTIOITh TaKi BayKIUBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
HaJa€ yYaCHUKaM MiIHy 0a3y 3HaHb 1 MPAKTUYHUX HABUYOK, SIKI € KPUTUIHO BOKJIUBUMH JIJIS YCIIXY B M
ramxysi;

- MIPOTIO3UITIS TPUIAUIATH OiJIbIIIE YBaru OIMIAHYBAaHHIO IPUHIIMIIIB Oe3eku B 6a3ax manux. Lle
BKJTFOYA€ PO3YMIHHS MEXaHI3MIB 3aXUCTY JIAaHWX, YIIPaBJIIHHS JOCTYIIOM Ta BIPOBAKEHHS METOIIB
mupyBaHHS;

- MIPOTIO3HILisl AaKIIEHTYBATH yBary Ha BUBYCHHI XMapHUX TexHoJori# 1 DevOps, 110 103BOJIUTH
crieriajicTaM IHTerpyBaTH O€3MeKOBl MPAKTUKH Ha BCiX eTanax po3poOku 1 excruryatartii [13, Bkitogaroun
yIpaBTiHHSA KOH(ITypaIisMu, aBTOMaTH3AI[iI0 PO3TOPTAHHS Ta MOHITOPHHT. Lle 3MeHIye pu3nuku i
MIJIBUIILY€ 3araJIbHy O€3IeKy CUCTEM.

B minomy OIIIT «Kibep6esneka» 3a cnemianpHicTiO 125 «KibepOesneka Ta 3axucT iHhopMarii»
nepmioro (6akaaaBpChbKOTO) PiBHS BHINOT OCBITH HAJA€ TIO3UTUBHE BPAXKCHHS, € Cy4acHOI0, BIAMOBIIa€e
3almMTaM pUHKY Tpaii y cdepi kibepOe3neku Ta 3axucty iHpopMmarllii Ta 3adbe3nedye GopMyBaHHS
KOMIIETEHTHOCTEH, HEOOX1THUX JIJIsl O3B’ sI3aHHSI THUIOBHX 3a/1a4. BBakaemo, 1o perienzoBana OIIIT moxe
BIPOBAKyBaTUCh B HallioHaTbHOMY TEXHIYHOMY YHIBEPCHTETI « XapKiBChKHUM MOMITEXHIYHUN 1THCTUTYTY.

BukonaBuuii aupexTop
I'C «XapkiBchbKuil Ki1acTep

iH(pOpMaLiHHUX TEXHOIOT1i» 7 7 Onbra HHIAIIOBAJI

2025 pik

eFEP
HOOPMAIINE
TEXHOJIOITH"
N239887790



HEPEAMOBA

Binnosinae CranmapTy BHIIOT OCBITH TIepIIoro (6akaaaBpChbKOTO) piBHS ramxy3i 3HaHb
12 “Indopmariitni texHonorii”, cmemiaabHocTi 125 “KibepOesmeka Ta 3axucT
iH(popMaIii”’, 3aTBEpKEHOTO Ta BBEJCHOrO B Jil0 Haka3oM MIiHICTEPCTBA OCBITH 1
Hayku Ykpainu Bix 29.10.2024 p. Ne 1547.

Po3pobneno pobouoio rpymoro ocBiTHBO-TIpodeciitHoi mporpamu “Kibepbesmeka”

BUYAJILHO-H BOT IHCTUTYT MO IOTEPHUX  HAVY T iH MaIdHHUX
HaByanbHO-HAYKOBOrO  1HC KOMIT ¥OTED ayvk Ta 1HdopMmami

TeXHOAT1H HarioHanhbHOTO TEXHIYHOTO YHIBEPCUTETY ‘‘XapKiBCHbKUU MONITEXHIYHUN
HCTUTYT’ 'y CKJIaJIi:

I'apanT ocBiTHBO-TIPO(eciiiHOI mMporpamMu
Cepriiit  €BCEE€B, nmokrtop TtexHiyHMX Hayk, mpodecop, 3aBimyBad xkadenpu
KiOepOe3meK.

Ynenu podouoi rpynu OIIIL:
1. Onera KOPOJIb, kanmuaar TexXHIYHUX HAVK, JOIEHT, JONEHT Kadeapu

Ki0epOe3neKHu.

2. Cepriit IOT'ACIM, 10KTOp TeXHiYHMX HayK, JOLeHT, mpodecop xadeapu

Ki0epOe3neKHu.

3. Cranicias MIJIEBCBKHWM, 1oKTOp TEXHIYHMX HAVK, 10OLEHT, npodecop xabenpu

Ki0epOe3eKu.
4. Miaga CIIIKO, crynenrka rpyou KH-11226.




1. MPO®LIb OCBITHbO-MIPO®ECIMHOI IPOT'PAMMU 3A
CIEUIAJBHICTIO 125 — KIBEPBE3IEKA TA 3AXUCT IHOOPMAILIII

1 — 3aranbHa indopmanis

Buiunii HaBuanpHMiA
3aKJIaJl Ta CTPYKTYpPHHI
1 IPO3 LT

Hamionanbamii  TexHiyHUN  yHiBepcUTeT  “XapKiBChKHIA
MOJIITEeXHIYHUIA 1HCTUTYT ,

HapuanbHO-HayKOBHI 1HCTUTYT KOMIT FOTEPHMX HAayK Ta

1HOOPMAIIWHUX TEXHOJIIIN
Kadeapa kidepbe3neku

CryIiHb BUIIOT OCBITH Ta
Ha3Ba kBaiikarii
(ocBiTHBOI, TTpOdeciiiHol)
MOBOIO OpPHUTIHATY

bakanasp

OcgitHa kBanmidikaiis: OakanaBp 3 KibepOe3meku Ta 3aXUCTy
iHhopmarrii.

Kpamidikamis B aurmiomi:
3axXuCcTy iH(popMmaIrii.

OakamaBp 3 KiOepOe3nekn Ta

[Tpodeciiina
KBaTidikaIis

Biacyras

dopma HaBYaAHHS

[HcTuryniiina (oyHa (IeHHa)), 3a04YHa.

Odiniiina Ha3Ba ocBiTHROI | KiGepOesneka
porpaMu

HazsBu criemiamizamiii Biacyras
(mpeameTHHUX

CHEIiaIbHOCTEH)

Tun guraIoMy OJIMHUYHHM,
CHiIbHUN (TTOABIMHUIA) 32
HasIBHOCTI Ta 00csT
OCBITHBOI MMPOTPaMHU

Jumiom 6akanaBpa, onuanyauil, 240 kpeautis €EKTC, Tepmin
HaBuYaHHs 3 poku 10 mics1iB

HasBHicTh akpeaurarii

HarionanpHe areHTcTBO 3a0€3e4YeHHS IKOCT1 BUIIIOT OCBITH.
Ceptudikar npo akpeauTarlito ocBiTHbO1 mporpamu Ne 9111.
Tepwmin aii — 01.07.2029p.

[uxn/piBeHb [Tepmuii  (OakamaBpchkmii) piBeHb BuUIoi ocBithH; HPK
VYkpainm — 6 pieenb; EQF LLL — 6 pienp; FQ-EHEA—
MEePIIUN [IUKII.

[TepenymoBu Jns 3m00yTTS  OCBITHBOTO  CTyINeHs  OakamaBpa  3i
cnemianbHocTi 125 KibepOesneka Ta 3axucT 1H(popMarlii

MOXYTh BCTYNAaTH OCOOM, SIKi 3700yJM TIOBHY 3arajibHy
CEPEIHIO OCBITY.

[IpuitoMm Ha OCHOBI 3100yTOro CTYNECHS MOJIOJIIOTO
OakanaBpa, (paxoBoro moJyoAmoro OakagaBpa ab0 OCBITHBO-
KBaTiQiKaIiiHoOro piBHS MOJIOIIIIOTO creriaiicra
3JIICHIOETHCSI B TOPSJIKY, BH3HAYCHOMY 3aKOHO/IaBCTBOM.

MoBa BHUKIaJaHHS

VYkpaincbka MOBa, AHTJIIIChKa MOBa

Tepwmin il OCBITHBO-
npodeciiHOil MporpaMu

BiamosigHo 10 Tepminy aii cepTudikary
[epernsnaeTbes NOPIYHO

ITocuanHs Ha MOCTiiiHE
PO3MIILICHHS OTHCY
OCBITHBO-TIPOQeCIHHOT
MporpamMu

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyvuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 — Meta ocBiTHBO-nIpodeciiiHOl mporpamMu

[TlinrotoBka (axiBuiB, 3AaTHUX BHUKOPUCTOBYBATH 1 BIPOBAKYBATH TEXHOJOTIT
iH(hopmaItiifHoi Ta/abo kibepOe3neKkH, a TAKOK TEXHOJIOT1H MUPPOBOT EKOHOMIKH.

3 — XapakTepucTHKa OCBITHBO-IpogeciiiHoi mporpamu

[Ipenmerna obnacts | 'any3b 3Hanb: 12 “Iadopmariitai TexHoIOTIi”

(ramy3b 3HaHb, CrnenianbhicTh: 125 “KiGepbe3neka Ta 3axuct iHpopmarii

CIIeLiaIbHICTD, O0’¢KTH BUBYEHHS:

crerriamizaris abo — TEXHOJIOT11 KibepOe3reku Ta 3axucty iHdopMmaiii;

nmpeaMeTHa — MpOIECH YIpaBIiHHA KiOepOe3mekow Ta 3aXxucToM iH(opmMarii,

CHEeIiabHICTh (32 o0'extn 1H(MOPMALIIHOI AISUTBHOCTI, B TOMY YHCII 1H(QOpMAaIIiiiHi Ta

HAsIBHOCTI)) iH(pOpMaILiifHO-KOMYHIKAIIHI cucTeMH, 1HQOpMaIliiiHI pecypcH 1
TEXHOJIOTII.

Ilisi HaBYaHHS: MAroTOBKA (paxiBIliB, 3JaTHUX BUKOPHUCTOBYBATH 1
BIIPOBAKYBAaTH TEXHOJIOTIi KiOepOe3nekn Ta 3axucTy iHpopmartii
Ta pO3B’sI3yBaTH CKJIAJIHI 3a7adl y Taimy3i KioepOe3neku Ta 3aXUCTy
iH(popMaIii.

TeopeTnunuii 3MicT npeaMeTHOI 00J1aCTi: TPUHIIMITH, KOHIIETIIIIT,
TeOopii 3aXUCTY JKUTTEBO BAXIIUBUX IHTEPECIB JIFOJIMHU, CYCIIILCTBA,
JepKaBH TijJ dYac BUKOPHUCTaHHS KiOepmpocTopy, 3a sKOTO
320€3MeYyThCS CTAINN PO3BUTOK 1H(POPMAIIIHOTO CYyCTIBCTBA Ta
M (POBOTr0 KOMYHIKATUBHOTO CEPEJIOBUINA, CBOEYACHE BUSBIICHHS,
3armo0iraHHs 1 HEWTpasi3allisi peajbHUX 1 TMOTEHIIWHUX 3arpo3
HaI[lOHAJIbHIN Oe3reni YKpainu y KibeprmpocTopi.

MeTtoan, MeTOOMKH Ta TEeXHOJIOTIi: METOAM, METOIAMKH Ta
TEXHOJIOTii pO3B’S3aHHS TEOPETUYHUX 1 TMPAKTHYHUX 33134
KibepOe3neku Ta 3axucTy 1H(popmariii.

IncTpymenu Ta oOJagHAHHSA: 3aco0M, TIPUCTPOI, MEPEIKHE
yCTaTKyBaHHS, TPUKIAJHE Ta  CIeliali30BaHe  MPOTpPaMHE
3a0e3neYeHHS, iHQopmarlliiHi  CHCTEMH  Ta  KOMIUICKCH
MPOEKTYBaHHS, MO/ICITFOBaHHS, KOHTPOJIIO, MOHITOPHUHTY,
30epiranHs, 0oOpoOKH, BIZOOpakKeHHS Ta 3aXHUCTy JAaHHUX
(1rdopmaIiiHUX TTOTOKIB).

Opienranis ocBiTHbOi | OcBiTHBRO-TIpO(eciiina. [liaroroBka (axisiiB y cdepi kibepdbesneku
mporpamu Ta 3aXHUCTY iHpopMaIIii.

OcHoBHHUIT Pokyc CreuianpHa oOcBiTa y ramy3i 1HQOpPMAIIHHUX TEXHOJIOTIM 31
OCBITHBOI mporpamu | cnemianbHocTi 125  “KibepOesmeka Ta 3axuct iH(opMmarii”.
Ta crneniamsarii abo [Tormubnene BUBYECHHS 1HGQOPMAIIHHUX TEXHOJOTIM 3aXHCTY

nmpeaMeTHa iHdopmartii, iHpopmariitHoi Oe3rneku, kidepOe3meku, Ta Oe3meKu
CHeliabHICTh (3a iHpopmartii,  po3poOKkM  Ta  BUKOPHUCTAHHS  MPOTPAMHOIO
HasIBHOCT1) 3a0e3neYeHHs 3aXUCTY iHdopMmarrii, KibepOe3nexu Ta

iH(hOopMaIliifHOi Oe3MmeKH.
KirodoBi croBa: kibepOesmneka, iH(opMariitHa Oe3rneka, 3aXHCT
iHdopmartii, iHpopMaIiitHi TEXHOJIOT1I.

Oco0nuBocTi OcoOnuBicTio mporpamu crenianbHocTi “KiGepOesneka Ta 3axucT
mporpamu iH(dopmarlii” € opieHTallis Ha CydacHI BUMOTH 10 (axiBIliB B Taiy3i
iHdopmartiifHoi Ta/abo Kibepbe3neku, HaObyTTs 3100yBadaMu BUIIOT
OCBITH KOHKYPEHTOCIPOMOYKHMX KOMIIETEHTHOCTEH Ha OCHOBI
CHUHEpPTi3My OTpPHMMaHHs pe3yJbTaTiB HaBYaHHSA 3 1H(opMaIiitHoi




Ta/abo KkiOepOe3rneku Ta MpOrpaMyBaHHS, BUKOPHCTAHHS KYypCiB
mepexeBoi akanemii Cisco 3 Networking, Cybersecurity, IoT &
Data Analytics, OS and IT, Programming Courses. MoxJuBicTb
HABYATHCS aHTJI1ICHKOI0 MOBOIO.

4 — IlpuaaTHiCThL BUNIYCKHHKIB

J10 MPaleBJIAIITYBAHHSA TA AKaeMi4Hi IPaBa BUNYCKHHUKIB

[TpunaTHicTh 110
MpareBIall TyBaHHS

[IpanesnamryBaHHs Ha nocaau y CTPYKTYPHHX
yCTaHOB/MIANIPUEMCTB/OpraHi3alliid, sKi mependayaroTb HasBHICTb
BHINNOiI OCBITH 31 cnemianbHOocTi 125 KibepOesnieka Ta 3aXwCT
iHdopmarrii.

QaxiBii 3 KkibepOesnekn Ta 3axucTy 1HpOpMaAIi MOXYTh
mpamoBaTd  Ha  [OCaAax, 3TiAHO 3  YHHHOIO — PEAAKIEIO
Harmionanenoro knacudikaropa Yipainu: Knacudikatop mpodeciit
JIK 003:2010, a came:

2139.2 daxisenp chepu 3axucty iHpopmariii;

2139.2 daxiBenb 3 nUTaHb Oe3neku (iHGpopMaIitHO-KOMYHIKAIiiTH1
TEXHOJIOT11);

2139.2 daxiBenb 3 NIATPUMKH IHPPACTPYKTYPH KiOEp3axuUCTy;
2139.2 daxiBenp 3 pearyBaHHs Ha IHIIMJACHTH KiOepOe3nekH;

2139.2 daxiBerp 3 kpuntorpapiyHOTO 3aXUCTy iH(pOopMaIrii;

2139.2 daxiBerp 3 TEXHIYHOTO 3aXUCTy 1H(popMarrii;

2139.2 daxiBenb 3 TECTYBaHHS CUCTEM OE3MEKU Ta 3aXUCTY
iH(hopMmarrii;

2139.2 AyauTop iHpopMaIitHUX TEXHOJIOTIH (3 Ki0epOe3nekn);
2139.2 daxiBerb 3 OIIHKH 3aXO0/IIB 3aXUCTy 1HPOpMarii
(xki6epOe3mnexn).

AxkanemivHi IpaBa
BHITYCKHHUKIB

3100yBadi OCBITH, SIK1 MMPOUIILIA MIATOTOBKY 3a JaHOK HABYAIHHOIO
IporpamMor0 Ta OTpPUMajM JWIUIOM OakajiaBpa, MalTh MPaBO Ha
3100YTTS OCBITH Ha Jpyromy (MaricTepchbKoMy) piBHI BHIIOT OCBITH
y 3BO VYkpaiau Ta 3a KOpJIOHOM B Tany3i 3HaHb ‘‘[HDopmariiini
TEXHOJIOTIi” a00 CyMDKHHX. 3100yTTs a00 BIOCKOHAJICHHS OCBITH
Ta Mpo¢eCifHOI MATOTOBKU B CHCTEMI JOPOCIIHX.

5 — BukjagaHHd Ta OiHIOBAHHSA

Buximananas ta
HaBYaHHS

CTyAeHTOIEHTPOBaHE HaBYaHHS, pOOJIEMHO-OPIEHTOBaHE
HaBYaHHS, [OHWCTAaHIIMHE HaBYaHHS B cuctemi Microsoft 365,
CaMOHABYaHHS, HABYaHHS 4Yepe3 NPOEKTHY TNPaKTUKY, HaBUYAHHS
yepe3 JabopaTOpHy MpakTHKy. Y  Tpoleci  BUKIAJaHHS
nepen0aveHo 3acTOCYBaHHS TaKMX HaBYAJIbHMX TEXHOJIOTIH, SIK:
JIeKIIii, 1abopaTopHi poOOTH, IPAKTUYHI 3aHATTS, poOOTa B MaJUX
rpymnax, ceMmiHapH-IucKycii, brainstorming, mpe3eHTallli, 110
pPO3BHBAIOTh KOMYHIKAQTHBHI Ta JIiJIEPChKI HAaBUYKH, CaMOCTIHHA
poboTa 3 JiTepaTypHUMH JDKEpenaMu; 3Mimani GopMu HaBYaHHS 3
BUKOPHCTAaHHSIM JUCTAHIIIMHUX TIATPOPM.

O1iHIOBaHHS

MOHITOPHHT 3HaHb Ta yMiHb CTYJICHTIB 3HIHMCHIOETBCS Yy (opmi
MOTOYHOTO Ta MiJICYMKOBOTO KOHTPOJTIO.

[ToTo4yHMI KOHTPOJIb — YCHE Ta MHUCHMOBE OIMTYBAaHHS, OIliHKA
pobOTH B ManMX Trpymnax, TECTyBaHHS, 3aXUCT TPYNOBUX Ta
IHIUBIyaTbHUX HAYKOBO-JIOCIITHUX 3aB/IaHb.




[TincyMKOBHMI KOHTPOJb — YCHI Ta MHCHMOBI €K3aMEHH, 3aJiKd 3
ypaxyBaHHSIM HAaKONMHMYCHHX OaliB MOTOYHOTO KOHTPOJIO, 3aXHCT
3BITIB 3 Ja0OPATOPHHUX 3aHATh, 3aXHUCT KYpPCOBUX POOIT.

Jlep>kaBHa aTecTallisl — €IUHUN Jep>KaBHUN KBaTi(iKaIlIHHUMA 1CTIUT.
O1iHIOBaHHSA 3OIMCHIOETBCS 32  HaIlOHAJBHOIO [IKAJIOIO
(“BiAMIHHO”, “mobpe”, “3aJ0BIJIBHO”, “He3aJI0BIIBLHO™),
100-6anpHOM0O mKaior Ta mkaigow ECTS (A, B, C, D, E, FX, F).

6 — IIporpamMHi KOMIIETEHTHOCTI

InTerpanbpHa 31aTHICTH PO3B’SA3yBaTH CKJIA/IHI CIellialli3oBaHi 3a7a4i 1 MpaKTHYHI
KOMIIETEHTHICTh 3aBJIaHHA y Taly3i KibepOe3neku Ta 3axucty iHdopmarrii.

3aranbHi 3K1. 3gaTHicTh 3aCTOCOBYBATH 3HAHHA y MPAKTUYHUX CUTYAIIIsX.
KOMITETEHTHOCTI 3K2. 3nanHs Ta pO3yMiHHS HpeaMeTHOi o00jacTi 1 po3yMiHHS
(BU3HAUYCHI npodeciiHOi TiSTBHOCTI.

CTaH/apTOM BHIIIO]
OCBITH
CHEIiaTbHOCT1)

3K3. 3paTHICTh CHUIKYBAaTHCS AEP>KaBHOI MOBOIO SIK YCHO, TakK 1
MUCHEMOBO.

3K4. 3n1aTHICTh CHIJIKYBATHCS 1HO3EMHOI0 MOBOIO.

3KS5. 31aTHICTh BUMTHCS 1 OBOJIOAIBATH CyYaCHUMH 3HAHHSIMU.

3K6. 3matHicTh peanizyBaTh CBOI mpaBa 1 OOOB’SI3KM SIK 4JI€HA
CYCHIBCTBA, YCBIAOMITIOBATH IIIHHOCTI TPOMAJSHCHKOTO (BIIBHOTO
JEMOKPaTUYHOTO) CYCIJIBCTBA Ta HEOOXIAHICTh HOTO CTajoro
PO3BUTKY, BEpPXOBEHCTBA TMpaBa, NpaB 1 cBOOOA IIOJUHU 1
rpoOMaJITHUHA B YKpaiHi.

3K7. 3paTHiCTh yXBaJOBAaTH pIlIEHHS W MIATH JOTPUMYIOUHUCH
MPUHIIAITY HETPHUITYCTUMOCTI KOpYyMIlii Ta OyAb-SKHX 1HIIUX
MPOSIBIB HEAOOPOUECHOCTI.

3K8. 3naTHicTh 30epiraTu Ta MPUMHOXKYBATH MOPaJIbHI, KyJIbTYpHI,
HAyKOBI1 IIIHHOCTI 1 JIOCATHEHHS CYCHUIHCTBA Ha OCHOBI PO3YMIHHS
iCTOPiT Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOT 001acTi, i1 Micis
y 3arajibHiii CHCTeMi 3HaHb MPO MPUPOAY 1 CYCHIIBCTBO Ta Y
PO3BUTKY CYCHIIBCTBA, TE€XHIKM 1 TEXHOJOTH, BUKOPHUCTOBYBATH
pi3HI Buau Ta (OpPMH PYXOBOI AaKTUBHOCTI Ui AaKTHUBHOTO
BIJINOYMHKY Ta BEJCHHS 3JOPOBOI0 CIIOCOOY JKUTTH.

CrenianpHi (haxosi)
KOMIICTEHTHOCTI
(BU3HAUCHI
CTaHJAPTOM BHIIO1
OCBITH
CIEIIaTbHOCTI)

CK1. 3pgaTHiCTH 3aCTOCOBYBaTHM 3aKOHOJaBYy Ta HOPMATHBHO-
MpaBoBYy 0a3y, a TAKOX JeprKaBHI Ta MI>XHAPO/IHI BUMOTH, MPAKTUKH
1 cTaHgapTH y npodeciiHii AisUTbHOCTI.
CK2. 3pmatHiCTh BHKOPHUCTOBYBAaTH iH(OpMaIliiHI TEXHOJOTIH,
CydacHI MeToau 1 Mojenell KibepOe3lmeKh Ta CHCTEM 3axHUCTy
iH(hopmarrii.

CK3. 3patHicTh 3a0e3medyBaTH HEMEPEPBHICTh Oi3HEC-POIECIB

3TiTHO  BCTAHOBJICHOI TMOJITHKHA KiOepOe3nmeku Ta 3axucTy
iHdopmarrii.
CK4. 3parnicte  3abe3medyBaTd  3axucT  iHGopmarlii B
iHQopMmaliiHX Ta  1HQOPMAIITHO-KOMYHIKAIIIMHUX  CHCTEMax
3TiTHO  BCTAHOBJICHOI MOJITUKH  KiOepOe3mekn W  3aXHCTy
iHdopmarrii.

CK5. 3nmaTHiCTh BiJHOBIIOBATH (YHKIIIOHYBaHHS 1H(pOpMaIiiHNX




Ta iHPOpMAIIHHO-KOMYHIKAIIIMHIX CUCTEM IICIIs peaizalii 3arpos,
3MicHeHHsT KiOeparak, 300iB 1 BIAMOB pI3HUX KJIaciB Ta
MTOXO/IPKEHHSI.

CKe. 31aTHICTh BIIPOBA/KYBaTH Ta 3abe3nevuyBaTu
GYHKITIOHYBaHHS KOMIUIEKCHMX CHCTEM 3axUCTy iH(opmarrii
(KOMIIIIEKCH HOPMATHUBHO-TIPABOBUX, OPTaHI3aIliiHUX Ta TEXHIYHHX
3ac00iB 1 METO/IIB, MPOLIETYP, IPAKTUUYHUX MPUHOMIB TOIIIO. )

CK7. 3paTtHicTh 3piiicHIOBaTH TpodeciiiHy AISUIBHICT Ha OCHOBI
BIIPOBA/DKEHOT ~ CHUCTEMH  yHOpaBiiHHA  iHGOpMaIliiiHOIO  Ta
Kibepbe3nexoro.

CKS. 31aTHICTD 3aCTOCOBYBAaTH METOIU Ta 3acoou
KpunrorpagpigHoro 3aXUCTY iHpopmarrii Ha 00’exTax
iH(OpMaIlIHHOI TISITBHOCTI.

CK9. 3parHicTh 3aCTOCOBYBAaTH METOAM Ta 3aCOO0M TEXHIYHOTO
3axucTy iHopmarllii Ha 00’ ekTax iHPOpPMAIIHOT AISITHHOCTI.

CK10. 3patHicTh BHMKOHYBAaTH MOHITOPUHT  1H(OpMaIiHHUX
MPOIECiB,  aHATI3yBaTH, BUSBIATH,  OIIIHIOBAaTH  MOJKJIMBI
Bpa3JMBOCTI Ta  3arpo3d  iHGoOpMalifHOMY  MmpocTopy U
iHQopMaIlIfHIM pecypcaM 3TiIHO 3 BCTAaHOBJICHOIO IOJITHKOIO
iH(hOopMaIIiifHOT OE3NEKH.

7 — Pe3yJbTaTH HABYAHHS

Pe3ynbTaTi HaBYaHHS
3a CHeliaJIbHICTIO
(BU3HAUCHI
CTaHJapTOM BHIIIOI
OCBITH
CIEIIaTbHOCTI)

PHI1. BinbHO crinkyBaTHCs JepKaBHOI MOBOIO YCHO Ta MTUCHbMOBO
MIPU BUKOHAHHI MTPoQeCiiHNX 000B’SI3KIB.

PH2. ChinkyBaTucsi 1HO3€MHOIO MOBOIO 3 METOI0 3a0e3NeyeHHS
e(heKTUBHOCTI MpodeCciifHOT KOMYHIKaIIii.

PH3. 3actocoByBaTy NpUHIIUI HEMPUITYCTUMOCTI KOPYMIIii Ta Oy/1b-
SKUX THITUX MPOSBIB HeJ0OpoUecHOCTI y mpodeciitHii TisTbHOCTI.
PH4. OpranizoByBaTu BJIacHY NpodeciiHy MisUIbHICTh, 0OMpaTH i
BUKOPUCTOBYBATH ONTHMAaJIbHI METOAU Ta CIOCOOM pO3B’SI3aHHS
CKJIQJHUX CIICMIaTi30BaHUX 3a]ad 1 MPaKTHYHUX MpoljaeM Yy
npodeciiiHii TisUTBHOCTI, OIIHIOBATH iXHIO €()eKTHBHICTD.

PH5. AmanizyBatm, apryMeHTyBaTH, MpUHAMATH pIIIEHHS TpH
pO3B’sI3aHHI CKJIQJIHUX CIEIiali30BaHUX 3a7ad 1 TPAKTHIYHUX
3aBAaHb Yy MNpodeciiHii MIsTIBHOCTI, SKI XapaKTepHU3yHOThCS
KOMIUIEKCHICTIO Ta HETIOBHOIO BU3HAYEHICTIO YMOB, BIAIOBIAATH 32
MIPUAHATI PIlICHHS.

PH6. AnanrtyBatucss 10 HOBHUX yMOB 1 TEXHOJIOTiH mpodeciitHol
TISTTLHOCTI, TPOTHO3YBATH KIHIIEBUH pe3yJIbTar.

PH7. 3acTocoByBaTH ¥ ajantyBaTu Teopii iHopmarii Ta
KOJYBaHHsI, MaTeMaTU4YHOI CTaTUCTHKH, 4uces, Kpunrtorpadii ta
crera”Horpagii, oOpoOJeHHS Ta Tmepenadi CUTHATIIB  TOIIO,
MIPUHITATIA, METOJIN 1 TTOHATTS KiOepOe3nekn Ta 3aXUCTy iHpopMaIrii
y HaBYaHHI Ta MPoQecCiiHIi MisITBHOCTI.

PHS. 3actocoByBaTu 3HaHHA il pO3YyMIHHS MaTeMaTHKU Ta (Pi3UKHU B
npodeciiiHii AiIpHOCTI, popMaizyBaTH 3a/1adi IPEeIMETHOI Taly3i
kibepOesmekn Ta 3axucty iH(opmamii, QopMmymoBatH  iX
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MaTEeMaTU4YHY IIOCTAaHOBKY Ta OOUpAaTH paIliOHATILHUNA METOJ
BUPIIICHHS.

PHY9. 3natu Tta 3acTocOoByBaTHM 3aKOHOJABCTBO YKpaiHUM Ta
MDKHApOJHI BUMOTH, TPAKTUKH 1 CTAaHJAPTH 3 METOK 3IIHCHEHHS
npodeciiftHoi  JisybHOCTI B ramy3i KiOepOe3nmeku Ta 3axucTy
iH(popMarii.

PH10. BukopucrtoByBatn cy4acHi iH(OpMAIiiHI TEXHOJIOTI],
METOH 1 MoJiesi KiOepOe3eKn Ta CUCTEM 3aXUCTy 1HGopMaIli 1is
3MIHCHEHHS TTPOQECIHHOT TiSTBHOCTI.

PHI11. IlnanyBatu miAroToBKYy Ta 3a0e3nedyBaTH HEMEPEPBHICTH
Oi3HEC-TIPOIIECiB B OpraHi3amisiX 3rigHO 31 BCTAHOBJICHOIO
MOJIITUKOI KibepOe3nekn 3 ypaxyBaHHSAM BHUMOT JO 3aXUCTY
iHdopmarrii.

PH12. 3actocoByBatn Meroau Ta 3aco0H 3axucty iHdopmarii B
iHQopMmaliiHX Ta  1HQOPMAIIHO-KOMYHIKAIIIMHUX  CHCTEMax
BI/IMMOBITHO JI0 BCTAHOBJICHOT MOJITHKHU 1H(POpMAaIiifHOT Oe3MeKH.
PH13. BmnpoBamkyBaTH, HaJalITOBYBaTH, CYNPOBOKYBaTH Ta
migTpuMyBatd  QYHKI[IOHYBAaHHS MPOTPAaMHUX 1 MPOTrpamMHO-
amapaTHUX KOMIUICKCIB 1 CHCTEM KiOepOe3lmekn Ta 3aXHCTy
iHopmariii gk HEOOXimHI Tporeaypu s  (PYHKIIOHYBaHHS
iHQopMmaliiHuX ¥ 1H(OpMAaIIHHO-KOMYHIKAI[IHHIX CHUCTeM Ta\abo
1H(pacTpyKTypu opraHizallii B IIOMY.

PH14. BupimryBatu 3ama4i ympaBiHHS IIPOIECAMH BiJHOBJICHHS
MTATHOTO (YHKIIOHYBaHHS 1HPOpMAMIHHUX Ta iHGOpMaIliiHO-
KOMYHIKaIlIMHUX ~ CHUCTEM 3  BUKOPHUCTaHHSAM  MPOLEIYp
pe3epBYBaHHS  3TiAHO  BCTAHOBJCHOI TMOMITHKA  Oe3mekw 1
3a0e3nedyBaTd  (PYHKIIOHYBAaHHS CHEIIAIbHOTO  MPOrPaMHOTO
3a0e3mnedYeHHs 10/10 3aXMCTY Ta BiIHOBJICHHS iH(popMaIii.

PH15. 36uparu, oOpoOusitu, 30epiraTi, aHami3yBaTH KPUTUYHI JIaH1
UL JToKazy peanizaiii kibep3arpo3, TpOBOIMTH aHaATI3 Ta
JOCITIJKEHHS KIOSPIHIIUAEHTY 3 METOI0 ONEPaTHBHOTO BiTHOBJICHHS
(dhyHKIIOHYBaHHS 1HPOPMAIIITHOT CUCTEMHU.

PH16. BupimyBaTtu 3amadi BHOPOBAa[KCHHS Ta CYIPOBOIY
KOMIUTGKCHUX CHCTeM 3axHcTy iHQopMmamii B 1HPOpMAIIHHUX
cUCTeMaXx.

PH17. 3aGesneuyBatu (yHKIIIOHYBaHHS CHCTEMH YIIPaBIIIHHS
KibepOesnekoro 1 3axucTtoM iH(opMaIlii opraHizailli, BKIOUYAOUH
MepcoHaJ Ta yOpaBJIIHHA  HACHIIKaMH  peaiizaimii  3arpos
iHopmariifHiii  Oe3meri B KPU30BUX CHUTyaIlisIX, Ha OCHOBI
3MIMCHEHHS MTPOIEAYpP KITBKICHOT 1 IKICHOT OLIIHKHA PU3HKIB.

PH18. AmnanmizyBaTu, 3aCTOCOBYBaTH METOAM Ta  3acoOu
KpunrorpagpigHoro 3aXUCTY iHpopmarrii Ha 00’exTax
iH(OpMaIIIHHOI TISITBHOCTI.

PH19. BupimryBatu 3amadi 11o/10 opraHizaiii Ta KOHTPOJIO CTaHy
KpUNTOrpadgigHOro 3axuUcTy iHQoOpMaIlii, 30KkpemMa BiJIMOBIIHO 0
BUMOT HOPMATHBHUX JIOKYMEHTIB.

PH20. Buznayatu 3arpo3u CTBOPEHHSI TEXHIYHUX KaHalliB BUTOKY
iHdopmarrii Ha 00’exTax iH(hOpMaIliiHOT TUSTTBHOCTI;
BIPOBA/DKYBATH 3aCO0M 1 3aXOJM TEXHIYHOTO 3aXUCTy iH}opmarrii
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BiJl BUTOKY TEXHIYHHUMH KaHaJlaMU, TIPOBOJUTH OOCIyTOBYBaHHS 1
KOHTPOJb CTaHy amapaTHUX 3aco0iB 3axucTy iH(opmarii Ta
KOMIIJICKCIB TEXHIYHOTO 3aXUCTy 1H(popMaIii.

PH21. BuxoHyBaTH  BNOPOBA/DKEHHS,  MIATPUMKY,  aHaJi3
e(eKTUBHOCTI CHCTEM BHSBJICHHS HECAHKIIIOHOBAHOTO JOCTYILY,
niii 3 iHdopmamicro B iHGOpMaIiiiHIi CcHUCTEeMi, BPa3IUBOCTEH,
MOXKJIUBUX 3arpo3 iHQopmaiiiHoMy mnpocTopy ¥ iHpopMaiiiHum
pecypcaM Ta BHUKOPHCTOBYBAaTM KOMIUIEKCH 3aXHUCTy s
3a0e3nedyeHHsT HEOOXITHOTrO PIiBHS 3aXHIIEHOCTI iHdopMmarlli B
iH(hOpMaIlIHHUX CHCTEeMaX.

PecypcHe 3a0e3neueHHs peaJizanii nporpammu

Kanpose
3a0e3MeYeHHs

BianoBigae kaapoBHUM BUMOTaM IIOJO0 3a0€3MEUYCHHS MPOBAKSHHS
OCBITHBOI MISUTBHOCTI Yy cdepi BHIOI OCBITH 3TiHO 3 JIFOYUM
3akoHomaBcTBOM  Ykpainu (IlocranoBa KabGinery MinicTpiB
VYxkpainu “Ilpo 3atBepmxenHs JIiNeH31HHUX YMOB MPOBAIKEHHS
OCBITHBOI IismbHOCTI 3aknaniB ocBitu” Bifx 30 rpymas 2015 p. Ne
1187, 31 3minamu, BHeceHUMH 3rigHo 3 [loctanoBoro KMY Ne 365
Big 24.03.2021. Jlomatok 15-16).

Ckmag poOodoi Trpymw OCBITHBOI TMporpamMu, MpodecopchKo
BHKJIAQJAUBKAA CKIIAJ, IO 3aJiSHUN 10 BHKJIAJaHHS HaBYAIbHUX
JUCITUILIIH 3a CHEIIabHICTIO BiIMOBIIAOThH JIIIEH31MHIM yMOBaM
MIPOBAHKEHHS OCBITHBOI TISNTBHOCTI Ha MepuioMy (0akaaaBpChbKOMY)
PIBHI BHIIOT OCBITH.

Jlo BUKIAmaHHS 3ally4arOThCS BHKJIaAadi-MPaKTUKH, (axiBIll Ta
cniBpoOiTHUKH [ T-KOMMaHi#, a TakoX 3aKOpJ0HHI (haxiBIli.

MarepianbHo-
TEXHIYHE
3a0e3MeYeHHs

BiamoBigae  TEXHONOTIYHUM  BHMOTaM IOAO  MaTepiaibHO-
TEXHIYHOTO 3a0e3MeYeHHS OCBITHBOI MISTIBHOCTI y cdepl BUIIOT
OCBITH 3TiJIHO 3 JiF0OYUM 3aKoHOJaBCcTBOM Ykpainm (IlocranoBa
kabinery wMiHicTpiB Ykpainu “TIpo 3atBepmxeHHs JlineH31iMHUX
YMOB MPOBAKEHHS OCBITHBOI MISIIBHOCTI 3akiaaiB ocBith’ Bix 30
rpyaas 2015 p., Ne 1187, 31 3MiHaMH, BHECEHHMH 3TiTHO 3
[ToctanoBoro KMV Ne 365 Bin 24.03.2021. TogaTtok 17).

HapuanbHO-HayKOBO-BHpOOHMYA ©0a3a y BHIJISAII: —HaBYalbHI

KOPITyCH, KOMIT IOTEpHI  KJIacH, 0o0’eqHAHI  JIOKAIHHOIO
OOYKCITIOBAJIBHOIO ~ MEPEXEI 3  BHXOJOM JO  IHTepHery,
MyJIbTUME I HE 00J1aIHaHHS,—CIIel1aa130BaHe nporpamMHe

3a0e3nedyeHHs, KiOepIIoIiroH.

Indopwmarriiine Ta
HaBYaJIbHO-
METOIUYHE
3a0e3MeueHHs

BignoBsizae — TEXHOJONIYHMM  BHMOraM  II[OJ0  HaBYaJbHO-
METOAMYHOTO0 Ta iH(opMmaliifHOro 3abe3rmedeHHsT OCBITHBHOI
TISTEHOCTI y cepl BUIIOI OCBITH 3TiHO 3 JiF0UYUM 3aKOHOJIaBCTBOM
Vkpainm (IloctanoBa KabGinety MinicTtpiB VYkpainu “IIpo
3aTBep/pKeHHs  JIIEH31MHUX YMOB  MPOBAJDKEHHS  OCBITHBHOI
nismpHOCTI 3akmaniB ocBiTH” Big 30 rpymas 2015 p., Ne 1187, (31
3MiHaMu, BHeceHMMH 3rigHo 3 IloctanoBoro KMY Ne 365 Bix
24.03.2021. Jonmatok 18).

[ndopmarriiine Ta HaBYaJIbHO-METOINYHE 3a0e3MeUeHHSs
HaBYAJILHOTO IIPOIIECY peaizyeTbcs HaAsSBHICTIO HEOOXITHOT
HaBYAJbHOI Ta METOAMYHOI JITEpaTypu: MIAPYYHUKH, HaBYAIbHI
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MOCIOHUKH, METOJIWYHI PEKOMEHJAIll 10 TNPaKTUIHUX 3aHATH,
caMocCTiifHOi ~ poOoTH,  cunabycu  OCBITHIX  KOMITIOHEHTIB
(https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-
komponentiv-125-bakalavr/).

[adopmariiini pecypcu po3MiiieHi y GoHgax HaykoBoi 0101i0TEKH
HTY “XIII”, caliTax BUITyCKOBHUX Kadeap.

Y nHaByanmbHOMy mpomeci 3actocoByerbcss LMS  (Learning
Management System).

9 — AkaaeMiuHa MOOIJIBLHICTD

HamionanesHa
KpeIuTHa
MOOLJIBHICTH

Ha ocHOBi TBOCTOpPOHHIX IOTOBOPIB MPO aKaJAeMiuHy MOOUIBHICTD 3
yHIBEpCUTeTaMH YKpaiHu. YTOIU MpO CHIiBIPAIO MO0 peamizarii
MporpaM BHYTPILIHBOT aKaJleMid4HOi MOOITBHOCTI 3/100yBaviB BUIIOT
OCBITH 3a OCBiITHBOIO Tporpamoro “KibepOesmeka” cremialbHOCTI
125 “Kibepbe3nexka Tta 3axuct iHdopmamii” 3 OjecbKuMm
HaIllOHAJIbHUM TEXHOJIOTTYHUM YHIBEPCHUTETOM, YEpHIriBChKUM
HaIllOHAJIbHUM TEXHOJIOTIYHUM YHIBEPCHUTETOM.

MixxHapoaHa
KpeauTHA
MOOLJIBHICTH

Ha ocHOBI JBOCTOPOHHBOTO JIOTOBOPY 3 YHiBepcHTEeTOM iM. SIHa
Jlnyromra B M. Yencroxosi (ITonbia).

HapuanHs iHO3eMHHUX
37100yBaviB BUITIOT
OCBITH

[TinroroBKa iHO3EMHUX TPOMAISH 3MIMCHIOETHCS 3T1THO 3 BUMOTaMH
YUHHOI'O 3aKOHOJABCTBA 3a YMOBM BHU3HAHHS IIOMEPEIHBOIO
OCBITHBOTO PIBHSI.
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https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-bakalavr/
https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-bakalavr/

2. MEPEJIIK OCBITHIX KOMIIOHEHT OCBITHBO-ITPO®ECIHHOI
MPOI'PAMU «KIBEPBE3IEKA» TA IX JIOTTYHA NOCJIIIOBHICTH

2.1 IlepeJtik KOMIIOHEHT OCBITHLO-NIPOdeCiHHOI MporpaMu

KoMmmnoneHnTy ocBITHBOI IporpaMu

. . dopma
(mMCIUIUTIHM, Kinpkictn .
Kon o/k cye . M1JICYMKOBOTO
MIPOEKTH / poOOTH, TIpaKTHKA, KBaTi(iKaIliiiHa | KPEeIHUTiB
KOHTPOJIIO
pobota)
1 2 3 4
1. 0606’a3x06i oceimni komnonenmu OIIIT
1.1 3azanvna niocomoeka
3111 Icmopia ma xynemypa Ykpainu 4,0 Exsamen
377 2 Ykpaincora Mmo8a (npoghecitinoco 3.0 Banix
CNPAMYBAHHS)
3113 Inozemna mosa 16,0 3anik, Exzamen
3114 Dizuxa 6,0 Exzamen
3075 Ocnosu ‘elyyfmimapno—qb‘ifzocoqbcwux 3HAHb Y 40 Exsamen
npogeciiiniu JisiibHOCMI
3116 Buwa mamemamuxa 12,0 3anix, Exzamen
311 Dizuune 6UXOBAHHS 4,0 3anix
1.2 Cneuianvna (paxosa) niocomoexka
CIl 1 Becmyn 0o cneyianvnocmi.  Osnatiomua 3.0 Banix
npaKmuxa
Cll2 OcHOBU NPO2PaAMY6aHHSL 4,0 Exsamen
CII 3 Teopis inghopmayii i Kooyeanns 3,0 Exzamen
Cli 4 IIpasose pecymiosanns kibepbesnexku 4,0 3anix
CIl5 Aneopummu ma cmpykmypu OaHux 5,0 Ex3amen
CIll6 Di3uuni OCHOBU MEXHIYHUX 3aC00i8 PO36IOKU 5,0 Exsamen
Ccii7 Inpopmayitina 6e3nexa deparcasu 3,0 3anix
CIlI 8 OcHosu coyianbHoi iHdcenepii 4,0 3anix
CI19 Mamemamuuyni ocHoéu Kpunmonozii 4,0 Exzamen
CII 10 Texnonoeii npoepamysanisi 5,0 Exzamen
Cll11 Komn'tomepni mepeorci 4,0 Exzamen
CIT 12 Apxzmeiﬁnypa ma  3aXucm — CYYacCHux 6.0 Banix
onepayiuHux cucmem
CIl 13 IHcmpymenmanvHi 3acodu NPpocpamyeants 6,0 Exsamen
CII 14 Ocnogu kpunmoepagiunoeo 3axucmy 6,0 3anix
CIl 15 O'CHOGM no6yoosu ma 3axucmy 40 Exsamen
MIKPONpOYeCcopHux cucmem
CIT 16 OcHoéu  mamemamuyno2co  MOOEN068aAHHS 40 Exsamen
cucmem be3nexu
Ccriil7 QCHoeu cmezanoepagiunozo 3axucmy 5.0 Banix
iHhopmayii
CIT18 besnexa 6  ingopmayitino-komynikayivinux 40 Banix
cucmemax
CI119 Pospobxa 6eb6-0ooamxis 6,0 Exsamen
CII 20 Komnnexcni cucmemu 3axucmy ingopmayii 4,0 Exsamen
Cll21 besnexa inmepnem-peueii 4,0 3anix
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CII 22 Beboesneka 5,0 3anix
CII 23 Komnnexcnuti mpenine 4,0 3anix
CII 24 Anmusipycnuil 3axucm ingpopmayii 5,0 3anik
CI1 25 choeu MAUUHHO20 HABUAHHSL ons 40 Exsamen
Kibepbe3neku
2. IIpakmuuna niocomoex
117 5 Bupobnuua npaxmuka 6,0 3anik
11116 Texnonociuna npakmuxa 6,0 3anik
3. Amecmauisa
| Amecmayis 3,0 |

3azanvHuit 00ca2 0008°A3K06UX KOMNOHEHM

175

4. Bubipkoei oceimni KomMnoneHmu

Ilpogpinvosanuii nakem oceimnix komnonenm 01 “LlImyunuil inmenexkm é cucmemax

3axucmy”
BIII.1 Emuunuu xaxine 3,0 Exzamen
BIl1.2 Jlama matinune 3,0 Exzamen
BIll.3 Mamemamuyni 0OCHO8U WMYUHO20 THMENEKNY 3,0 Exzamen
BIT]. 4 Python ona  wmyunoeo inmenekmy ma 40 Exsamen
MAUUHHO20 HABYAHHSL
BII1.5 T'enemuuni ancopummu 3,0 Exzamen
BII1.6 Python onsa inmepnem-peueii 3,0 Exzamen
BIl1.7 Cucmemnuii iHICUHIpIHE 3,0 Exsamen

Ilpoghinvosanuii nakem oceimuix komnonenm 02 “broxueitn-mexnonozia ma 6enexa

oankiecokux cucmem”

BII2.1 Jleyenmpanizosani cucmemu 3,0 Exzamen

BII2.2 Pusux-meneosrcmenm 3,0 Exsamen

BIT2.3 Blockchain: OCHO8U ma npuKIaou 3.0 Exsamen
3acmocy8anis

BII2.4 besnexa bankiscokux cucmem 4,0 Exzamen

BIT2.5 gaxucm 00 ‘eckmis KpUmMu4Hoi 3.0 Excsamen
iHppacmpykmypu

BIT2.6 Opeanizayis 0oKymMenmoooizy 3 00OMeHceHUM 3.0 Exsamen
docmynom

BII2.7 besneka 6 coyianvnux mepeosicax 3,0 Exsamen

Ilpogpinvosanuii nakem oceimuix komnonenm 03 "Innovation Campus"

BII3.1 OcHosu xibepbesnexu 3,0 Exsamen

BIT3.2 Pospobra ropnopamuenux ingopmayitinux 3.0 Exsamen
cucmem (wacmuna 1)

BIT3.3 Pospobra ropnopamuenux ingopmayitinux 3.0 Exsamen
cucmem (wacmuna 2)

BIT3.4 l?a3u Qfmux ons KOpNnopamueHux 40 Exsamen
iHhopmayitinux cucmem

BIT3.5 Apximekm)./?a KOpNnopamusHux 3.0 Exsamen
iHhopmayitinux cucmem

BIT3.6 besnexa ma ayoum 6e30pomosux ma pyxomux 3.0 Exsamen
mepedxic

BIT3.7 gaxucm 06 ‘ekmis KpUMU4HOi 3.0 Exsamen
iHppacmpykmypu
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Oceimni KOMnOHEeHmMU 8i1bHO20 6UOOPY NPOdecilinoi ni02omoeKu
3a2a1bHOIHCMUMYMCbK020 Kamanozy

OKBII 1 OK BB IIII 1 4,0 3anix
OKBII2 | OKBBIIII?2 4,0 3anix
OKBIT3 | OKBBIIII3 4,0 3anix
OKBIT4 | OKBBIIII4 4,0 3anix
OKBII5 | OKBBIII5 4,0 3anix
OKBII6 | OKBBIII6 4,0 3anix
OKBII7 | OKBBIII7 4,0 3anix
Oceimni KOMROHEeHmMU GiJIbHO20 6UOOPY 342ATIbHOYHIBEPCUMENCbKO20 KAMAanozy
OKB3 1 OK BB 3K 1 4,0 3anix
OKB3 2 OK BB 3K 2 4,0 3anix
OKB3 3 OK BB 3K 3 4,0 3anix
Oceimni KOMROHEHMU CReYianbHO20 6UOOPY YHIsepcUumeny

OKCBY | OKCBY 30 | 3anix
3acanvuuil 00caz 6UOIpKOBUX KOMNOHEHM: 65

3AT. AJIBHHVPVI ) OLECAT OCBITHBO- 240
IHTPO®ECIHHOI IIPOI'PAMU:
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3. PO3HO/JLI 3MICTY OCBITHBO-ITIPO®ECIMHOI TIPOT'PAMH 3A
I'PYITAMU KOMITIOHEHTIB TA IUKJIAMMU HIAI'OTOBKHA

OO0csr HaBYAIbHOTO HABAHTAYKEHHS 3700yBayva BUIIOT
ocBiTu (kpeautiB ECTS / %)
J\jg LMK TN OTOBKH OG0B’ 3KOBI Bu6ipkoBi
/11 KOMITOHEHTH KOMIIOHeHTH |Bcporo 3a Bech
OCBITHBO- OCBITHbBO- TEepPMiH
npodeciitHoi npodeciitHol HaBYAHHS
porpaMu porpaMu
1 | 3aranpHa MATOTOBKA 49/20,42 - 49 /20,42
o | Crewiansia (paxosa) 126/ 52,5 i 126/ 52,5
I1rOTOBKA
3 KommnoHeHTH B1IILHOTO i 65/27.08 65 /27,08
BUOODPY
Bevoro 3amech  TepMi| 05 45 g9 65 /27,08 240/ 100
HaBYAHHS
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4. DPOPMA ATECTAIII 3JOBYBAYIB BUIIIOI OCBITH

dopmu arecrariii 3100yBayiB
BUIIO] OCBITH

ATecrartist 301HCHIOETBCA Y (OPMI €TMHOTO
JepKaBHOTO KBATI(PIKAIIHHOTO 1CTIUTY.

BuMmoru 1o enuHOrO
JIepKaBHOT'0 KBaTi(hiKaI[IHHOTO
ICIIUTYy

€nuHuii  gepkaBHMM  KBaiikamiiHun
icnuT nepeadayvae OIiHIOBAHHS JOCSTHEHb
pe3yJibTaTiB HaBYaHHS, BHU3HAUYEHUX
CTaHJIapTOM BHIIOi OCBITH CHEIIaJIbHOCTI
«KibepOe3neka Ta 3axuct iHpopmarlii» Ta
OCBITHBOIO ITPOTPAMOIO.
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5. CTPYKTYPHO-JIOI'TYHA CXEMA

1 Kypc 2 kypc 3 Kypc 4 xypc
1 cemecTp 2 cemecTp 3 cemectp 4 cemecTp 5 cemecTp 6 cemecTp 7 cemecTp 8 cemectp
OcHosu fro OcHosu nobyaosu
. YKpaiHCbKa moBa rymaHiTapHo- RN %) ERREr Ta 3axucry KomnnekcHi o
IcTopia Ta Lo . Cy4acHmX i KomnnekcHuin
KV AbTYDa YKDaiHN (npodeciiHoro <€) o©inocopcbKMX 3HaHb - MiKpOMPOLE COPHU CUCTEMM 3aXUCTy —P> TDeHIHT
Y/IeTYPa YKp CrPAMYBaHH) y npodeciitHiii RECRN R IeCIERt 7 R iHdopmaLji P
AifANbHOCTI * | + * *
IHo3emHa moBa
l ' ! |
. besneka B
IEDLE] iHdbopmaLiiiiHo-
OcHosu S Po3po6ka Beb- Besneka
. KOMYHi KaLLii HUX >
KpunTorpadiuHoro LD [ofaTKis iHTe pHeT-peyelt
cuctemax
3axucTy
Bua maTemaTtnka | [ | A ¢
I I I | > OcHoBM
. MaTe MaTU4YHOro . .
®isnyHe BUXOBaHHsA MOAENIOBAHHS Be66eanexa AHTVI.BIpyCHVIVI
cucTem 6esneku 3axucT iHpopmauli
‘—> OKCBY
cneiglfgcﬁ Mpasose 0
Osvadiomia € " zg;":é‘(’;i:ﬂ: °°“°B;‘>.
cTeraHorpadiyHo
L P2iCKE _4'_‘ l ro 3axucry OCHOBM Ma LLMHHOTO
iHdopmaLi HaBYaHHA /1A
‘ . \ 4 Kibepbesneku
L Komn'totepHi >» IHCTpYM eHTasnbHi
T - |
PYKTYPN A I nporpamyBaHHA
| |
OcHosw | | L TexHonorii MpoodinboBaHmi MpodinboBaHui MpoodinboBaHui MpodinboBaHui MpodinboBaHmnin
nporpamyBaHHs ‘ l " nporpamysaHHs naker (2) E ) naker (1) <> naker (1) E ) naker (1) ; ) naker (2)
Teopin - ¢ l
. IHpopma LjiiHa
'ii’g&"ﬁ:‘;' 1 Geanena Aepasi OKBBIMM (1-3) » OKBBMIM (1-3) <«——p» OKBBIM(1-3) <—)» OKBBMNMN(2-6) <«—)» OKBBMMN(2-6) —
| |
A | A | MatematnuHi
i i l i ocHOBY OKBB3K (1) <> OKBB3K (1) <> OKBB3K (1) ——; T
KpunTosiorii | [EELAE]
Di3nyHi ocHoBM
Vv
TeXHiHHM).( 3acobis ) i + ¢ * *
pOo3BigKK OcHOBM coLianbHOI
iHXeHepii BupobHmua O—P Artecrauin- EQKI
~ ° NpaKT1Ka




6. MATPUIISI BIIIOBIJTHOCTI BUSHAYEHUX CTAHIAPTOM KOMIIETEHTHOCTEN / PE3YJIBTATIB
HABYAHHSA JECKPUIITOPAM HPK

Kaacugikanis 3HaHHA Yminns Komynikanis BinnosinanbHicTs i aBTOHOMIsS
kommnerenTHocrel |3u1. Konnenrtyanshi HaykoBi| ¥Ym1. [lornmubneni kornituBHi |K1. Jlonecenns no ¢axisui i |[AB1. YrnpaBmiHHS CKIagHOIO TEXHIYHOIO ab0
(pe3yabraris Ta MPaKTUYHI 3HAHHS. Ta MPaKTUYHI yMiHH/HaBUYKH, | HedaxiBLiB iHdopMaii, e, |[mpodeciiiHoro MisTBHICTIO YH MPOSKTaMH.

naB4yanHs) 3a HPK

3u2. Kputuune ocMUCIEHHS
TEOpill, MPUHIIMITIB, METO/IB 1
noHsATH y chepi npodeciiinoi
NIsUIBHOCTI Ta/a00 HaBYaHHSA

MalCTepHICTh Ta
IHHOBALIMHICTH HA PiBHI,
HEOOXiTHOMY ISl PO3B’SI3aHHS
CKJIaJJHUX CIIEeLiaTi30BaHIX
3a7a4 i IPaKTUIHUX IpodIIeM
y cepi mpodecitinoi
IIsUTBHOCTI 200 HaBYAHHSL.

npoOem, pillieHb BIACHOTO
JOCBiy Ta apryMeHTallii.
K2. 36ip, inTepnperaris ta
3aCTOCYBaHHS JIaHHX.

K3. CninkyBanns 3
npodeciiHuX MUTaHb, y TOMY
YUCIIi iHO3EMHOI0 MOBOIO

AB2. CipoMOXHICTh HECTH BiJIIIOBiIadbHICT
3a BUPOOJICHHSI Ta YXBaJE€HHS pillleHb y
HerepeadauyBaHuX poOounx Ta/abo
HaBYaJbHUX KOHTEKCTaX.

AB3. ®opMyBaHHS Cy/IXKEHb, 1110 BPAXOBYIOTh
ColliaJibHi, HAYKOBI Ta €TUYHI aCIICKTH.

AB4. Opranizaiisi Ta KEpiBHULTBO
npodeciiHuM PO3BUTKOM OCi0 Ta rpyi.

ABS. 3naTHICTH IPOAOBKYBATH HABYAHHS 13
3HAYHUM CTYIIEHEM aBTOHOMIl.

3AT'AJIBHI KOMIIETEHTHOCTI

3K1 3n2 Ywml

3K2 3n2 YMml K1

3K3 K1, K3

3K4 K1, K3

3K5 3ul, 362 Yml K2 AB3

3K6 3ul K1 AB2, AB3, AB4

3K7 K1 AB2

3K8 3u2 K2 AB3
CIHEOIAJIBHI (PAXOBI) KOMIIETEHTHOCTI

CK1 3u2 Yuml K2

CK2 3ul, 302 Yml K2

CK3 Yuml AB1

CK4 Yuml AB1

CK5 Yuml K2 ABI1, AB2

CKo6 Yuml K1 AB1

CK7 Yuml K1 AB1

CK8 32 Yuml

CK9 32 Yuml

CK10 Yuml K2 AB2
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7. MATPUIIS BIIIOBIJJHOCTI BUSHAUYEHUX PE3YJIbTATIB HABUAHHSA, KOMIIETEHTHOCTEM TA

OCBITHIX KOMIIOHEHTIB
KomnerenTHoCTi
= x| o« = 3arajbHi KOMIIETEHTHOCTI CrueuniaabHi (paxoBi) KOMNIETEHTHOCTI
= 2| 35
23| 28
5&3 ?% 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CKl | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
A =
= 3
2
PH1 | CII 3112
3116
CIT1
CII2
CII5
CII6
CII7
CII8
CII10
CII11
CII13
CIl14
CII17
CII18
CII20
CII24
[II15
1116
PH2 | CII 3113
CII7
CII8
CII11
CII12
CIl14
CI124
PH3 | CII 3011 | 3113
CII1 | CI14
CII4 | CI17

CI17




KomnerentHocTi
= x| o« - 3arajbHi KOMIIETEHTHOCTI CrueniaabHi (paxoBi) KOMNETEHTHOCTI
= 2| I8
22 53
5&3 ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CKl | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
= E 3

2

PH4 | CII | 3114 | 3114
311 3115
CII2 | 3II6
CII3 | CIIl
CIl4 | CII2
CII5 | CIl4
CII7 | CII5
CII8 | CII6
CII9 | CI17
CII10 | CII10
CII11 | CII13
CII12 | CI114
CII14 | CII15
CII15 | CII16
CIIl6 | CIT17
CII19 | CII18
CII21 | CII19
CII22 | CI120
CII23 | CII21
CII24 | CII22
CII25 | CI123
II1s | CII25
[I16 | IIII5
1116

PH5 | CII | 3114 3114
31 3115
CII2 | 3II6
CII3 | CIIl
CIl4 | CII2
CII5 | CIl4
CII7 | CII5
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PesyabTaTn
HABYAHHS

KomnerenTHocTi

3arajbHi KOMIETEHTHOCTI

CrueniaabHi (paxoBi) KOMNETEHTHOCTI

Inrerpansna
KOMIIETEHTHICTE

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII8
CII9
CII10
CIIl1
CII12
CIl14
CII15
CII16
CII19
CII21
CII22
CII23
CII24
CII25
115
1116

CII6
CI17
CII10
CII13
CIl14
CII15
CIl16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
II15
1116

PH6

CII

3114
3115
3116
CII1
CII2
CII4
CIIS
CII6
CI17
CII10
CII13
CIl14
CII15
CII16

3111
3114
3115
311
CIIl
CII3
CII17
CII20
CII23
CII25
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KomnerenTHocTi

= x| o« - 3arajbHi KOMIIETEHTHOCTI CrueniaabHi (paxoBi) KOMNETEHTHOCTI
= 2| I8
22 53
EE ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
& =
E 2
2
CII17
CII18
CII19
CII20
CII21
CII22
CII123
CII25
[II15
1116
PH7 | CII | 3114 3111
311 3114
CII2 3115
CII3 301
CII4 CII1
CIIS CII3
CII7 CII17
CII8 CI120
CII9 CII123
CIT10 CII25
CII11
CII12
CII14
CII15
CII16
CII19
CII21
CII22
CI123
CI124
CII25
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KomnerentHocTi
= x| o« - 3arajbHi KOMIIETEHTHOCTI CrueniaabHi (paxoBi) KOMNETEHTHOCTI
= 2| I8
23 28
5&3 ?% 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CKl | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
& =

E 2
2
[II15
1116
PH8 | CII 3114
3116
CIT1
CII2
CII3
CI14
CII5
CII6
CII7
CI19
CII10
CII11
CII12
CII14
CII15
CII16
CI123
CII25
PH9 | CII 3111 CII1
CII1 CII4
CI4 CII7
cI7 CII8
CII10
CII11
CIl14
CI120
CI123
CI124
PH10 | CII CII2
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PesyabTaTn
HABYAHHS

KomnerenTHocTi

Inrerpansna
KOMIIETEHTHICTE

3arajbHi KOMIETEHTHOCTI

CrueniaabHi (paxoBi) KOMNETEHTHOCTI

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

CK1

CK2

CK3

CK4

CK5

CKo6

CK7

CK8

CK9

CK10

CII3
CII5
CII8
CII9
CII10
CIIl1
CII12
CII13
CIl14
CIl16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII24
CII25
TII15

PHI11

CII

CIIl1
CII14
CII20
CII21
CII24

PHI12

CII

CII9
CIIl1
CII12
CIl14
CII19
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KomnerenTHocTi

3arajbHi KOMIIETEHTHOCTI CrueniaabHi (paxoBi) KOMNETEHTHOCTI

HaBYaHHA

3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CKI | CK2 | CK3 | CK4 | CKS5 | CK6 | CK7 | CK8 | CK9 | CK10

PesyabTaTn
Inrerpansna
KOMIIeTEHTHICTh

CI120
CII21
CII22
CII23
CII24
CII25

PH13 | CII CII9

CIIl1
CII12
CIl14
CII19
CII20
CII21
CII22
CII23
CII24
CII25

PH14 | CII CII8
CIIl1
CIl14
CII15
CII21
CII24
CII25

PH15 | CII CII8
CIIl1
CII14
CII15
CII21
CII24
CII25
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KomnerentHocTi
= x| o« - 3arajbHi KOMIIETEHTHOCTI CrueniaabHi (paxoBi) KOMNETEHTHOCTI
= 2| I8
23 28
5&3 ?% 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CKl | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
& =
E 2
2
PH16 | CII CII11
CII12
CIl14
CII120
CI123
CII25
1116
PH17 | CII CI17
CII16
CI123
CII25
[IT15
1116
PH18 | CII CII3
CI19
CII11
CII12
CIl14
CII15
CII18
CII21
CI123
CII24
1116
PH19 | CII CII3
CI19
CII11
CII12
CIl14
CII15
CII18
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PesyabTaTn
HABYAHHS

KomnerenTHocTi

Inrerpansna
KOMIIETEHTHICTE

3arajbHi KOMIETEHTHOCTI

CrueniaabHi (paxoBi) KOMNETEHTHOCTI

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

CK1

CK2

CK3

CK4

CK5

CKo6

CK7

CK8

CK9

CK10

CII21
CII23
CII24
1116

PH20

CII

CII6
CII12
CIl14
CII15
CII19
CII20
CII22
CII23

1116

PH21

CII

CII8
CIIl1
CII14
CII16
CII18
CII23
CII24
CII25

115
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8. PE3YJIbTATU OBI'OBOPEHHS OCBITHBOI IPOT'PAMHU

Crelikxonaepu
(Bkazatu I1Ib Ta nmocany, micue poOOTH)

3ayBaxkeHHs/ Pexomennaitist

Bpaxosano /
YaCTKOBO
BpaxoBaHo / He

[TpumiTka

BpPaxOBaHO

[Manosan O. C., BUKOHaBUYUN JUPEKTOP [Tpuninutu OubIIE yBaru | Bpaxosano. Jlo nepiiky BUOIPKOBUX OCBITHIX

I'pomasncekoi cniiku «XapKiBCbKUI Ki1acTep OTIaHYBAHHIO TPUHIUIIB OE3MEKH B KOMIIOHEHTIB JOJTaHO

iH(QOPMAIITHIX TEXHOIOTII 0a3ax maHux. JIIUCLIAIUTIHHA: «besneka B
AKIIEHTyBaTl yBary Ha BHBYEHHI DEVOPS», «ba3u ganux 3 SQL 1
XMapHUX TexHouorii 1 DevOps. Python».

I"apant OIII1, 3aBigyBau kadenpu, A.T.H., OceiTHbO-ipOodeciitny  mporpamy | Bpaxosano. OcsiTHBO-TIpO(eciiiHa mporpama

npodecop €nceen C.I1.
Unenu poboyoi rpynu OIIIT

OPUBECTH y BIANOBIAHICTH O
BuMor CTaHiapTy BHILOI OCBITH 3a
cnemianphicTio 125 KibGepbesneka
Ta 3axWUcT 1H(opMaLii Mepuoro
BHIIO1

(GakanaBpChKOro)  piBHA

OCBITH, 3aTBEPIAKEHOIO Ta

BBEJICHOTO B [0  HakKa3oM
MiHicTepcTBa OCBITM 1 HayKu

VYkpainu Big 24.10.2024p. Ne 1547.

BiAnoBigae Bumoram Cranmapty
BHUIIOI OCBITH 3a CHELIAJIbHICTIO
125 Kibepbe3neka Ta 3axHcT
iH(popMmarii NEPILIOTO
(OGakanmaBpChKOro) pIBHS BHIION
OCBITH, 3aTBEPAKEHOIO Ta

BBEJICHOTO B  JIII0  HAaKa3oM
MiHicTepcTBa OCBITM 1 HayKH
Vkpainn Bix 24.10.2024p. Ne

1547.

Mononeuska K. B., a. T. H., mpodecop, [lozuTuBHUN BIJIT'YK. bes - -
npodecop Kapeapu MEHEPKMEHTY OpraHi3aliii | 3ayBaKeHb.

KueBo-MorunstHebKo1 013HeC-1IKOIH

Hanionaneuuii yHiBepcutet «Kuepo-

MorunisHcbKa aKaaeMisa»

KostyH B. 1O., kanauaar TexHIYHUX HayK, IlozuTuBHUI BIJIT'YK. bes - -
noteHT, aupektop TOB “Caiidep” 3ayBa)KCHb.
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I'onoBammy C. O., KaHAUAT TEXHIYHUX HayK, | [lo3uTHBHMIA BIZITYK. bes
noueHt aupekrop TOB “Mikpokpunt 32y Ba)KCHb.

Texuonomxkic”

Bonomyk O. b., kanauaaT TeXHiYHUX HayK, ITo3utnBHUH BIJTYK. bes
KepiBHUK ocBiTHiX mporpam TOB “Distributed | 3ayBakeHns.

Lab”

3aBinyBay kadenpu kibepbesneka - (D Cepriiit CBCEECB
["apaHT OCBITHBOI MpOrpaMu O G Cepriit EBCEE€B
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9. IIJTAH BPAXYBAHHS 3AYBAKEHB/PEKOMEHJIAIUM 3A PE3YJIBTATAMU AKPEIUTAIINHOI
EKCIEPTU3U OCBITHHO-IIPO®ECIMHOI IPOTPAMU

Pexomenamii, HagaHi 1M1 9ac OCTaHHBOI
aKpeauTarii

[lepion BpaxyBaHHs

(KOpPOTKOCTPOKOBUII/HOBT
OCTPOKOBHII/HE JOLIBHO

BpPaxOBYBATH)

3axo/u, 1o CIpPsSMOBaH1 Ha
BpaxyBaHHS
pexoMeHaanin/ OOrpyHTyBaHHS
1010 HEAOLLIBHOCTI BIPOBAXKEHHS
pEeKOMeH1allii

TepMiHM BIPOBaPKEHHS
3aX0/11B/BIAIIOBIIaIbH1 0COOU

3aranpHi pekomenaanii Excneprroi rpynu ta ["amy3eBoi ekcrieptHoi paau (1o kadenpi, ramysi, iIHCTUTYTY, YHIBEPCUTETY )

[lepernsiHyTH B HACTYIHIN penakuii

_ JloBroctpoxkoBuit Omnosnennsa y OIIII nepeniky [lepion yacy 10 HaCTYIHOI
OIII H??GHIK SaTBepImfeHHX ' 3aTBEPHKEHUX NPOodeCIHHUX akpenurauii OI1.
MPOQECIifHyX CTaHAAPTIB B Chepi cTaHmapTiB B chepi KkibepOesnekn - - .
KiGepOe3nekH BiAMOBIAHO 110 _ : ' Bianosiganeui: rapant OIL.
: _ B1IIOB1HO 10 HarionanbHOrO

HamOH‘?UjBHOFO__KHaCH(bIKaTOpa kjacugikaropa npodeciii Ykpainu
npodeciit Ykpainu JIK 003:2010. JIK 003:2010

Po3rngnyTo Ha 3acifzaHH1 Kadeapu,

npotokod Ne 12 Bin 14.03.2025p.
[TocunuTtu noiHGOpPMOBAHICTh CTYJICHTIB JloBrocrpoxkoBui TocuIuTH 0iH(GOPMOBAHICTE [lepiox yacy 10 HACTymHOT
H.IOI‘[O BHYTPUIHIX TIPOLCAYP Opratizaiil CTYJIEHTIB 110JI0 BHYTPIIIHIX akpenurauii OIl.
OCBITHBOT'O MPOIIECY. R

IpOLEIYp OpraHi3alii OCBITHOIO BizmoizansHi: rapast OIL.
PekoMeH10BaHO MEpersiHyTH Ta IpoLECy.
OHOBHTH JIiTCpaTypy B CHIabycax OHOBUTH JliTEpATypy B cuiaadycax
OCBITHIX KOMITOHEHTIB. o .

OCBITHIX KOMIIOHEHTIB.
BuxopucrtanHs kKi0epnoiairony Juist JloBroctpoxkoBuit [lepion yacy 10 HacCTyIHOT

O3HailoMJIeHHs 3100yBayviB 3 KO0
MOKJIUBOCTSIMH

[IpoBeneHHsI OUTYBaHHb CEPEN
CTYJIEHTIB I[0/I0 BHYTPILIHIX
NpOLEYyp OpraHi3alii OCBITHOIO
IpoLECy.

axkpeauTaii OII.
BianoBiganbHi: 3aBigyBay
kadenpu Kb, Buknanaui
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IIpOLIeTyp OpraHi3aiii OCBITHBOTO katpenpu Kb, Buknanaui
npoLecy. Kapeapn.

Ilepernsn Ta OHOBIIEHHS JIiTEpaTy pr
B cuiabycax OCBITHiX KOMITOHEHTIB.
PosrnsHyTo Ha 3aciganHi kadeapw,
nportokon Ne 12 Bix 14.03.2025p.

3abe3neyyBaTy NOCTiHE OHOBJICHHS Ilepiox yacy no HacTymHOI

_ . A JloBrocTpokoBuii [ndopmalii o0 BCiX acmeKTiB - O

iHopMallii o0 Beix acr}‘el.{'nn nposamkerns OITI noctiiixo akpeautauii OI.

nposajpxents OIIII na caiiti kadenpu. OHOBITIOETHCS Ha CaiiTi Kadeapu. BinnosinansHi: rapant OIL
PosrnanyTo Ha 3acinansi kadeapwu,
nporokon Ne 12 Big 14.03.2025p.

JlMpeKkTop HaBYaIbHO-HAYKOBOT'O iHCTHTYTY 7y

KOMIT IOTEPHUX HayK Ta iHOpMaLiHHUX TEXHOJIOT1H 7;/ Muxaiino I'OJJJITEBCBKHWHA

. - : ‘\\'. L
I"apaHT OCBITHBOI IIpOrpaMu : Cepriiit EBCEEB
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